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Abstract of the contribution:
The present contribution proposes to move 6.9 RX-2 to a new section  B.3.3.2.1  “User Account and password management policy”. 

1 Relevant existing requirements from TR 33.806

The current version v0.6.0 of TR 33.806 contains several requirements on MME user account and password. The pCR proposes to move 6.8 R7-1 to Annex and create new section called B.3.3.4.X “User account and password management policy” using the newly agreed structure. 
/*********Beginning of EXISTING TEXT ***************/
6.9 
Rx Requirements of user identities
NOTE: RX-1 of this requirement is covered by B.3.3.2

-
Requirement name: Protection of User Identities 
-
Requirement reference: Mobility Management Data
-
Requirement Description: 
1)
RX-1: The user identities stored in MME include IMSI, IMEI, MSISDN, IP address of UE. 
These user identities shall be protected when they are stored, transferred and processed in the MME.

2)
RX-2: When mobility Management data containing user identities are for operating/maintenance analysis, the included user identities shall be anonymized to the vendor maintenance personnel.

Editor’s Note: RX-2 may need further clarification as there are cases where the knowledge of a specific user identity is needed, e.g. in tests following a user complaint that they are not getting service. How to differentiate analysis with anonymised data from such other tests?

-
Security Objective references: PRIVACY.
-
Test case: 
1) Test case 1 for RX-2:

· Pre-conditions: The MME is powered on and user operations are on-going. The tester has privileges to gather data contain anonymized user identities like trace data with user identities anonymized.
· Steps taken to perform the test:

a) The tester logs in MME.
b) The tester starts gathering data, and check user identities parts.
· Expected results:

The user identities parts in gathered data are anonymized and the tester cannot get the original user identity. To the same user identities, anonymized results shall not be same in different trace data.
Note:  these are detailed requirements. 
/*********End of EXISTING TEXT ***************/
2 Proposed Changes to Annex B

/*********Beginning of change ***************/
B.3.3.2.1
Protecting data and information – general

The present clause B.3.3.2.1 contains requirements that apply to both,  only data and information in storage and in transfer. The following clauses B.3.3.2.2 and B.3.3.2.3 provide more detailed requirements that apply only to data and information in storage and data and information in transfer respectively. 
Requirement Name: Protecting data and information – General

Requirement Reference: to be done later

Requirement Description:

 Adequate security measures for transmission and storage must be implemented of data with a need for protection that are classified as internal, confidential or strictly confidential. The chosen measure depends on the classification for the data and other factors such as the type of network used during transmission, the storage location for data, etc. Furthermore, it must be guaranteed that confidential and strictly confidential data will not be unprotected during temporary storage (e.g. in web cache, temporary folders).

Data with a need for protection include data that may be used for authentication or may help to identify the user, such as user names, passwords, PINs, cryptographic keys, IMSIs, IMEIs, MSISDNs, or IP addresses of the UE. 
 Files of a system that are needed for the functionality must also be protected against manipulation
.
This data must be protected against unauthorized viewing and manipulation
.  This implies that read access rights shall be restricted and data shall not be revealed as clear text.  
This applies equally to permanent storage and transmission. 

When mobility Management data containing user identities are for operating/maintenance analysis, the included user identities shall be anonymized to the vendor maintenance personnel 
unless the vendor maintenance personnel has explicit authorization to view the true user identity.

Security Objective references: tba.
Test case: Review the documentation provided by the vendor describing how sensitive information is stored and transferred. 

Editor’s note: more tba to test cases. In particular, the dependency of test cases in B.3.3.2.1, B.3.3.2.2 and B.3.3.2.3 needs to be considered. 

/*********End of change ***************/
�taken care of by B.3.3.2.1, 2nd para.


�Move to B.3.3.2.1


�Adds clarification that the anonymization requirement is applied unless vendor maintenance personnel has explicit authorization to access the true user identity.


�does it make sense to always repeat the title of the subclause in the name of the requirement?


�taken from Req 3.01-7, 1st para, unchanged.             


�merger of 3.01-7, 2nd para, 1st half of 1st sentence with 6.9, RX-1, 1st sentence.


�copy from 3.01-7, 5th para. 


�copy from 3.01-7, 2nd para, 2nd half of 1st sentence. 


�taken from 6.4, R2-1 and R2-2; is it really needed, or is it implied by the preceding sentence?


�copy from 3.01-7, 2nd para, 2nd half of 1st sentence snf 2nd sentence. 


�Taken from 6.9 RX-2.


�Added this here to address the Editor’s Note related to 6.9 RX-2.








