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Abstract of the contribution: The contribution proposed to mandate the use of UMTS AKA in cellular IoT scenario. A pCR for the living document is also proposed.
1 Analysis
According to analysis in section 4.1 of the living document of Cellular IoT (S3-142566), UMTS AKA can be supported by new cellular IoT UEs and most of deployed SGSNs. 

UMTS AKA is obviously stronger than GSM AKA since UMTS AKA can prevent keys for air interface from being reused. And UMTS AKA is the pre-requisite of using GEA4. So it is proposed to mandate the use of UMTS AKA in cellular IoT scenario.
2 Proposal
We kindly ask SA3 to accept the following PCR.
******************************************Begin of the First change*************************************************

4.1 UMTS AKA

The use of UMTS AKA ensures that only genuine challenges (RAND, AUTN) are accepted (sometimes slightly incorrectly referered to as “network authentication”) and prevents replay of challenges and hence prevents that an attacker can force the re-use of a ciphering key. 
UMTS AKA can negotiate keys with 128 bits length between UE and the network. So UMTS AKA has to be run in GPRS network for using 128 bits cryptographic algorithm, e.g., GEA4. 

It is well known that it is possible to run UMTS AKA over a GERAN access network, the only pre-requisite is support in the UE and the SGSN. 

The use of UMTS AKA requires the presence of a USIM in the UE and support by the ME. The support and use of UMTS AKA could be made a requirement for Cellular IoT UEs. Mandating the use of UMTS AKA would imply that a Cellular IoT UE rejects communication with a network that tries to authenticate the UE via 2G authentication. 
SGSNs support UMTS AKA from Rel-99 onwards. It is believed that all SGSNs in the field support UMTS AKA, so there should not be any problem on the network side. 
Conclusion X: 2G SIM with Cellular IoT UEs shall not be allowed to access the network. 
*******************************************End of the First change*************************************************
