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Abstract of the contribution: this contribution desciribes the necessary for unicast delivery of group message, then analyzes the corresponding security. 
1. Analysis 
For group communication, the message from the application server can be  broadcasted or multicasted by the network to large number of UEs. It is definitely very useful to save network resources and improve efficiency. But in some scenarios, unicast delivery of the group message may be also needed.

As mentioned in SA2’s TR23.769, when delivering the same message to a group of devices, it is possible that different UEs that are members to the same group may have different capabilities. Moreover, message may need to be delivered across different areas of same PLMN with different capabilities, different radio access technologies or even spread across different PLMNs. Therefore, serving PLMN and UE capability, availability of message delivery mechanism(s) and radio access technology shall be considered. As a result, the group message may need to be delivered using different delivery mechanisms e.g. some devices using CBS, some using MBMS, some using unicast SMS e.g. via T4, or some using EPS bearer via SGi interface.
Since unicast delivery may be used for some cases, the unicast delivery of group message should be protected. 
Actually, MTC-IWF/SCEF would receive group message from application server, then it determines the delivery mechanisms for messaging to a group UEs, i.e.CBS or MBMS or unicast SMS via T4 or EPS bearer via SGi interface. So while unicast mode is chosen, the group message may be delivered to group UEs in unicast mode via SMSs or EPS bearers. 
From security point of view, when hop-by-hop security is applied, for the hop between security domain of Application server and security domian of network(MTC-IWF/SCEF), the security mechanism for Tsp interfaces can be used. For the hop between UE and network, the protection of group message via SMSs or EPS bearer can be rely on the legacy EPS security mechanism, i.e. in LTE, the MME would protect the SMSs with UE’s NAS security, and eNB would protect the EPS bearer data with the LTE access security mechanism in air interface. 
If end-to-end security is needed between group UEs and Application Server, application layer security is another option. 
2. Proposal 

It is kindly asked to add following PCR into the TR33.889.
***********************************Start the First Change****************************************
4.1.4.5
Solution 5: Secure protection for unicaste delivery of group message
For group communication, the message from the application server can be  broadcasted or multicasted by the network to large number of UEs. It is definitely very useful to save network resources and improve efficiency. But in some scenarios, unicast delivery of the group message may be also needed.

As mentioned in SA2’s TR23.769, when delivering the same message to a group of devices, it is possible that different UEs that are members to the same group may have different capabilities. Moreover, message may need to be delivered across different areas of same PLMN with different capabilities, different radio access technologies or even spread across different PLMNs. Therefore, serving PLMN and UE capability, availability of message delivery mechanism(s) and radio access technology shall be considered. As a result, the group message may need to be delivered using different delivery mechanisms e.g. some devices using CBS, some using MBMS, some using unicast SMS e.g. via T4, or some using EPS bearer via SGi interface.
Since unicast delivery may be used for some cases, the unicast delivery of group message should be protected. 

Actually, MTC-IWF/SCEF would receive group message from application server, then it determines the delivery mechanisms for messaging to a group UEs, i.e.CBS or MBMS or unicast SMS via T4 or EPS bearer via SGi interface. So while unicast mode is chosen, the group message may be delivered to group UEs in unicast mode via SMSs or EPS bearers. 

From security point of view, when hop-by-hop security is applied, for the hop between security domain of Application server and security domian of network(MTC-IWF/SCEF), the security mechanism for Tsp interfaces can be used. For the hop between UE and network, the protection of group message via SMSs or EPS bearer can be rely on the legacy EPS security mechanism, i.e. in LTE, the MME would protect the SMSs with UE’s NAS security, and eNB would protect the EPS bearer data with the LTE access security mechanism in air interface. 

If end-to-end security is needed between group UEs and Application Server, application layer security is another option. 
************************************End the First Change****************************************
