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Abstract of the contribution:
The present contribution proposes text for clause B.3.3.4.1 “Authentication and Authorisation – Authentication policy” of the new Annex B on requirements, based on existing requirements in TR 33.806 and in DT’s catalogue. 

The structure of the new Annex B is contained in the latest version of TR 33.806.

It is the intention to eventually add test cases to the new requirements text in Annex B. ‘TBA’ has been noted where test case details have not been added yet. 

1 Introduction
This contribution proposes to fill a subclause in the new Annex B. These subclauses are proposed in a companion pCR (S3-151032). The subclause addressed in the present contribution is B.3.3.4.1 Authentication policy. The structure of the present contribution is as follows: 

Sections 2 and 3 list existing relevant requirements and propose in Word comments how they should be addressed. Section 4 contains the new requirements text for Annex B. 

In more detail: 
· Section 2 begins with a list of the numbers of all requirements from TR 33.806 that were considered relevant for subclause B.3.3.4.1
· Similarly, section 3 begins with a list of the numbers of all requirements from DT’s catalogue in the new Annex C of TR 33.806.  that were considered relevant for the subclause B.3.3.4.1
· For both, sections 2 and 3, the lists are taken from the Editor’s note in Annex B.3.3.4 of TR 33.806. A list is followed by a pCR that adds Word comments to the full text of the requirements from the list. The Word comments in sections 2 and 3 explain how the requirements are addressed by new text in Annex B. No existing text copied in sections 2 and 3 is deleted. This is done to allow for maximum transparencey and traceability of decisions.

· The Word comments will remain visible in subsequent versions of TR 33.806 until the TR is submitted for approval, according to the agreements at SA3#77. 

· Section 4 contains a pCR that adds text to subclause B.3.3.4 with Word comments to explain where the text came from. The Word comments will remain visible in subsequent versions of TR 33.806 until the TR is submitted for approval.

2 Relevant existing requirements from TR 33.806

The current version v0.6.0 of TR 33.806 contains several requirements on Authentication and Authorisation, at least partly. It is proposed that these requirements are considered for a new section under Amex B.3.3.4.1 entitled – “Authentication policy”. These requirements are (identified by clause number): 

6.3 (R1-1) , 6.8 (R 7-1).
The full text of the affected clauses is copied here even if only part of the clause is relevant. 

+++START OF CHANGES to main body of TR 33.806+++

6.3 
R1 security requirement for T1: Internal attacks prevention 
-
Requirement Name: internal attacks prevention
-
Requirement Reference: to be done later
-
Requirement Description: 
1)
R1-1:  Each User shall be strongly authenticated and uniquely identifiable.

2)
R1-2: The log and audit function shall be supported and be turned on to record the operations on MME.
Editor note: it is FFS whether we need to list what actions should be logged and this may be in another document later.
3)
R1-3: The logs to be maintained shall include security logs and should include operation logs.

4)
R1-4: The operation authorization of MME users should be defined.
5) 
R1-5: The parameters captured in the logs should include at least user name, start time, stop time, access type, event level, result, etc. 
-
Threat Reference: T1
-
Test Case: 
1)
Whether it is possible for two different, separated individuals to easily get access to the same user account, at:

a)
OS level

b)
MME Application level

2)
Check if MME supports the log function, that the log function has been turned on, and that the following actions are logged (at OS level and at MME Application level):

a)
login and logout；User id and time stamp
b)
interface: MME interface type based on which the system queries the security logs 
c)
event level: severity based on which the system queries the security logs (e.g. CRITICAL, MAJOR, MINOR) as defined by the operators and/or vendors for the logs

d) 
results: result type (e.g. SUCCESS, FAILURE) based on which the system queries the security logs 
3)
Whether it is possible for MME users to get undefined/unauthorized operation permission.
6.8 
Security requirements on MME user account and password management
NOTE: R 7-2 d) of this requirement is covered by B.3.3.2  

-
Requirement name: Security requirements on MME user account and password management 
-
Requirement reference: to be done later
-
Requirement Description: 
1)
R 7-1: Consistent security policy should be adopted for user account and password management on MME. Consistent security policy includes password management policy, user account freeze policy and rejecting repeat login policy.

2)
R 7-2: Password management policy:
a)
Password modification shall be performed by force after initial login.
b)
Password strength shall be configurable. 
Passwords shall consist of uppercase, lowercase, numeric and special characters. 
The number of characters in the passwords shall be configurable. 

c)
Password shall be modified based on password management policy. 
Historical passwords shall not be allowed up to a certain number. 
The number of disallowed historical passwords shall be configurable.
d)
Password storage shall support one-way hash algorithm with salt value.

e)   The password shall not be displayed in such a way that it could be seen and misused by a casual local observer. 
3)
R 7-3: User account lock-out policy:
a)
The maximum number of user account login attempts should be configurable.
b)
There shall be a delay in allowing a user attempt to login again when login attempt numbers exceeds the maximum number. This delay should be configurable.

4)
R7-4: 
The system shall enforce password expiry.
-
Security Objective references: SECURE STORAGE.
-
Test case: 
1) Test case 1 for R7-2 a):
· Pre-conditions: The MME is powered on and the tester has privileges to create new user account.
· Steps taken to perform the test:
a) The tester performs login action on MME.
b) The tester creates a new user account A, which should change the password at the initial login.
c) The tester performs logout action, and then performs login action with user account A.
d) The tester gets prompt that user shall change password at initial login, otherwise the login action will be terminated.
· Expected results:
a) If password change is canceled / failed, the tester cannot login.

b) If password change is successes, the test can login.
2) Test case 2 for R7-2 b):
· Pre-conditions: The MME is powered on and the tester has privileges to modify password management policy.
· Steps taken to perform the test:
a)       The tester uses user account A logins, and modifies password management policy on MME.

b)       The user account A can modify configuration for password strength, including password consistent and character numbers.

c)     The tester logins as user account B.
d)       The tester uses user account B changes current user account password according to policy.

e)      The tester uses user account B changes current user account password to not match password policy.
· Expected results:
a) If the tester modify password comply with password management policy, the modification will successes.

b) If the tester modify password not comply with password management policy, the modification will fail.
3) Test case 3 for R7-2 c):
· Pre-conditions: The MME is powered on and the tester has privileges to modify password management policy.
· Steps taken to perform the test:
a) The tester logins with original user account password A on MME.
b) The tester modifies the number of disallowed historical passwords to N.
c) The tester modifies user account password with different passwords for N-1 times.
d) The tester modifies user account password with A.
· Expected results:
The tester fails in modifying password with A at N, and gets prompt that historical password shall not be used.
4) Test case 4 for R7-2 e):
· Pre-conditions: The MME is powered on and the tester has privileges to input password and the screen can display the input.
· Steps taken to perform the test:
a) The tester inputs the user account and password on MME.
· Expected results:
The password shall not be displayed in such a way that it could be seen and misused by a casual local observer  e.g. each character is permanently masked or only momentarily displayed.
5) Test case 5 for R7-3 a) & b):
· Pre-conditions: The MME is powered on and the tester has privileges to modify account lock-out policy.
· Steps taken to perform the test:
a) The tester logs in MME.
b) The tester modified user account lock-out policy with attempt numbers to N and delay time to T.
c) The tester logs out.
d) The tester performs login action with wrong password for N times.
· Expected results:
a) After the tester attempts N times with wrong password, the user account will be lock out, and can be attempted after T delay time.
b) After T delay time, the tester can login with proper password.
6) Test case 6 for R7-3 c):
· Pre-conditions: The MME is powered on and the tester has privilege to config user account password expiry time.
· Steps taken to perform the test:
a) The tester logs in MME.
b) The tester modifies the user account password expiry time to T.
c) After expiry time T, the tester logs in MME, and shall be forced to modify password.
· Expected results:
a) The tester can login after modify password successfully.
b) The tester cannot login if fail to modify password.
+++END OF CHANGES to main body of TR 33.806+++

3 Relevant existing requirements from DT’s catalogue

DT’s catalogue in the new Annex C contains several requirements on authentication and authorisation, at least partly. Requirements that were deemed relevant to a new section in Annex entitled – “Authentication policy – General” were identified. These requirements are (identified by clause number): 

Req.s 3.01-12, 3.01-13.
The full text of the affected clauses is copied here even if only part of the clause is relevant. 

+++START OF CHANGES to Annex C (DT’s catalogue) +++

 Req 3.01-12          System functions with a need of protection must not be used or accessed without successful authentication and authorization.

The usage of a system functions or access of data classified as internal, confidential or strictly confidential must only be possible unambiguous user identification and successful authentication on basis of the user name and at least one authentication attribute. Excepted from this are functions for public use such as those for a Web server on the Internet, via which information is made available to the public. Examples for functions which require a prior authentication are network services (like SSH, SFTP, Web services), local access via a management console, local usage of operating systems and applications. The following examples are possibilities that could be used for authentication.

· Query user name and password

· Use of cryptographic keys and certificates (e.g. as Smartcard)

This requirement must also be applied to accounts that are only used for communication between systems.



Motivation: The authentication is necessary to doubtless identify a user because the allocated authorization, and there­

fore the access on data and services of the system depends on that.
For this requirement the following threats are relevant:

· Unauthorized access to the system

· Unauthorized use of services or resources

· Denial of executed activities




 Req 3.01-13          Accounts must be used that allow unambiguous identification of the user.

Users must be identified unambiguously by the system. This can typically be reached by using a unique account per user. So named group accounts, i.e. the use of one account for several persons, must not be used. On exception of this requirement are so named machine accounts. These will be used for authentication and authorization from sys­ tem to each other or for applications on a system and can’t be assigned to a single person. Such accounts must be as­ signed on a per system or per application basis. In this connection, it has to be guaranteed that this account can’t be misused. Possibilities to protect these accounts are:

· Configuring of a Password that fulfils the security requirements and is known by less than possible circle of administrators.

· Configuring the account that only a local use is possible and a interactive login isn’t possible.

· Use of a technique for authentication of the specific account with public and private key or certificates.

· Limiting the access over the network for legitimised systems. Additional solution must be checked on their usability per individual case.


Motivation: Unambiguous user identification is a prerequisite for assigning a user the rights that he requires to perform his tasks on the system. This is the only way to adequately control access to system data and services and to prevent misuse. Furthermore, it makes it possible to log activities and actions on a system and to assign them to individual users.

For this requirement the following threats are relevant:

· Unauthorized access to the system

· Unauthorized use of services or resources

· Denial of executed activities



+++END OF CHANGES to Annex C (DT’s catalogue) +++

4  New text for Annex B.3.3.4 “Authentication and authorization”

+++START OF CHANGES to Annex B+++

B.3.3.4 Authentication and authorization
Editor’s note: relates to clause 6.3, 6.6, 6.7, 6.8, 6.10, Req.s 3.01-12 through 3.01-19, and Req.s 3.01-23 through 3.01-26 from DT’s catalogue.  It is ffs whether and how 3.01-15 and 3.01-19 should be included. They seem to more address policy topics. They could be turned into  "system must support to do this" requirements (3GPP way for handling operator options).

B.3.3.4.1 Authentication policy
B.3.3.4.1.1 System functions must not be used or accessed without successful authentication and authorization.

Requirement Name: System functions must not be used or accessed without successful authentication and authorization.
Requirement Reference: to be done later
Requirement Description:

The usage of a system functions or access of data classified as internal, confidential or strictly confidential must only be possible via 
unambiguous user identification and successful authentication on basis of the user name and at least one authentication attribute. An exception to this 
are functions for public use such as those for a Web server on the Internet, via which information is made available to the public. 

Examples for functions which require prior authentication are network services (like SSH, SFTP, Web services), local access via a management console, local usage of operating systems and applications. The following examples are possibilities that could be used for authentication.

· Query user name and password

· Use of cryptographic keys and certificates (e.g. as Smartcard)

This requirement must also be applied to accounts that are only used for communication between systems.


Threat References: TBA
Security Objective references: tba.
Test case:TBA
B.3.3.4.1.2 Accounts must be used that allow unambiguous identification of the user.
Requirement name: Accounts must be used that allow unambiguous identification of the user
.
Requirement Reference: to be done later
Requirement Description: Users must be identified unambiguously by the system. This can typically be achieved by using a unique account per user. Named group accounts, i.e. the use of one account for several persons, must not be used. An exception to this requirement is machine accounts. These will be used for authentication and authorization from system to each other or for applications on a system and can’t be assigned to a single person. Such accounts must be assigned on a per system or per application basis. To ensure that this account cannot be misused a number of measures may be considered: 

· Configuring a password that fulfils the security requirements and is known to as few persons/administrators as possible.

· Configuring the account such that only local use is possible and an interactive login isn’t possible.

· For authentication of the specific account specify the use of public and private key or certificates.

· Limiting the access over the network to legitimate systems. Additional solution must be checked on their usability per individual case.



Threat References: TBA
Security Objective references: tba.
Test case:TBA
+++END OF CHANGES to Annex B +++

�Text not copied to B.3.3.4. Text from DT req 3.01-12 and 3.01-13 used instead as it was felt that it defined the function in more detail.


�Not copied into Annex B3.3.4 as R7-2,R7-3 & R7.4 below covers the detailed requirements for R7-1. These requirements will be handled in a separate pCR.


�taken care of by B.3.3.2.2


�Text copied to B.3.3.4.1


�Text copied to B.3.3.4.1


�Not copied into B3.3.4 as per agreed template


�Text copied to B.3.3.4.1


�Not copied into Annex B.3.3.4 as per agreed template


�Simplified title/name by removing text ‘with a need of protection’.


�Added ‘via’ to improve readability


�Replace ‘Excepted from this’ with ‘An exception to this 


�Text copied from DT catalog Annex C 3.01-12.


�Text copied from DT catelog Annex C 3.01-13


�Text copied from DT catalog Annex C 3.01-13 with some minor editorial changes





