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Abstract of the contribution:
The present contribution provides a proposal for a substructure of Annex B.3.3.4 of TR 33.806, containing the requirements on authentication and authorization. Companion contributions will provide pCRs for each of the proposed new subclauses of Annex B.3.3.4 and one more pCR for modifying the Editor’s note at the start of B.3.3.4.
1 Proposal for a substructure of Annex B.3.3.4 “Authentication and authorization” of TR 33.806
Annex B.3.3.4 currently contains only an Editor’s Note, which reads: 

“Editor’s note: relates to clause 6.3, 6.6, 6.7, 6.8, 6.10, Req.s 3.01-12 through 3.01-19, and Req.s 3.01-23 through 3.01-26 from DT’s catalogue.  It is ffs whether and how 3.01-15 and 3.01-19 should be included. They seem to more address policy topics. They could be turned into  "system must support to do this" requirements (3GPP way for handling operator options).”

It is clear from this Editor’s Note that the number of existing requirements need to be taken into account for subclause B.3.3.4 is rather large. In order to reduce the complexity of the task of providing text for B.3.3.4, we propose grouping the existing requirements as indicated in the table below where the requirements are referenced by their number (6.x is from the main body of the TR while 3.ab-cd is from Annex C of the TR). Furthermore, a short-hand description of the requirements is copied from the TR for the benefit of the reader. As you can see from the table, two requirements mentioned in the Editor’s Note above are not covered by the table: 

· 3.01-15 on using two authentication attributes
The above Editor’s note says that it is ffs whether and how 3.01-15 should be included as it seems to more address policy topics. 

· 3.01-19 requiring a centralised user administration architecture
3.01-19 was discussed controversially at SA3#77: it was seen as more of good-to-have function but probably should not be in the SCAS just yet. It was argued that the “Human Errors” threat was mitigated by 3.01-19. However it was decided not to move the human errors threat into the Annex A for the moment.

· It is proposed in a companion discussion paper in S3-151039 that 3.01-15 and 3.01-19 should not be included in Annex B.

	Table 1 – Grouping with short-hand description of requirements

	Topic
	Req from TR main body or Annex C

	Authentication policy 

	6.3 (R1-1)  

“Each User shall be strongly authenticated and uniquely identifiable”
6.8 (R 7-1) 

“Consistent security policy should be adopted for user account and password 
management on MME”

3.01-12

“System functions with a need of protection must not be used or accessed 
without successful authentication and authorization”
3.01-13  

“Accounts must be used that allow unambiguous identification of the user”

	Authentication attributes
	3.01-14      

“Accounts must be protected against unauthorized use by at least one 
authentication attribute”

3.01-16      

      “Predefined accounts must be deleted or disabled”

3.01-17      

“Predefined authentication attributes must be deleted or disabled”

	Password rules
	6.6 (R-1)

“MME accepts only strong password”
6.8 (R 7-2, R 7-4) 

“Password management policy…”


“The system shall enforce password expiry”

3.01-23

“If a password is used as an authentication attribute, it must have at least…”
3.01-24

“If a password is used as an authentication attribute, users must be able to…”
3.01-25

“If a password is used as an authentication attribute, a protection against 
brute force and dictionary attacks…”
3.01-26

“If a password is used as an authentication attribute, they must be hidden…”

	Specific Authentication use cases


	6.7 (RX-3)


“The MME shall support mutual authentication between MME and specific 
management entities”

	Lock-out policy
	6.8 (R 7-3)

“User account lock-out policy”

	Authorization and access control

	6.3 (R1-4) 


“The operation authorization of MME users should be defined”
6.6 (R-2), 

“MME supports Role Based Access Control (RBAC)…”
6.10 (RX-1) 

“A role-based access control system uses a centrally managed set of 
controls…”

3.01-18

“The authorizations for accounts and applications must be reduced to the 
minimum…”


2 Proposal 

It is proposed to agree the grouping of requirements described in section 1 as a basis for a substructure of B.3.3.4 and agree the eight companion contributions in S3-151033 to S3-151040. 
