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1 Discussion
In order to adopt a uniform approach and improve the readability of the TR 33.806, this contribution proposes to add to TR 33.916 a template to be used for the Test Cases description.

This template is intended to be concretely used within TR 33.806 to validate the security requirements which are currently being moved from the main body to the Annex B and any possible new requirement that might be added in the future.

2 Concrete proposal 

++++ Beginning of change ++++

5.2.3.4
Requirement test writing guideline

5.2.3.4.1
General

Requirements must be testable. That is, they must be specific enough so that a test can be written that effectively decides whether the requirement is fulfilled or not.

NOTE: 
As explained in clause 4.2 of the present document, Security Compliance Testing is the task of assessing whether requested security requirements are correctly implemented in a network product, whereas Basic Vulnerability Testing is the task of running a set of FOSS/COTS tools on external interfaces of the network product. Therefore, security requirements are only applicable to Security Compliance Testing, and so are the tests to verify these security requirements. These guidelines do hence not apply to requirements and tests related to Basic Vulnerability Testing.
5.2.3.4.2
Verifiability and repeatability

Tests must be verifiable. That is, after the test is executed there cannot be any doubt whether the test passed or failed. If there is doubt, it is a matter of opinion whether the test passed or failed which may result in unnecessary disputes. One of the purposes of the tests in SECAM is to remove opinion based verdicts of test outcome.

Tests must be repeatable. That is, given the network product and the corresponding SCAS, a third party should be able to repeat the tests and verify whether the network product passes or fails the test.

For a test to be verifiable, it needs to clearly specify the starting state of the system, pre-requisites for the tester, what actions are taken by the tester, and what the expected results are. The actions taken by the tester must be sufficiently detailed to enable someone else to repeat the test. The expected outcome must be sufficiently detailed to unambiguously determine whether the test passed or failed.

There is no need to deeply formalize how the tests shall be written in SECAM, but the three identified pieces of information need to be present, and they need to be clear and unambiguous:

-
The initial state of the network product and pre-requisites for the tester.

-
The steps taken to perform the test.

-
The expected results of a successful test.

Specifying the tests clearly also helps in formulating clear requirements.

5.2.3.4.3
System under test

The SCAS applies to a network product. In particular, the security requirements in the SCAS apply to the network product. It is therefore important that the tests that verify whether a security requirement is met or not, test behavior of the network product. More precisely, the expected results of the test must show that the network product is acting as expected. The expected results cannot describe behavior of other network entities or personnel in the environment of the network product.
The detail level of a test case corresponds to the detail level of its associated requirement (see section 5.2.3.1.1). In order to be repeatable, every test case performed with a TOE needs to be described on detail level 3, i.e. specific for every individual TOE. This means that the test laboratory needs to define and document test cases on detail level 3 for the security requirements on detail level 1 and 2 in the SCAS. This documentation needs to be included in the evaluation report.
5.2.3.4.4
Template to be used for writing the test cases
Table X describes the template to be used while writing the test cases identified for each security requirement.
	Test ID: 

	Unique short form of the test case is provided as a primary means for referencing it. The convention adopted is: TC_< requirement reference> - <progressive number> or similar convention

	Test Name: 

To each test case is assigned a unique name, indicating the covered topic.

	Requirements: 

 Requirements Reference-Requirements Name

	Purpose:

	In this section the goal of the test (i.e. what it is intended for) should be reported

	Procedure and execution steps:

	In this section the pre-conditions and the operational steps to perform the test should be reported.

	Expected Results:

In this section the expected result should be reported (i.e. the behaviour expected for the referenced requirement).

	Expected format of evidence:

	In this section the expected format of the evidence should be reported. If not applicable for a specific test, then NA should be used.

	Result log:

This filed is intented to be filled by the tester.
It shall contain the result log of the performed test. If not applicable for a specific test case, then NA should be used.


Table X Test case template
5.2.3.4.5 Example of a test case

Table Y contains a concrete example of a test case written according to the template described in clause 5.2.3.4.4. 






	Test ID: TC_SW_PKG_INTEGRITY_1

	Test Name:  

Software package integrity

	Requirements: 

 Requirements Reference- MME software package integrity

	Purpose:

Verify that:

1.
MME validates the software package integrity during the installation/upgrade stage.

2.
The software package integrity validation is performed via cryptographic mechanisms, e.g. digital signature. In particular verify that the system supplies utilities (e.g. gpg, openssl, sha256) to check the integrity of the files


	Procedure and execution steps:
Pre-Conditions:
· The MME must be powered on.

· The tester has privileges to install/upgrade MME with a software package. 

· One legal software package named A and one illegal/tampered version of A (named B)  must be available.
· The MME shall support utilites to verify the file integrity  (e.g gpg, openssl, sha256).
Execution Steps

1. The tester logs into MME.

2. The tester uses software package B to perform installation/upgrade.

3. The tester uses software package A to perform installation/upgrade.

	Expected Results:

1. The installation/upgrade operation fails when using software package B.

2. The installation/upgrade operation is successful when using software package A.

	Expected format of evidence:
Snapshots containg the result of the installation of  package A and B.


Table Y Example of a written test case.
++++ End of change ++++

