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Abstract of the contribution:

The present contribution proposes text for clause B.3.4.2 “Operating Systems - Authentication and Authorisation” of the new Annex B on requirements, based on existing requirements in TR 33.806 and in DT’s catalogue. 
It is the intention to eventually add test cases to the new requirements text in Annex B. For now, however, ‘TBA’ has been noted in place of test case details as none of the requiremens from DT’s catalogue has test cases yet and some of the existing test case descriptions in the main body of the TR need improvement. 

1 Introduction
This contribution proposes new requirements text for Annex B.3.4.2, based on a requirement on operating systems in DT's catalogue (Annex C).
Section 2 discusses the  Editor's Note in Annex B.3.4.2. Section 3 lists the existing requirement and proposes in Word comments how it should be addressed. Section 4 contains the new requirements text for Annex B. 

[bookmark: _Toc388959146][bookmark: _Toc397964288][bookmark: _Toc398818419]2 Resolution of Editor's Note
Annex B.3.4.2 contains the following Editor's Note:
Editor’s note: relates to Req 3.37-14 in DT’s catalogue, no equivalent in main body of TR. It is ffs whether and how 3.37-14 should be included. It seems to more address policy topics. It could be turned into a "system must support to do this" requirement (3GPP way for handling operator options).

The requirement from DT's catalog reads:
Req 3.37-14	There must not be a privilege escalation method which allow gaining administrator/root privileges from an user account without anew authentication with two authentication attributes.
This requirement covers two different aspects:
a) privilege escalation (e.g. running an administrator-level command while being logged in as a normal user) shall require a new authentication
b) authentication for extensive rights shall require two authentication attributes
Aspect b) was discussed controversially in SA3. In fact, this very aspect is already covered in a dedicated requirement (3.01-15: Accounts with extensive rights must be protected with two authentication attributes) of DT's catalogue and should be handled separately. 
Therefore, it is proposed to take only aspect a) over into clause B.3.4.2, while aspect b) will be handled in clause B.3.3.4. The Editor's Note can be deleted in this place, because there is an equivalent Editor's Note in section B.3.3.4.

3 Relevant existing requirements from DT’s catalogue
DT’s catalogue in the new Annex C contains one  requirement related to clause B.3.4.2. This requirement is: 
Req 3.37-14.
The full text of the affected clauses is copied here even if only part of the clause is relevant. 

+++START OF CHANGES to Annex C (DT’s catalogue) +++

[bookmark: _Toc401747887][bookmark: _Toc401748927][bookmark: _Toc404333635][bookmark: _Toc404333880][bookmark: _Toc404714188][bookmark: _Toc404966051]C.3.6.	Authentication and Authorization



 Req 3.37-14	There must not be a privilege escalation method which allow gaining administrator/root privileges from an user account without anew authentication with two authentication attributes.	Comment by DTAG3: Copied to B.3.4.2.1
Privilege escalation methodes include always the risk that more permissions are gained than needed. The number of exploits in such mechanisms shows the complexity and vulnerability of this solutions which therefore cannot be trus­ ted.

Motivation: If an attacker compromises an account which has permission to a privilege escalation, it may be possible that the attacker get access to wide parts of the system and stored data.

Implementation example: (Re-)Login directly into the account with the needed permissions.	Comment by DTAG3: Copied to B.3.4.2.1

For this requirement the following threats are relevant:
· Unauthorized access to the system
· Unauthorized access or tapping of data
· Unauthorized modification of data
· Denial of executed activities




+++END OF CHANGES to Annex C (DT’s catalogue) +++

4  New text for Annex B.3.4.2 “Authentication and Authorisation”
+++START OF CHANGES to new Annex B+++
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[bookmark: _Toc404333595][bookmark: _Toc404333840][bookmark: _Toc404714148][bookmark: _Toc404966011]B.3.4.2	Authentication and Authorization
Editor’s note: relates to Req 3.37-14 in DT’s catalogue, no equivalent in main body of TR. It is ffs whether and how 3.37-14 should be included. It seems to more address policy topics. It could be turned into a "system must support to do this" requirement (3GPP way for handling operator options). 	Comment by DTAG3: Deleted because the remaining aspect is covered by an Editor's Note in clause 3.3.4
B.3.4.2.1 Authenticated Privilege Escalation only
Requirement Name: There shall not be a privilege escalation method in interactive sessions (CLI or GUI) which allows gaining administrator/root privileges from a user account without a new authentication.
Requirement Reference: TBA 
Requirement Description: 
There shall not be a privilege escalation method in interactive sessions (CLI or GUI) which allow gaining administrator/root privileges from a user account without a new authentication. Implementation example: Disable insecure privilege escalation methods so that users are required to (re-)login directly into the account with the needed permissions.	Comment by DTAG3: Copied from clause C.3.6 Req 3.37-14. Added clarification about interactive sessions after SCAS conf call Jan 2015.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA

+++END OF CHANGES to new Annex B +++


