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1
Opening of the Meeting

Martin Dolly (AT&T) welcomed the delegates to San Francisco on behalf of NAF (North American Friends of 3GPP). Delegates were advised to "stay away of jail" during the meeting time.

2
Approval of Agenda and Meeting Objectives

S3-142400
Agenda





Source: WG Chairman

Abstract: 

-

Decision: 

The document was approved.



3
IPR Reminder

The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

    to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

    to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Information Statement and the Licensing declaration forms.

The attention of the delegates to the meeting was drawn to the fact that 3GPP activities were subject to antitrust and competition laws and that compliance with said laws was therefore required by any participant of the meeting, including the Chairman and Vice-Chairmen and were invited to seek any clarification needed with their legal counsel. The present meeting would be conducted with strict impartiality and in the interests of 3GPP. Delegates were reminded that timely submission of work items in advance of TSG/WG meetings was important to allow for full and fair consideration of such matters.

4
Meeting Reports

4.1
Approval of the Report from SA3 #76

S3-142403
Report from last SA3 meeting





Source: ETSI Secretariat

Abstract: 

-

Decision: 

The document was withdrawn.



S3-142554
Report from last SA3 meeting





Source: ETSI Secretariat

Abstract: 

-

Discussion: 

Qualcomm had a CR fulfilling their action point.

Vodafone had already addressed their action point on the TUAK reports and specs in contributions for this meeting.

Decision: 

The document was approved.



4.2
Report from SA #65

S3-142401
Report from last SA meeting





Source: WG Chairman

Abstract: 

-

Decision: 

The document was approved.



4.3
Report from SA3-LI 

Alex Leadbeater, Chair of SA3-LI was absent from the meeting. He sent the following notes by email to report from their last meeting in Portland:

-
SA3-LI met in Portland Oregon 28th – 30th October. 

-
Focus topics included: 

o
IMS IMEI based interception, 

o
IMS IMSI based interception, 

o
Provision of XCAP service management messages, 

o
ProSe / GCSE

o
Discussion on Mobile Edge Computing

-
CRs submitted to SA3 list (Now approved)

-
Expect 1 more round of R12 CRs in January

-
Next meeting in January in Sophia Antipolis

-
Scheduled July 2015 meeting will move from Sophia Antipolis to Singapore (future Asia zone meetings to be considered in subsequent years subject to identification of hosts).

In addition to this Alex Leadbeater (BT) was re-elected as Chairman of SA3-LI and Maurizio (Ericsson) as Vice Chair for two additional years. This decision was endorsed by SA3.

5
Items for early consideration

Aguibou (Vodafone) commented that GERAN experts would come later in the meeting to discuss the WID on Internet of Things (not a joint meeting).

GERAN's idea was to start work on security before settling down on the architecture. This would help the progress.

S3-142412
LS on Security Framework for Cellular IoT





Source: GP-140717

Abstract: 

-

Discussion: 

Qualcomm: how is the device triggering done if Iu is not considered?

VF (Chris Pudney): triggering would be required, done through SMS. GPRS support SMS naturally.

Alf (NTT-DoCoMo): is it creating a new radio interface in the scope of GERAN?

VF: we could go to PCG to make a decision about this if necessary. Who else would specify it?

BT: OneM2M has done some work on E2E. 

VF recognised that they haven't seen much of what OneM2M has done, they lost interest after a while. This is an opportunity for 3GPP to achieve something in the Internet of Things sector, there is support here from the Industry.

VF: M2M supports 3GPP mobility management, if we optimize it not to have mobility management it would be a problem when the device changes location. Stationary devices can be " a bit mobile".

Ericsson: the deadlines are quite tough to accomplish.

The Chairman commented that the work would include only Gb interface and security requirements.

Guenther (Nokia Networks) commented that there is work done by ETSI TC M2M that studied this issue.

Decision: 

The document was postponed.



S3-142430
PCR_ Security analysis on Gb interface and S1 interface for Cellular IoT





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Huawei commented that this is fully in SA3 scope, so they decided to present a pCR for a GERAN spec here.

Vodafone commented that this is a good opportunity to go for 128-GEA4 to ensure security for a longer time period.

Guenther (Nokia Networks): no integrity protection for user data in 4G, only for signalling. Would you allow GEA0 in here?

Huawei: we are not developing a stronger mechanism in here. Some Chinese operators never activate the security mechanisms in GSM. Without integrity protection there is no security at all, we propose security in Gb for this reason.

Qualcomm: the end point cannot identify the origin if you terminate the security somewhere in the network.

Vodafone: at the end of the day we need a trust model.

Decision: 

The document was noted.



S3-142431
LS_out_SA3 to GERAN2_Reply LS on Security Framework for Cellular IoT





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was noted.



S3-142483
Considerations on security enhancements for Cellular Internet of Things





Source: Nokia Networks

Abstract: 

-

Discussion: 

Qualcomm pointed out that the following proposals to be agreed in SA3 will only be related to security in the Gb interface.

There was general agreement on proposal one.

Ericsson asked whether GERAN expects SA3 to work on the end to end security as well in this short time frame (proposal 2)? The answer was yes.

Proposal 2 was not fully supported.

Vodafone commented that proposal 3 excludes PS SMS. There was general agreement on proposal 3.

Nokia Networks clarified that with this time frame we have to focus on enhancements in UE and SGSN (proposal 4). Vodafone commented that this could not be the case according to their contribution. They didn't support this proposal. The Chairman commented that this proposal is valid only until January.Huawei  proposed to develop requirements to end to end security in parallel to the enhancements UE-SGSN.

Huawei: we propose to have two phases of study: Optimization UE-SGSN first and then end to end security mechanisms.

Vodafone: we are not resolving the problem if we focus on UE-SGSN, Vodafone presented later documents that expanded this.

Proposal 4 was finally not agreed. 

Proposal 5 was agreed.

On the proposal 6, VF commented that the statement also applies to confidentiality protection. Nokia commented that integrity protection for signalling should be studied according to proposal one. Don’t take the need for granted integrity protection.

BT: all signalling messages? Nokia Networks: UE-SGSN signalling only.

Proposal 6 was generally agreed.

NTT-Docomo proposed to withdraw proposal 7 for its ambiguity. Vodafone supported NTT-Docomo. Proposal 7 was not agreed.

Decision: 

The document was revised to S3-142566.



S3-142566
Considerations on security enhancements for Cellular Internet of Things





Source: Nokia Networks

(Replaces S3-142483)

Abstract: 

Living document that will capture the conclusions from document 566.

Decision: 

The document was agreed.



S3-142538
[IoTSec] Security considerations for Cellular IoT





Source: Vodafone

Abstract: 

-

Discussion: 

Ericsson: these seem to be topics to be discussed in SA3 before sending them to GERAN. Vodafone agreed that this was not the intention.

Proposal one: 

Huawei proposed to study which algorithm to use, if integrity is needed.

ALU commented that we need to study where we take the extra bits between 24 bits and 32 bits.

Proposal two: 

Vodafone clarified that the cipher key will be used for user plane security.

Nokia N, and ALU didn’t agree with proposal two. Guenther commented that this contribution was trying to re-inventing GBA for this special case. He didn’t understand the split of termination.

Vodafone proposed to note the document according to the discussions that are needed for the SID.

Decision: 

The document was noted.



S3-142537
[IoTSec] New Study on Security aspect of cellular systems for ultra low complexity and low throughput Internet of Things (Cellular IoT)





Source: Vodafone, China Mobile, ORANGE

Abstract: 

-

Discussion: 

Nokia Networks: how does this fit into GERAN's deadline?

Vodafone: we can give them recommendations after two meetings cycle, but we can still deliver a more detailed work later.

Nokia preferred to wait for feedback from GERAN before continuing work. They commented that there is no need to approve a SID to do some work without feedback from GERAN. An LS should be necessary.

CESG supported the SID and pointed out the necessity of working on this right now since Internet of Things is currently deployed in the market.

BT supported the SID as well, but didn’t agree with the indoor coverage as opposed to the power levels. This shouldn’t be included in the scope.

Ericsson commented that it's important to have clear objectives from now in a Study Item like this.

Deutsche Telekom commented that we need real requirements from SA1 to start the work, as it is done in 3GPP.

Vodafone commented that SA1 wanted to do stage one but there were some objections to it, so this work can be done here. Huawei agreed, SA1 is currently overloaded with work.

Deutsche Telekom commented that end to end security aspects should be addressed by SA1.

The Chairman commented that Guenther's proposal seemed to be the way forward, but gave in some time for offline work to agree on the SID.

Decision: 

The document was revised to S3-142600.



S3-142600
[IoTSec] New Study on Security aspect of cellular systems for ultra low complexity and low throughput Internet of Things (Cellular IoT)





Source: Vodafone, China Mobile, ORANGE

(Replaces S3-142537)

Discussion: 

Vodafone commented that some companies concerns could be addressed during the next meeting. Qualcomm supported this.

The living document will capture SA3's work on the issue.

It was agreed to postpone the document for next meeting.

Decision: 

The document was postponed.



S3-142562
LS on new work item on simple encryption procedure for IoT device security





Source: COM 17 – LS 152 – E

Discussion: 

Forwarded to SA3 by GERAN.

Decision: 

The document was noted.



6
Reports and Liaisons from other Groups

6.1
3GPP Working Groups

S3-142416
LS on Network Access Algorithm Support for the Embedded UICC





Source: ETSI TC SCP

Abstract: 

-

Decision: 

The document was replied to in S3-142560.



S3-142509
Reply LS to ETSI TC SCP





Source: ORANGE, Gemalto

Abstract: 

This contribution proposes a response to the LS from ETSI TC SCP on

Discussion: 

BT added that operators when using even MILENAGE would apply their own optimization that they would not like to share.

Hilario commented that the statements from ORANGE are correct. He agreed that there is no standardization for the algorithm. There is a potential problem with interoperability. An embedded UICC can have multiple profiles for multiple operators. If there is no minimum implementation for algorithm or customization of algorithms there is a risk of blocking operators from introducing their own algorithm. A minimum set of algorithms would be useful, like having MILENAGE or TUAK at least.

Stefan (Deutsche Telekom): the customization is still possible, although the LS says it is not possible. There should be a statement from SA3 to be open to have a second algorithm in the UICC to start. SA3 should recommend to have two algorithms onboard: TUAK and MILENAGE.

Aguibou (Vodafone): ETSI TCP will provide the framework to specify what should be configured. We don't need a statement for that. Vodafone wonders whether 3GPP is the place to decide about having MILENAGE and TUAK together since SCP provides with the platform. GSMA could be the place to recommend product requirements.

NTT-Docomo: we can provide with an informative statement which algorithms to use. GSMA standards are not so widely available as 3GPP standards. The two algorithms should be supported.

Ericsson commented that it wasn't advisable to redirect this to GSMA. ALU supported Ericsson, 3GPP has to specify, not GSMA.

Gemalto: it's application dependant to choose which algorithm to use.

The Chairman commented that there is no strong opposition to this response, just on the wording that should include a mandatory and a recommendation part. This was to be worked offline.

Decision: 

The document was revised to S3-142560.



S3-142560
Reply LS to ETSI TC SCP





Source: ORANGE, Gemalto

(Replaces S3-142509)

Decision: 

The document was approved.



S3-142555
LS on Network Access Algorithm Support for the Embedded UICC





Source: 3GPP2 TSG-SX

Abstract: 

-

Discussion: 

Guenther (Nokia Networks): in the AKA protocol we could select which algorithm to use.

Vodafone: we could just change the profiles without updating the AKA protocol.

Decision: 

The document was noted.



S3-142553
LS on UICC Access Optimization





Source: ETSI TC SCP

Abstract: 

-

Decision: 

The document was noted.



S3-142415
Reply LS from SA5 to SA on Maintenance of I-WLAN Solution





Source: S5-144380

Abstract: 

-

Decision: 

The document was noted.



S3-142444
LS on Discontinuance of I-WLAN requirements in TS 23.003





Source: C4-142137

Abstract: 

-

Decision: 

The document was noted.



S3-142417
LS on 3GPP work organization for Mission Critical Push to Talk





Source: SP-140640

Abstract: 

-

Decision: 

The document was noted.



S3-142420
Reply to LS from SA on 3GPP work organization for Mission Critical Push to Talk





Source: S5-145393

Abstract: 

-

Decision: 

The document was noted.



S3-142625
LS on UE-based procedure with USAT application pairing





Source: C6-140730

Discussion: 

Gemalto commented that they could provide with a corresponding CR addressing the CT6 request.

All companies interested can collaborate with Gemalto in the CR.

Decision: 

The document was postponed.



6.2
IETF

6.3
ETSI SAGE

6.4
GSMA

6.5
3GPP2

6.6
OMA

S3-142413
LS on TLS





Source: OMA COM

Abstract: 

-

Discussion: 

BT, NSN: please check the recently updated annex on TLS profile (several CRs were presented in SA3#76 about this)

Decision: 

The document was replied to in S3-142561.



S3-142561
Reply to: LS on TLS





Source: BT

Decision: 

The document was approved.



6.7
TCG

S3-142428
TCG progress report for TMS WG





n/a v..





Source: Interdigital

Abstract: 

This contribution provides a brief summary of the progress in TCG Trusted Mobility Solutions (TMS) WG

Discussion: 

Interdigital asked whether it was feasible to formalize a relationship between 3GPP and TCG.

The goal would be to exchange documents, attend their meetings representing 3GPP and so on. This was agreed and to be discussed offline with ETSI (possibility of having a MoU or approving at PCG level).

ACTION:
Formalize relationship between TCG and 3GPP

(action on: Interdigital, MCC / due by: 2015-02-05)

Decision: 

The document was noted.



6.8
oneM2M

6.9
TC-CYBER

S3-142405
LS on TC CYBER approved Work Items





Source: ETSI TC CYBER

Abstract: 

-

Discussion: 

The Chairman commented that he presented a few slides on SA3 work in the TC CYBER meeting, offering to work together. For example, SECAM and Privacy activities.

Guenther (Nokia Networks) commented that there might be overlap and duplication of work with SECAM related activities.

Decision: 

The document was noted.



6.10
Other Groups

S3-142406
LS/r on Functional Security Requirements and Architecture for Mobile Phone Anti-theft Measures





Source: COM 17  LS 124 E

Abstract: 

-

Discussion: 

Blackberry presented the LS. They were also members of the GSMA group and commented that no further work is necessary on requirements. The kill mechanism presents a high security risk since it allows a single message to erase all handsets in the World. They recommended to answer that no further work is not needed.

Colin (BT) supported Blackberry.

Decision: 

The document was replied to in S3-142563.



S3-142563
Reply to: LS/r on Functional Security Requirements and Architecture for Mobile Phone Anti-theft Measures





Source: Blackberry

Discussion: 

The Chairman commented that the LS seems to be coming from the GSMA and not from SA3. Besides, GSMA documents are not public available, so this is a concern.

 The LS was reworded with the help of BT.

Decision: 

The document was approved.



S3-142407
LS/r on progress of draft Recommendation ITU-T X.sbb, Security capability requirements for countering smartphone-based botnets





Source: COM 17  LS 134  E

Abstract: 

-

Decision: 

The document was noted.



S3-142408
LS on technologies involved in countering voice spam in telecommunication organizations





Source: COM 17  LS 147 E

Abstract: 

-

Decision: 

The document was replied to in S3-142564.



S3-142564
Reply to: LS on technologies involved in countering voice spam in telecommunication organizations





Source: Alcatel-Lucent, BT

Decision: 

The document was approved.



S3-142409
LS on Guideline for Countermeasures against short message service phishing incident





Source: COM 17  LS 148 E

Abstract: 

-

Decision: 

The document was noted.



S3-142410
LS on mobile network intrusion detection systems





Source: COM 17  LS 156  E

Abstract: 

-

Decision: 

The document was replied to in S3-142565.



S3-142565
Reply to: LS on mobile network intrusion detection systems





Source: BT

Decision: 

The document was approved.



S3-142411
LS on Security framework and requirements for open capabilities of telecommunication services





Source: COM 17 LS 158  E

Abstract: 

-

Decision: 

The document was noted.



S3-142626
LS on TLS and DTLS terminology





Source: COM 16 – LS 133 – E

Decision: 

The document was postponed.



7
Work Areas

7.1
IP Multimedia Subsystem (IMS) Security

S3-142481
Clarification of term authorization entity in TS 33.203





Source: Ericsson

Abstract: 

-

Decision: 

The document was withdrawn.



7.1.1
Media Plane Security

7.1.1.1
Study on Extended IMS media plane security features

7.1.1.2
Extended IMS media plane security features

7.1.2
 Security Aspects of Web Real Time Communication (WebRTC) Access to IMS

S3-142485
CR to TS 33.203: TLS details for WebRTC with IMS AKA





33.203
  CR-0228  (Rel-12) v12.7.0





Source: Gemalto

Abstract: 

CR to TS 33.203: TLS details for WebRTC with IMS AKA

Decision: 

The document was revised to S3-142596.



S3-142596
CR to TS 33.203: TLS details for WebRTC with IMS AKA





33.203
  CR-0228  rev 1 (Rel-12) v12.7.0





Source: Gemalto

(Replaces S3-142485)

Decision: 

The document was agreed.



S3-142484
CR to TS 33.203: Addition in Annex P of IMS AKA over TLS for WebRTC





33.203
  CR-0227  (Rel-12) v12.7.0





Source: Gemalto

Abstract: 

CR to TS 33.203: Addition in Annex P of IMS AKA over TLS for WebRTC

Decision: 

The document was agreed.



S3-142478
Restructuring of TS 33.203 to clarify how eP-CSCF obtains authorization information





33.203
  CR-0230  (Rel-12) v12.7.0





Source: Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-142597.



S3-142597
Restructuring of TS 33.203 to clarify how eP-CSCF obtains authorization information





33.203
  CR-0230  rev 1 (Rel-12) v12.7.0





Source: Ericsson

(Replaces S3-142478)

Decision: 

The document was agreed.



S3-142482
Clarification of term authorization entity in TS 33.203





33.203
  CR-0229  (Rel-12) v12.7.0





Source: Ericsson

Abstract: 

-

Decision: 

The document was agreed.



S3-142471
CR to TS 33.203 : Using OAuth2.0 Implicit grant to authenticate IMS subscriber





33.203
  CR-0226  (Rel-13) v12.7.0





Source: Alcatel-Lucent

Abstract: 

Using OAuth 2.0 Implicit grant based flow to authenticate the IMS subscriber

Discussion: 

It was commented that this is in fact a Rel-13 CR cat B.

Nokia Networks and Orange commented that this  is not covered in the WID for Rel-13 (adding a second solution).

The Chairman commented that it is always possible to introduce a revised WID or new WID to do this.

Decision: 

The document was noted.



S3-142502
Correction of reference





33.203
  CR-0231  (Rel-12) v12.7.0





Source: Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-142598.



S3-142598
Correction of reference





33.203
  CR-0231  rev 1 (Rel-12) v12.7.0





Source: Ericsson

(Replaces S3-142502)

Decision: 

The document was agreed.



S3-142480
Discussion of legal interception requirements for end-to-end WebRTC-IMS security





Source: Ericsson

Abstract: 

-

Discussion: 

Ericsson had the intention to send an LS to SA3-LI.

Orange queried what the content of the LS would be.

Ericsson commented that standard browsers are the ones currently used nowadays. 

The discussion paper would be attached into the LS.

Orange commented that they preferred not to have this in the TR until SA3-LI answers the LS. SA3 is not the right place to discuss this.

NTT-Docomo: the regions where LI is not a requirement this is a possible solution for WebRTC. ALU supported him.

Blackberry: LI is generally needed throughout the World.

Sprint: this is partially a legal issue, not technical with third parties. We don't control all devices, so we might not be able to use this.

Decision: 

The document was noted.



S3-142511
pCR to TR 33.cde: Incorporating OAuth 2.0 proof-of-possession security mechanism in IMS_WebRTC





TR 33.cde v..





Source: Alcatel-Lucent

Abstract: 

This paper proposes a pCR update to TR 33.cde with a solution incorporating OAuth 2.0 proof-of-possession security in IMS WebRTC.

Discussion: 

Huawei: this is based on drafts from IETF, work in progress. It may change.

Ericsson: this is in scope of Rel-12, it could go to the Rel-12 TR.The Chairman commented that we cannot add functionality in Rel-12 anymore. MCC clarified that Rel-12 is frozen for both TR and TS.

The document was noted.

Decision: 

The document was noted.



S3-142463
webRTC :Discussion of the TURN credential provision mechanism





Source: Huawei ,HiSilicon

Abstract: 

This contribution discusses the possible solutions for provisioning the TURN credential in WIC and TURN serve.

Decision: 

The document was noted.



S3-142464
WebRTC:Candidate solutions of TURN credential provisioning





Source: Huawei ,HiSilicon

Abstract: 

This contribution proposes the candidate solutions for the ICE/TURN credential provisioning.

Discussion: 

There is an overlap with 601(ALU), it was agreed to merge with ALU's contribution.

Solution one will merge both proposals. The merge will also address Nokia's comments.

Decision: 

The document was revised to S3-142601.



S3-142510
pCR to TR 33.cde: TURN authentication using OAuth authorization framework





TS 33.cde v..





Source: Alcatel-Lucent

Abstract: 

This paper proposes a pCR update to TR.cde with OAuth based authentication for TURN

Decision: 

The document was revised to S3-142601.



S3-142601
pCR to TR 33.cde: TURN authentication using OAuth authorization framework





TS 33.cde v..





Source: Alcatel-Lucent

(Replaces S3-142510)

Discussion: 

merge of 510 and 464

Decision: 

The document was approved.



S3-142599
LS on legal interception requirements for end-to-end WebRTC-IMS security





Source: Ericsson

Decision: 

The document was approved.



S3-142633
Draft TR WebRTC





Source: Rapporteur

Decision: 

The document was left for email approval and approved.



7.1.3
Other Common IMS Issues

S3-142503
Adding missing note numbering and editorial corrections





33.203
  CR-0232  (Rel-12) v12.7.0





Source: Ericsson

Abstract: 

-

Discussion: 

MCC clarified that this is an editorial CR and that the correction can be done as an MCC editorial correction (v x.y.1) of the specification after the SA plenary (or do it during the CR implementation).

Decision: 

The document was noted.



7.2
Network Domain Security

7.3
UTRAN Network Access Security

S3-142450
Setting AMF bits reserved for future standardization use to zero Rel-8





33.102
  CR-0267  rev 1 (Rel-8) v8.6.0





Source: Nokia Networks

Abstract: 

-

Discussion: 

CR from SA3#76 that had been  postponed to give more time to the companies to check the issue.

Decision: 

The document was agreed.



S3-142451
Setting AMF bits reserved for future standardization use to zero Rel-9





33.102
  CR-0269  (Rel-9) v9.5.0





Source: Nokia Networks

Abstract: 

-

Decision: 

The document was agreed.



S3-142452
Setting AMF bits reserved for future standardization use to zero Rel-10





33.102
  CR-0270  (Rel-10) v10.1.0





Source: Nokia Networks

Abstract: 

-

Decision: 

The document was agreed.



S3-142453
Setting AMF bits reserved for future standardization use to zero Rel-11





33.102
  CR-0271  (Rel-11) v11.6.0





Source: Nokia Networks

Abstract: 

-

Decision: 

The document was agreed.



S3-142454
Setting AMF bits reserved for future standardization use to zero Rel-12





33.102
  CR-0272  (Rel-12) v12.1.0





Source: Nokia Networks

Abstract: 

-

Decision: 

The document was agreed.



S3-142455
Introduction of NOTE on sequence number wrap around





33.102
  CR-0268  (Rel-12) v12.1.0





Source: Nokia Networks, Vodafone

Abstract: 

-

Decision: 

The document was revised to S3-142612.



S3-142612
Introduction of NOTE on sequence number wrap around





33.102
  CR-0268  rev 1 (Rel-12) v12.1.0





Source: Nokia Networks, Vodafone

(Replaces S3-142455)

Decision: 

The document was agreed.



7.4
GERAN Network Access Security

7.5
GAA

7.5.1
 Security enhancements for usage of GBA from the browser

7.5.2 
GBA extensions for re-use of SIP Digest credentials

7.5.3
 Other GAA Issues

7.6
Multimedia Broadcast/Multicast Service (MBMS)

7.7
SAE/LTE Security

7.7.1
TS 33.401 Issues

S3-142442
CR-Clarification on implementation requirement of EIA0 in RN





33.401
  CR-0541  (Rel-12) v12.12.0





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was agreed.



7.7.2
Small Cell Enhancement, i.e. Dual Connectivity for LTE

S3-142429
CR-Modifying undetermined reference clauses and Correcting the title heading of E.2





33.401
  CR-0540  (Rel-12) v12.12.0





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was agreed.



S3-142551
comments on S3-142429 (renaming SCC)





Source: NTT DOCOMO

Abstract: 

There is  a reference to SCC in S3-142429 (and the baseline document) that this commenting contribution fixes.

Decision: 

The document was withdrawn.



S3-142494
Correction to SCG counter handling





33.401
  CR-0544  (Rel-12) v12.12.0





Source: Samsung, Alcatel-Lucent

Abstract: 

-

Decision: 

The document was revised to S3-142613.



S3-142499
S-KeNB update in UE





33.401
  CR-0545  (Rel-12) v12.12.0





Source: Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-142613.



S3-142613
S-KeNB update in UE





33.401
  CR-0544  rev 1 (Rel-12) v12.12.0





Source: Samsung, Alcatel-Lucent,Ericsson

(Replaces S3-142499)

Discussion: 

merge of 499 and 494

Decision: 

The document was agreed.



S3-142457
Disc_ Key stream re-using caused by DRB type change





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was noted.



S3-142458
CR_Key stream re-using caused by DRB type change





33.401
  CR-0542  (Rel-12) v12.12.0





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

NEC agreed with ALU, it's an implementation problem. RAN2 has confirmed that they took care of this.

Nokia Networks agreed with NEC.

Decision: 

The document was revised to S3-142614.



S3-142614
CR_Key stream re-using caused by DRB type change





33.401
  CR-0542  rev 1 (Rel-12) v12.12.0





Source: Huawei, HiSilicon, Alcatel-Lucent

(Replaces S3-142458)

Decision: 

The document was agreed.



S3-142552
Comments on S3-142458





TS33.402 v..





Source: Alcatel-Lucent

Abstract: 

Suggests modification on S3-142458 to remove specific solution.

Discussion: 

It was agreed to incorporate ALU's comments in 458

Decision: 

The document was agreed.



S3-142459
CR-Clarification on radio link failure recovery





33.401
  CR-0543  (Rel-12) v12.12.0





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-142615.



S3-142615
CR-Clarification on radio link failure recovery





33.401
  CR-0543  rev 1 (Rel-12) v12.12.0





Source: Huawei, HiSilicon,Alcatel-Lucent

(Replaces S3-142459)

Discussion: 

Introducing ALU's comments

Decision: 

The document was agreed.



7.7.3
TS 33.402 Issues

S3-142456
Correction of WLCP security





33.402
  CR-0120  (Rel-12) v12.4.0





Source: Ericsson, Nokia Networks, Alcatel-Lucent, Qualcomm Incorporated

Abstract: 

-

Decision: 

The document was agreed.



S3-142465
Derivation of WLCP key in the UE





33.402
  CR-0121  (Rel-12) v12.4.0





Source: Ericsson

Abstract: 

-

Decision: 

The document was agreed.



S3-142476
WLCP Security EN discussion





TS 33.402 v..





Source: Alcatel-Lucent

Abstract: 

This paper analyses the first Editor Note in Clause 7.2.3.2 Security for WLAN Control Protocol.

Discussion: 

BT preferred to go for the second option. 

Huawei: we cannot go for the assumption of what the user can or cannot do.

Deustche Telekom: we cannot do anything to solve the Editor's note, it is implementation specific.

ORANGE: keep the note, remove the editor's note.

It was agreed to create a CR to address this issue (tdoc 620): remove editor's note and add a note.

Decision: 

The document was noted.



S3-142620
WLCP security first editor's note





33.402
  CR-0122  (Rel-12) v12.4.0





Source: Alcatel-Lucent

Decision: 

The document was agreed.



7.7.4
Other SAE/LTE Security Issues

S3-142475
Further discussion on security challenges for Isolated E-UTRAN Operation for Public Safety (IOPS)





Source: General Dynamics UK Ltd.

Abstract: 

A number of comments and questions were received when Isolated E-UTRAN Operation for Public Safety (IOPS) was introduced at SA3#76. The intention of this document is to address these comments.

Discussion: 

BT had problems with mentioning the softSIM, since it brings many security concerns. Gemalto and Hilario supported the concerns on the terminology for SoftSIM. 

Ericsson: The SIM application cannot be outside UICC, but AKA credentials can be. Gemalto: EAP-AKA actually.

Vodafone: it will be interesting to see how to distinguish a public safety and a normal SIM, deploying E-UTRAN in this use case and so on. It brings many questions.

General Dynamics commented that there will be probably a Study Item in SA2. He would like to know the expectations from SA3. The Chairman commented that to start work it would be necessary to have a Work Item.

General Dynamics commented that a proposal for a Study Item would be brought to SA3 for the next meeting, based on the assumption that SA2 will agree on the Study Item during this week.

Decision: 

The document was noted.



S3-142477
ProSe security and its applicability to Isolated E-UTRAN Operation for Public Safety (IOPS)





Source: General Dynamics UK Ltd.

Abstract: 

The contribution analyses the applicability of ProSe security in providing a basis for IOPS security.

Decision: 

The document was noted.



7.8
Security Aspects of Home (e)NodeB

7.8.1
TS 33.320 Issues

7.8.2
TR 33.820 Issues

7.9
Security Aspects of Public Warning System

7.10 
Firewall Traversal

7.10.1
Study on Firewall Traversal

7.10.2
Tunnelling of UE Services over Restrictive Access Networks

7.11
Security Aspects of Proximity-based Services

SA3 considered that all the ProSe exception were closed as follows:

‘The specification of the security procedures for the interfaces between the UE and network’ was closed by S3-142582 (CR 0020 to TS 33.303)

‘Full details of the delivery of the group keys for use at the bearer layer’ was closed by S3-142574 (CR 0019 to TS 33.303)

‘Security procedures for EPC WLAN Direct Discovery and Communication are missing’ was closed by S3-142616 (CR 0035 to TS 33.303)

S3-142427
Reply LS on ProSe Lawful Interception UICC based charging





Source: S5-145405

Abstract: 

-

Decision: 

The document was noted.



S3-142418
Discussion paper on PC3 security using HHTPDigestAKAv2 and TLS PSK





TS 33.303 v..





Source: Alcatel-Lucent

Abstract: 

Discusses a mechanism to secure the PC3 interface using ProSe Function to bootstrap the shared secret key on the UE and then use the key to trigger TLS-PSK between the UE and the ProSe Function.

Decision: 

The document was noted.



S3-142479
PRoSe: proposed CR for Securing PC3 using HTTPDigestAKAv2





33.303 v12.1.0





Source: Alcatel-Lucent

Abstract: 

To secure the PC3 interface, a security mechanism based on HTTPDigestAKAv2 and TLS-PSK is added to section 5.3.3.

Decision: 

The document was noted.



S3-142543
Comments on S3-142418: PC3 security using HTTPDigestAKAv2 and TLS-PSK





Source: Ericsson

Abstract: 

-

Decision: 

The document was noted.



S3-142546
Addition of Annex of collocated BSF- Prose Function





33.303 v12.1.0





Source: Ericsson

Abstract: 

-

Discussion: 

Added to 582

Decision: 

The document was revised to S3-142582.



S3-142556
ALU comments on S3-142546





TS 33.303 v..





Source: Alcatel-Lucent

Abstract: 

This paper discusses the co-located BSF solution proposed in S3-142546.

Decision: 

The document was noted.



S3-142423
PRoSe: High level security requirements for PC3, UE-KMS interfaces





33.303
  CR-0033  (Rel-12) v12.1.0





Source: Alcatel-Lucent

Abstract: 

Propose high level security requirements for PC3, and UE-KMS interfaces.

Decision: 

The document was noted.



S3-142421
Discussion on using certificate based TLS for ProSe one-to-many





Source: Qualcomm Incorporated

Abstract: 

-

Decision: 

The document was noted.



S3-142422
Security for UE to ProSe Function and UE to ProSe Key Management Function interface





33.303
  CR-0032  (Rel-12) v12.1.0





Source: Qualcomm Incorporated

Abstract: 

-

Discussion: 

ALU: SA2 hasn't defined the interfaces yet.

Ericsson: if it is security related, we can create the interfaces.

There is a new Ue-Key management function interface and it is not a PC3 interface; we have defined a new interface and we must inform SA2 that they have to include it in the architecture.

Vodafone didn't understand why this was a good solution for public safety (second paragraph in 6.2.3.5).

ALU commented that its deployment is out of scope of 3GPP.

Anand (Qualcomm) commented that public safety entities that don’t want to rely on operator's credentials, the UES will be more hardened than the commercial Ues. This should be part of the hardening of the features. It's standard TLS.

BT commented that the network operator will have no knowledge of the key, there has to be a provisioning interface standardised. Qualcomm commented that this for public safety applications, we cannot standardize the format cause the regions will specify their own requirements. 

The Chairman commented that this text had been agreed already when we opened the document.

Qualcomm commented that the regions can use other credentials different from the 3GPP operator credentials. CESG agreed with Qualcomm.

Gemalto didn’t see the benefit of having a TLS based certificate.

Anand(Qualcomm) commented that not all vendors will have the TLS based solution if we don't add this.

Ericsson commented that there is no harm here, it's just a possibility. Prose is the main use for the public safety community. 

ALU commented that the second paragraph is meaningless and has nothing to do with the CR in 582. There's no additional value.

Nokia commented that we could do the same way as 33.222, moving it to an informative Annex.

Huawei proposed to get rid of the paragraph.

Qualcomm commented that this text had been agreed on earlier this week and didn't understand the current objections raised at this point.

It was agreed to remove the second paragraph.

Decision: 

The document was noted.



S3-142539
[ProSe] Mandating GBA for securing PC3 interface and UE-KMS interface





33.303
  CR-0026  rev 2 (Rel-12) v12.1.0





Source: Vodafone, Gemalto, ORANGE

Abstract: 

-

Decision: 

The document was withdrawn.



S3-142545
Adding details of the PC3 message security





33.303
  CR-0020  rev 2 (Rel-12) v12.1.0





Source: Qualcomm Incorporated

Abstract: 

-

Decision: 

The document was revised to S3-142582.



S3-142434
CR-Configure IP address of ProSe Function in UE





33.303
  CR-0036  (Rel-12) v12.1.0





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

ALU: how to discover the IP address is part of SA2 scope. It is a new function.

Huawei: How do we address that the key manager may be inside the Prose function?

ALU: it doesn't matter where these functions are located.

There was no agreement with this CR.

Decision: 

The document was noted.



S3-142435
CR-Algorithms for ProSe communication





33.303
  CR-0037  (Rel-12) v12.1.0





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

ALU: the issue is correct but 491 addresses the same issue.

Taken together with 491.

Decision: 

The document was revised to S3-142618.



S3-142618
CR-Algorithms for ProSe communication





33.303
  CR-0037  rev 1 (Rel-12) v12.1.0





Source: Huawei, HiSilicon

(Replaces S3-142435)

Decision: 

The document was agreed.



S3-142439
CR-PGK Usage clarification





33.303
  CR-0039  (Rel-12) v12.1.0





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Qualcomm proposed not to go randomly, but Huawei answered that there would be no point of having multiple PGK with the same expiration time.

Huawei proposed to include a shall instead of a should in the precedent paragraph. This was accepted.

Decision: 

The document was revised to S3-142569.



S3-142569
CR-PGK Usage clarification





33.303
  CR-0039  rev 1 (Rel-12) v12.1.0





Source: Huawei, HiSilicon

(Replaces S3-142439)

Decision: 

The document was agreed.



S3-142441
CR-Add Missing Acronym





33.303
  CR-0040  (Rel-12) v12.1.0





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was agreed.



S3-142487
Including PTK ID into the encryption algorithm input





33.303
  CR-0041  (Rel-12) v12.1.0





Source: Qualcomm Incorporated

Abstract: 

-

Decision: 

The document was revised to S3-142570.



S3-142570
Including PTK ID into the encryption algorithm input





33.303
  CR-0041  rev 1 (Rel-12) v12.1.0





Source: Qualcomm Incorporated

(Replaces S3-142487)

Decision: 

The document was agreed.



S3-142488
Removing editors notes from one-to-many security requirements





33.303
  CR-0042  (Rel-12) v12.1.0





Source: Qualcomm Incorporated

Abstract: 

-

Decision: 

The document was revised to S3-142571.



S3-142571
Removing editors notes from one-to-many security requirements





33.303
  CR-0042  rev 1 (-) v12.1.0





Source: Qualcomm Incorporated

(Replaces S3-142488)

Decision: 

The document was agreed.



S3-142489
Alignment of Group Identity and Group Member Identity with RAN specifications





33.303
  CR-0043  (Rel-12) v12.1.0





Source: Qualcomm Incorporated

Abstract: 

-

Decision: 

The document was revised to S3-142572.



S3-142572
Alignment of Group Identity and Group Member Identity with RAN specifications





33.303
  CR-0043  rev 1 (Rel-12) v12.1.0





Source: Qualcomm Incorporated

(Replaces S3-142489)

Decision: 

The document was agreed.



S3-142491
Correction and Clarification on ProSe UE behaviour





33.303
  CR-0045  (Rel-12) v12.1.0





Source: Samsung

Abstract: 

-

Discussion: 

Samsung: we cannot mandate the support of other algorithms.

ALU and Ericsson supported this contribution as opposed to 435 since the UE does not need to support a full set of algorithms.

Huawei didn't support the last change of the CR (the UE stopping the communication).

China Mobile commented that the Huawei contribution sounds more like requirements. They found that having a common functionality among the Ues is better than just dropping the communication, so they preferred Huawei's proposal.

Nokia Networks didn’t support either of the contributions, BT supported Nokia.

435 and 491 needed offline discussions.

Decision: 

The document was revised to S3-142617.



S3-142617
Correction and Clarification on ProSe UE behaviour





33.303
  CR-0045  rev 1 (Rel-12) v12.1.0





Source: Samsung

(Replaces S3-142491)

Decision: 

The document was agreed.



S3-142526
Transferring security information in PDCP Header





Source: Samsung

Abstract: 

-

Decision: 

The document was noted.



S3-142492
Security information in PDCP Header





33.303
  CR-0046  (Rel-12) v12.1.0





Source: Samsung

Abstract: 

-

Discussion: 

Qualcomm commented that whether to include these bits or not is a RAN decision. We should have feedback from RAN before agreeing on this CR.

Huawei didn’t agree with the change (e.g. the counter may still be useful).

BT: no security issues, this is stage 3 work.

Samsung: operator policy is through the network, no security in the packet.

Vodafone supported Samsung, not necessarily related to stage 3.

It was decided to check offline with RAN. If there was no decision during the meeting time a LS would be sent to RAN. MCC commented that ProSe would have to be closed in December, so the CR could not be postponed.

It was proposed to add an editor's note.

The document was postponed for the next meeting, waiting for RAN2's response.

Decision: 

The document was postponed.



S3-142498
Algorithm distinguisher





33.303
  CR-0049  (Rel-12) v12.1.0





Source: Ericsson

Abstract: 

-

Decision: 

The document was agreed.



S3-142547
Adding the details of the PGK delivery





33.303
  CR-0019  rev 1 (Rel-12) v12.1.0





Source: Qualcomm Incorporated

Abstract: 

-

Discussion: 

Annex is wrongly informative. Revised to change this. Also the interface number to be checked with SA2.

Decision: 

The document was revised to S3-142574.



S3-142574
Adding the details of the PGK delivery





33.303
  CR-0019  rev 2 (Rel-12) v12.1.0





Source: Qualcomm Incorporated

(Replaces S3-142547)

Decision: 

The document was agreed.



S3-142548
Clarifying PTK handling for one-to-many communications





33.303
  CR-0023  rev 1 (Rel-12) v12.1.0





Source: Qualcomm Incorporated

Abstract: 

-

Decision: 

The document was revised to S3-142575.



S3-142575
Clarifying PTK handling for one-to-many communications





33.303
  CR-0023  rev 2 (Rel-12) v12.1.0





Source: Qualcomm Incorporated

(Replaces S3-142548)

Discussion: 

Mostly editorial changes.

Decision: 

The document was agreed.



S3-142436
CR-Clarification of service authorization in ProSe TS33.303





33.303
  CR-0038  (Rel-12) v12.1.0





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-142576.



S3-142576
CR-Clarification of service authorization in ProSe TS33.303





33.303
  CR-0038  rev 1 (Rel-12) v12.1.0





Source: Huawei, HiSilicon

(Replaces S3-142436)

Decision: 

The document was agreed.



S3-142490
Including the lengths of the UTC-Based counter and discovery message in the MIC calculation





33.303
  CR-0044  (Rel-12) v12.1.0





Source: Qualcomm Incorporated

Abstract: 

-

Decision: 

The document was withdrawn.



S3-142497
Calculation of the MIC value





33.303
  CR-0048  (Rel-12) v12.1.0





Source: Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-142577.



S3-142577
Calculation of the MIC value





33.303
  CR-0048  rev 1 (Rel-12) v12.1.0





Source: Ericsson

(Replaces S3-142497)

Decision: 

The document was agreed.



S3-142433
CR-Security for EPC supported WLAN direct discovery and communication





33.303
  CR-0035  (Rel-12) v12.1.0





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

This CR depends on discussions in CT1, so it was agreed to wait for them.

Nokia Networks pointed out that this CR was already presented in SA3 under another CR number, so it should have been brought as a revision.

The scope of the TS had to be modified. Nokia Networks proposed to add a note to point out the security issue of the WLAN discovery and communication.

Decision: 

The document was revised to S3-142616.



S3-142616
CR-Security for EPC supported WLAN direct discovery and communication





33.303
  CR-0035  rev 1 (Rel-12) v12.1.0





Source: Huawei, HiSilicon,Nokia Networks

(Replaces S3-142433)

Discussion: 

BT: we are not in control of any of that technology (on WLAN communication path to a level comparable…)

ALU supported this.

It was agreed to change the Should to a May.

Ericsson: this way we don't specify anything, then the security solution for the direct communication is not in our scope.

The document was agreed with this change.

Decision: 

The document was agreed.



S3-142414
Reply LS on assumptions for out of network coverage discovery





Source: S2-143795

Abstract: 

-

Decision: 

The document was noted.



S3-142544
[eProSe] pCR: Key Issue for ProSe Relays





Source: CESG

Abstract: 

-

Discussion: 

In CESG view, the requirement on security doesn't depend on the relay's location.

Decision: 

The document was revised to S3-142578.



S3-142578
[eProSe] pCR: Key Issue for ProSe Relays





Source: CESG

(Replaces S3-142544)

Decision: 

The document was approved.



S3-142507
ProSe: Key issue of UE-to-Network Relays





Source: NEC Corporation

Abstract: 

-

Discussion: 

ALU wanted to clarify the necessity of mutual authentication between the UE and relay by adding an editor's note.

This was taken offline.

Decision: 

The document was revised to S3-142579.



S3-142579
ProSe: Key issue of UE-to-Network Relays





Source: NEC Corporation

(Replaces S3-142507)

Decision: 

The document was approved.



S3-142440
Security for and UE-to-Network Relaying





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

It was agreed to send an LS for clarification to SA2 and add an editor's note.

Decision: 

The document was revised to S3-142580.



S3-142580
Security for and UE-to-Network Relaying





Source: Huawei, HiSilicon

(Replaces S3-142440)

Decision: 

The document was approved.



S3-142508
ProSe: Security solution for UE-to-Network Relay discovery





Source: NEC Corporation

Abstract: 

-

Decision: 

The document was approved.



S3-142550
[eProSe] pCR: Reinstate Key Issues on One-to-one communications





Source: CESG

Abstract: 

-

Decision: 

The document was approved.



S3-142542
[ProSe] pCR: Solution for ProSe one-to-one communications





Source: CESG

Abstract: 

-

Discussion: 

Orange had a problem with the editor's note and the IMS spec 33.303.

Changes should happen in media security.

CESG considered that there was good change of reusing existing standards.

It was agreed to remove the editor's note and paragraph underneath.

Decision: 

The document was revised to S3-142583.



S3-142583
[ProSe] pCR: Solution for ProSe one-to-one communications





Source: CESG

(Replaces S3-142542)

Decision: 

The document was approved.



S3-142438
Security for one-to-one communication





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-142584.



S3-142584
Security for one-to-one communication





Source: Huawei, HiSilicon

(Replaces S3-142438)

Discussion: 

SA3-LI is requested to look at this issue.

Decision: 

The document was approved.



S3-142419
PRoSe: proposed CR for Securing PC3 using HTTPDigestAKAv2





33.303
  CR-0034  (Rel-12) v..





Source: Alcatel-Lucent

Abstract: 

  To secure the PC3 interface, a security mechanism based on HTTPDigestAKAv2 and TLS-PSK is added to section 5.3.3.

Decision: 

The document was withdrawn.



S3-142493
Replay protection for One-to-many ProSe direct communication





33.303
  CR-0047  (-) v..





Source: Samsung

Abstract: 

-

Decision: 

The document was withdrawn.



S3-142541
[eProSe] pCR: Reinstate Key Issues on One-to-one communications





Source: CESG

Abstract: 

-

Decision: 

The document was withdrawn.



S3-142559
Comments on 2556





Source: Ericsson,Qualcomm, Nokia Networks

Discussion: 

ALU clarified that they assume Alt.1: self-contained dedicated security PC3 solution.

Qualcomm commented that this is applicable to ProSe UEs. 

Ericsson didn't understand the difference between both alternatives. Vodafone commented that Alt 1 is always under operator control. Qualcomm commented that it is operator's choice to decide whether to locate Proxy function outside the network. Then move to centralized BSF in the future or start with this directly.

Decision: 

The document was noted.



S3-142573
PC3 security using HTTPDigestAKAv2 and TLS-PSK





Source: Alcatel-Lucent, Ericsson, Qualcomm,Nokia Networks

Discussion: 

Nokia Networks sent their comments offline in a draft document that was distributed in the exploder. This was taken care of in the final version of the document.

Decision: 

The document was noted.



S3-142581
LS on clarification of UE to network relay node functionalities





Source: Huawei

Decision: 

The document was approved.



S3-142582
Adding details of the PC3 message security





33.303
  CR-0020  rev 3 (Rel-12) v12.1.0





Source: Qualcomm,Alcatel-Lucent,Nokia Networks,Ericsson,BT

(Replaces S3-142545)

Discussion: 

Vodafone submitted their comments on a document distributed in the email exploder.

BT commented that this is an opportunity to introduce GAA and GBA in the handsets, which is a chance we have lost in the past. Currently handsets applications don't support it.

Martin (AT&T): UE develop its code to support this; the fact that there are multiple networks it's transparent to the UE.

Orange commented that ProSe function supporting the NAF function is not clear.

Nokia: if BSF is a standalone entity the Prose function must support the end interface.

Orange wanted to have the informative Annex of deployment in the CR. BT supported it, Gemalto, Telecom Italia and Gemalto as well. BT clarified that the annex could be added later in the next meeting and that this should not be a blocking issue. Vodafone could also wait for the next meeting and the CR going ahead without it. Gemalto commented that this would mean that the Annex would be out of Rel-12. Orange agreed.

Qualcomm would like to have the annex as well.

Guenther (Nokia Networks) commented that an informative Annex causing the security solution to be out of Rel-12 would be irresponsible.

Telecom Italia: if the network function does not implement the NAF functionality, what happens?

ALU: The USS doesn't have to be checked in this situation.

If the BSF is part of the Prose function, the bootstrapping functionality would be part of the Prose Function.

Telecom Italia commented that this was not understandable from the current text, so this should be clarified as well.

Vodafone didn't accept ALU's comments. Gemalto commented that ALU's comments opened new discussions after the document had been close to be agreed, nearly consensus.

Nokia Networks commented that if this fails tomorrow supporting companies would have to bring the CR to the SA plenary and inform that the Prose solution will go to Rel-13.

The discussions required an evening session.

After this session an agreement was reached on the contents of the CR.

Decision: 

The document was agreed.



S3-142588
Ls on transferring Security information in the PDCP header





Source: Samsung

Decision: 

The document was approved.



S3-142619
Correction of missing figure





33.303
  CR-0050  rev F (Rel-12) v12.1.0





Source: CESG

Decision: 

The document was agreed.



S3-142621
LS to SA3 on RAN2 agreements for Dual Connectivity





Source: R2-145367

Discussion: 

It was commented that we have approved a CR about this, to remove editor's notes. SA3 may need a cR, either for this or the next meeting.

It was finally agreed to postpone the response and come back with a CR for the next meeting.

Decision: 

The document was postponed.



S3-142632
Draft TR 33.833





33.833 v..





Source: Rapporteur

Decision: 

The document was left for email approval and approved.



7.12
Security Aspects of Group Communication System Enablers for LTE

S3-142424
Formatting corrections to Annex N





33.246
  CR-0187  (Rel-13) v12.1.0





Source: Nokia Networks

Abstract: 

After implementing the GCSE CRs to Annex N, formatting errors were identified and are corrected by this CR.

Decision: 

The document was agreed.



S3-142470
Clarification to MB2-U solution





33.246
  CR-0188  (Rel-12) v12.1.0





Source: Nokia Networks

Abstract: 

-

Decision: 

The document was revised to S3-142594.



S3-142594
Clarification to MB2-U solution





33.246
  CR-0188  rev 1 (Rel-12) v12.1.0





Source: Nokia Networks

(Replaces S3-142470)

Decision: 

The document was agreed.



S3-142472
Way forward with WID GCSE





Source: Nokia Networks

Abstract: 

-

Decision: 

The document was noted.



7.13
Security Assurance Specification for 3GPP Network Products

S3-142449
Proposed handling of threats in TR 33.806





Source: Nokia Networks, Telecom Italia

Abstract: 

-

Discussion: 

It was agreed the handling of threats described in section 1.

Decision: 

The document was noted.



S3-142448
Proposed structure for threats in TR 33.806





Source: Nokia Networks, Telecom Italia

Abstract: 

-

Discussion: 

The updated threats template in section 2 was agreed.

Decision: 

The document was approved.



S3-142466
Moving existing threats to the Spoofing Identity threat category (in the new Annex A of TR 33.806, clause A.3)





TR 33.806 v..





Source: Telecom Italia

Abstract: 

The present contribution proposes the general approach to follow when moving the existing threats (in  restructured form, when needed) to the new Annex A and proposes a concrete example for the Spoofing Identity threat category with a pCR to TR 33.806, un

Decision: 

The document was revised to S3-142567.



S3-142567
Moving existing threats to the Spoofing Identity threat category (in the new Annex A of TR 33.806, clause A.3)





TR 33.806 v..





Source: Telecom Italia

(Replaces S3-142466)

Decision: 

The document was approved.



S3-142512
SCAS:adding a security threat and requirement on password management





Source: China Mobile

Abstract: 

-

Decision: 

The document was revised to S3-142585.



S3-142585
SCAS:adding a security threat and requirement on password management





Source: China Mobile

(Replaces S3-142512)

Decision: 

The document was approved.



S3-142467
Moving existing threats to the Repudiation threat category (in the new Annex A of TR 33.806, clause A.5)





TR 33.806 v..





Source: Telecom Italia

Abstract: 

The present contribution proposes the general approach to follow when moving the existing threats (in  restructured form, when needed) to the new Annex A and proposes a concrete example for the Repudiation threat category with a pCR to TR 33.806.
Decision: 

The document was revised to S3-142586.



S3-142586
Moving existing threats to the Repudiation threat category (in the new Annex A of TR 33.806, clause A.5)





TR 33.806 v..





Source: Telecom Italia

(Replaces S3-142467)

Decision: 

The document was approved.



S3-142468
Moving existing threats to the Information Disclosure threat category (in the new Annex A of TR 33.806, clause A.6)





Source: Telecom Italia

Abstract: 

The present contribution proposes the general approach to follow when moving the existing threats (in  restructured form, when needed) to the new Annex A and proposes a concrete example for the Information Disclosure threat category with a pCR to TR 33.80

Decision: 

The document was revised to S3-142587.



S3-142587
Moving existing threats to the Information Disclosure threat category (in the new Annex A of TR 33.806, clause A.6)





Source: Telecom Italia

(Replaces S3-142468)

Decision: 

The document was approved.



S3-142525
SCAS:security threat on MME traffic isolation





Source: China Mobile

Abstract: 

-

Decision: 

The document was revised to S3-142589.



S3-142589
SCAS:security threat on MME traffic isolation





Source: China Mobile

(Replaces S3-142525)

Decision: 

The document was approved.



S3-142446
Proposed handling of requirements in TR 33.806





Source: Nokia Networks, Deutsche Telekom, Telecom Italia

Abstract: 

-

Discussion: 

It was agreed the handling of requirements described in section one.

Decision: 

The document was noted.



S3-142445
Proposed structure for requirements in TR 33.806





Source: Nokia Networks, Deutsche Telekom, Telecom Italia

Abstract: 

-

Decision: 

The document was withdrawn.



S3-142558
Proposed structure for requirements in TR 33.806 - update of 2445 to align with 2557





Source: Nokia Networks, Deutsche Telekom, Telecom Italia

Abstract: 

-

Decision: 

The document was approved.



S3-142426
Comparison of DT security requirements with requirements in TR 33.806





TR 33.806 v..





Source: Deutsche Telekom AG

Abstract: 

This contribution compares DT security requirements with requirements in TR 33.806.

Decision: 

The document was withdrawn.



S3-142557
Comparison of DT security requirements with requirements in TR 33.806





Source: Deutsche Telekom AG

Abstract: 

Update of S3-142426

Decision: 

The document was noted.



S3-142425
DT Security Requirements as SCAS Annex





33.806 v..





Source: Deutsche Telekom AG

Abstract: 

This psCR proposes to include the DT security requirements into the MME SCAS TR 33.806 as an informative Annex for later reference.

Decision: 

The document was approved.



S3-142447
pCR to TR 33.806 on merging requirements on protecting data and information





Source: Nokia Networks

Abstract: 

-

Decision: 

The document was revised to S3-142590.



S3-142590
pCR to TR 33.806 on merging requirements on protecting data and information





Source: Nokia Networks

(Replaces S3-142447)

Decision: 

The document was approved.



S3-142443
pCR to TR 33.806 on merging requirements on protecting availability and integrity based on new structure





Source: Alcatel-Lucent

Abstract: 

-

Decision: 

The document was revised to S3-142591.



S3-142591
pCR to TR 33.806 on merging requirements on protecting availability and integrity based on new structure





Source: Alcatel-Lucent

(Replaces S3-142443)

Decision: 

The document was approved.



S3-142462
pCR SCAS requirement on traffic separation





Source: Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-142592.



S3-142592
pCR SCAS requirement on traffic separation





Source: Ericsson,China Mobile

(Replaces S3-142462)

Decision: 

The document was approved.



S3-142513
SCAS:security requirement on MME traffic isolation





Source: China Mobile

Abstract: 

-

Discussion: 

Merged with 462

Decision: 

The document was revised to S3-142592.



S3-142505
pCR SCAS requirement on packet filtering





Source: Ericsson

Abstract: 

-

Discussion: 

Nokia Networks: Requirement RX-4 is a bit too heavy for the vendors (overload situations)..

Huawei: The protocol headers should be more general.

There were other comments from NTT-Docomo and Huawei (remove outgoing from RX-3) that were considered in the revision with editor's notes.

Decision: 

The document was revised to S3-142593.



S3-142593
pCR SCAS requirement on packet filtering





Source: Ericsson

(Replaces S3-142505)

Decision: 

The document was approved.



S3-142460
pCR SCAS correction of test cases





Source: Ericsson

Abstract: 

-

Decision: 

The document was approved.



S3-142461
pCR SCAS correction of threat reference





Source: Ericsson

Abstract: 

-

Decision: 

The document was approved.



S3-142514
SCAS:security threat on MME traffic isolation





Source: China Mobile

Abstract: 

-

Decision: 

The document was withdrawn.



S3-142515
SCAS:security threat on MME traffic isolation





Source: China Mobile

Abstract: 

-

Decision: 

The document was withdrawn.



S3-142516
SCAS:security threat on MME traffic isolation





Source: China Mobile

Abstract: 

-

Decision: 

The document was withdrawn.



S3-142517
SCAS:security threat on MME traffic isolation





Source: China Mobile

Abstract: 

-

Decision: 

The document was withdrawn.



S3-142518
SCAS:security threat on MME traffic isolation





Source: China Mobile

Abstract: 

-

Decision: 

The document was withdrawn.



S3-142519
SCAS:security threat on MME traffic isolation





Source: China Mobile

Abstract: 

-

Decision: 

The document was withdrawn.



S3-142520
SCAS:security threat on MME traffic isolation





Source: China Mobile

Abstract: 

-

Decision: 

The document was withdrawn.



S3-142568
Discussion on highlighted editor's notes in 558





Source: Deutsche Telekom

Discussion: 

The proposals of this document were endorsed by the group.

Decision: 

The document was noted.



S3-142630
Draft TR 33.806





33.806 v..





Source: Rapporteur

Decision: 

The document was left for email approval and approved.



7.14
Specification of the TUAK Algorithm Set

S3-142532
[TUAK] Updating of STAS WID to add the evaluation reports





Source: Vodafone

Abstract: 

-

Decision: 

The document was revised to S3-142605.



S3-142605
[TUAK] Updating of STAS WID to add the evaluation reports





Source: Vodafone

(Replaces S3-142532)

Decision: 

The document was agreed.



S3-142529
[TUAK] Requesting the adoption of the design and evaluation report of Tuak





Source: Vodafone

Abstract: 

-

Decision: 

The document was revised to S3-142606.



S3-142606
[TUAK] Requesting the adoption of the design and evaluation report of Tuak





Source: Vodafone

(Replaces S3-142529)

Discussion: 

It will be presented as one step approval together with the revised WID

Decision: 

The document was agreed.



S3-142530
[TUAK] Requesting the adoption of the performance evaluation report of Tuak





Source: Vodafone

Abstract: 

-

Discussion: 

It will be presented as one step approval together with the revised WID.

Gemalto commented that TUAK performances may be more slowly than Milenage, it needs some additional software countermeasures.

MCC commented that the TR will have to be revised during the SA plenary since the link where the PDF documents have to be stored depend on the assigned TR number. The TR number will be assigned once the revised WID is approved.

Decision: 

The document was revised to S3-142608.



S3-142608
[TUAK] Requesting the adoption of the performance evaluation report of Tuak





Source: Vodafone

(Replaces S3-142530)

Decision: 

The document was agreed.



S3-142531
[TUAK] Requesting the adoption of the security assessment report of Tuak





Source: Vodafone

Abstract: 

-

Decision: 

The document was revised to S3-142610.



S3-142610
[TUAK] Requesting the adoption of the security assessment report of Tuak





Source: Vodafone

(Replaces S3-142531)

Decision: 

The document was agreed.



S3-142607
Cover sheet for design and evaluation report of Tuak





Source: Rapporteur

Decision: 

The document was approved.



S3-142609
Cover sheet  performance evaluation report of Tuak





Source: Rapporteur

Decision: 

The document was approved.



S3-142611
cover sheet  security assessment report of Tuak





Source: Rapporteur

Decision: 

The document was approved.



7.15
Security Aspects related to Machine-Type Communication

7.15.1
Architecture Enhancements for Service capability Exposure

S3-142432
Key issue of AESE





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

merged with 495

Decision: 

The document was revised to S3-142602.



S3-142495
Key issue in AESE





Source: Ericsson

Abstract: 

-

Discussion: 

Telecom Italia: figure in 5.1.2 is not the same as in SA2.

The Chairman commented that the scenarios are indeed in SA2, so maybe the companies can address this issue in the revision.

Decision: 

The document was revised to S3-142602.



S3-142602
Key issue in AESE





Source: Ericsson

(Replaces S3-142495)

Discussion: 

merge of 432 and 495.

Decision: 

The document was approved.



S3-142496
AESE security solution





Source: Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-142604.



S3-142604
AESE security solution





Source: Ericsson

(Replaces S3-142496)

Discussion: 

Correcting some editorial issues and adding China Mobile's comments.

Decision: 

The document was approved.



S3-142603
draft TR 33.889





Source: Rapporteur

Decision: 

The document was approved.



7.15.2
Monitoring Enhancements

7.15.3
Group based Enhancements

S3-142437
Delete Editor note in GROUPE





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was approved.



S3-142506
GROUPE: group message protection





Source: NEC Corporation

Abstract: 

-

Decision: 

The document was withdrawn.



7.16
Enhanced CS Fallback

S3-142521
Propose the forward way to e-CSFB





Source: China Unicom, Huawei, HiSilicon, ZTE Corporation, CATR

Abstract: 

-

Discussion: 

China Unicom  clarified that SA2 agrees on solution 5. Work will be done in January in SA2 and SA3 should finish it shortly after that.

The Chairman proposed that a choice should be made in SA2 and we respond and send the work in the form of LS. SA3 cannot work without input from SA2, an LS is needed or any company can bring contributions to the next SA3 meeting.

China Unicom pointed out that SA3 should evaluate solution 5 anyway.

The Chairman commented that no agreement can be done during this meeting in SA3. With some input SA3 can work on this during the next meeting.

NTT-Docomo commented that email discussions are always possible to gain time.

Decision: 

The document was noted.



7.17
Other areas

S3-142540
[MCPTT] Update of MCPTT WID





Source: CESG, Home Office

Abstract: 

-

Discussion: 

It was pointed out that SA2 is also modifying this WID, so a merge with their revised WID will be done in the next SA Plenary.

CESG volunteered for Rapporteurship.

The dates of completion were discussed, since stating December 2015 would imply that the work will be delayed from the beginning (Rel-13 is frozen in June 2015).

In the practice SA3 always follows the work in SA2, so our dates depend on their outcome.

Decision: 

The document was revised to S3-142595.



S3-142595
[MCPTT] Update of MCPTT WID





Source: CESG, Home Office

(Replaces S3-142540)

Decision: 

The document was agreed.



8
Studies

8.1 
Study on Security aspects of Integration of Single Sign-On (SSO) frameworks with 3GPP networks

S3-142486
PCR to 33.895: Section 7.4.Y





33.895 v..





Source: Interdigital

Abstract: 

This PCR adds Section 7.4.Y which proposes  functional architecture based on GAA for local user authentication described in detail in Section 7.4.3.

Decision: 

The document was left for email approval and approved.



S3-142500
3rd party Identity mapping





Source: Ericsson

Abstract: 

-

Decision: 

The document was left for email approval and approved.



S3-142501
Evaluation of solution for 3rd party identity mapping





Source: Ericsson

Abstract: 

-

Decision: 

The document was left for email approval and approved.



S3-142631
Draft TR 33.895





33.895 v..





Source: Rapporteur

Decision: 

The document was left for email approval and approved.



8.2 
Study Item on Security Assurance Methodology for 3GPP Network Elements

8.3 
Study on Subscriber Privacy Impact in 3GPP

S3-142474
pCR correction of privacy definitions





Source: Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-142622.



S3-142622
pCR correction of privacy definitions





Source: Ericsson

(Replaces S3-142474)

Decision: 

The document was approved.



S3-142473
Privacy, grouping of key issues





Source: Ericsson, Nokia Networks

Abstract: 

-

Discussion: 

Proposals 2 to 5 were endorsed by the group.

Decision: 

The document was noted.



S3-142504
Discussion of the focus of TR 33.849





Source: Nokia Networks, Ericsson

Abstract: 

This discussion paper would like to initiate a re-focusing of the TR to allow SA3 to come to tangible results within a reasonable time frame. (According to the WID, the study was due to be approved by SA in June 2014 for Rel-12).

Discussion: 

Discussed together with 527.

Decision: 

The document was noted.



S3-142527
Process for work continuation





Source: Nokia Networks

Abstract: 

The present contribution proposes the process how to finalize the TR in fast speed. Note, the TR Rel-12 was supposed to be approved at SA#65 plenary (June 2014). The idea is to transfer the TR relevant parts into an Annex that later becomes the final TR.

Decision: 

The document was revised to S3-142624.



S3-142624
Process for work continuation





Source: Nokia Networks

(Replaces S3-142527)

Decision: 

The document was approved.



S3-142469
SPI TR 33.849 Addition to Clause 8.2 Operator and Vendor Privacy Guidelines and analysis in an Annex





TR33.849 v..





Source: BT Group

Abstract: 

When support was canvassed for the original study on Subscriber Privacy Impact in 3GPPö Work Item, BT remained neutral during the discussion. BT considered that 3GPP SA3 had struck an appropriate balance in its specifications on the need to capture store a

Discussion: 

Nokia Networks: this is more GSMA focused, good for information but shouldn't be included in the TR. Alcatel Lucent supported this.

NTT-Docomo found some useful information for system design guidelines. BT and NTT-Docomo will come back in the next meeting with an updated proposal.

.

Decision: 

The document was noted.



S3-142523
Considerations on privacy related information category





Source: China Unicom, ZTE Corporation, CATR

Abstract: 

-

Discussion: 

Nokia Networks  and the Chairman commented that China Unicom can come back during the next meeting with a discussion paper having an example, this would help.

Ericsson commented that this overlaps with Nokia's contribution.

Decision: 

The document was noted.



S3-142524
Considerations on privacy requirements category





Source: China Unicom, ZTE Corporation, CATR

Abstract: 

-

Discussion: 

Ericsson commented that this also overlaps with Nokia's contribution.

Nokia Networks: a TR cannot have requirements. We can provide with guidelines instead.

Decision: 

The document was noted.



S3-142522
Considerations on privacy guideline design





Source: China Unicom, ZTE Corporation, CATR

Abstract: 

-

Discussion: 

Ericsson: the guidelines for the 3rd party services provider are out of scope.

BT: there are many services that we are considering out of scope. We should look forward ahead as this paper proposes, widen the scope. What if we virtualized the entire EPC? Many services wouldn't be considered.

Ericsson: we cannot provide with requirements to the operator, because they come from the regulator.

Decision: 

The document was noted.



S3-142634
Draft TR 33.849





33.849 v..





Source: Rapporteur

Decision: 

The document was left for email approval and approved..



8.4 
Study on IMS Enhanced Spoofed Call Prevention and Detection

S3-142528
Proposed FS_ESCAPADES skeleton





33.832 v..





Source: Rapporteur

Abstract: 

-

Discussion: 

Clause 4.2 is a review of what is already existing.

Nokia networks commented that there are no preventive requirements.

It was decided to revise to modify clause 7

Decision: 

The document was revised to S3-142627.



S3-142627
Proposed FS_ESCAPADES skeleton





33.832 v..





Source: Rapporteur

(Replaces S3-142528)

Decision: 

The document was revised to S3-142635.



S3-142635
Proposed FS_ESCAPADES skeleton





33.832 v..





Source: Rapporteur

(Replaces S3-142627)

Decision: 

The document was approved.



S3-142533
Proposed Introduction





33.8XX v..





Source: Sprint

Abstract: 

-

Decision: 

The document was revised to S3-142623.



S3-142623
Proposed Introduction





33.8XX v..





Source: Sprint

(Replaces S3-142533)

Discussion: 

Nokia Networks wanted to take out what is IMS specific and what is SIP specific (second paragraph). This may be more useful to be explained in the 3GPP clause.

Telia Sonera: this should be based on reality, the second paragraph gives to the reader the proper background.

A new reformulation will be given next meeting for this paragraph, to be removed in the revision.

Decision: 

The document was revised to S3-142628.



S3-142628
Proposed Introduction





33.8XX v..





Source: Sprint

(Replaces S3-142623)

Decision: 

The document was approved.



S3-142534
Proposed scope





33.8XX v..





Source: Sprint

Abstract: 

-

Discussion: 

Taken from the WID.

Nokia networks commented that the 3GPP technology specific aspects are not included in the table of contents. This will be modified in 627

Decision: 

The document was approved.



S3-142535
Proposed scope





33.8XX v..





Source: Sprint

Abstract: 

-

Decision: 

The document was withdrawn.



S3-142536
Proposed initial definitions





33.8XX v..





Source: Sprint

Abstract: 

-

Decision: 

The document was approved.



S3-142549
Proposed initial references





33.8XX v..





Source: Sprint

Abstract: 

-

Decision: 

The document was approved.



S3-142629
Spoofed call draft TR





33.832 v..





Source: Rapporteur

Decision: 

The document was left for email approval and approved.



8.5
Study on Security for Proximity-based Services

8.6
Other Study Areas

9
Review and Update of Work Plan 

S3-142404
SA3 Work Plan





Source: ETSI Secretariat

Abstract: 

-

Decision: 

The document was noted.



10
Future Meeting Dates and Venues

S3-142402
SA3 meeting calendar





Source: ETSI Secretariat

Abstract: 

-

Decision: 

The document was revised to S3-142636.



S3-142636
SA3 meeting calendar





Source: ETSI Secretariat

(Replaces S3-142402)

The dates for end of 2015 and 2016 were agreed:

9-13 Nov 2015 SA3#81 (USA, hosted by NAF)

15-19 February SA3#82

9-13 May SA3#83

25-29 July SA3#84

7-11 November SA3#85
Decision: 

The document was approved.



11
Any Other Business

Elections on the vice chairman took place during the week. The results were:

- First round:

Gemalto: 17 votes (25%)

Microsoft: 30 votes (44%)

ALU: 21 votes (31%)

Total number of votes: 68

Total number of companies eligible to vote: 78

A second round was needed since the necessary 71% was not reached.

-Second round:

Gemalto: 16 votes

Microsoft: 31 votes

ALU: 22 votes

Total number of votes: 69

Since the 71% was not reached, a third round was necessary. Gemalto (Mireille Pauliac) withdrew as she got the least number of votes. She thanked the companies who had voted for her.

Third round:

ALU: 26 votes (38,235%)

Microsoft: 38 votes (55.882%)

Abstentions: 4

Total of votes: 68 votes

The winner of the election was Mr. Dajiang Zhang (Microsoft). He thanked the companies who voted for him, he promised to do his best to assist SA3 and the Chairman.

Dates of email approval regular tdocs:

Start immediate

Review and Comments by 5th December

Revised: Monday 8th December

Editorial comments: Wednesday 10th

Final: 11th December

Approved: 12 December
Dates for TR SSO (implementing documents under email approval):

available Monday 15th December

Comments until 17th December
Final version available: 18th December

Approved: 19th December

Rest of TRs:

Implementation available: 24th November

Comments on implementation: 28th November

Final version: 1st December

Approved: 2nd December

Time of all deadlines: 16:00 CET

The Chairman thanked the delegates and MCC for the hard work and with this the meeting was closed.

Annex A: List of contribution documents

	Document
	Title
	Source
	Decision
	Replaces
	Replaced by

	S3-142400
	Agenda
	WG Chairman
	approved
	-
	-

	S3-142401
	Report from last SA meeting
	WG Chairman
	approved
	-
	-

	S3-142402
	SA3 meeting calendar
	ETSI Secretariat
	revised
	-
	S3-142636

	S3-142403
	Report from last SA3 meeting
	ETSI Secretariat
	withdrawn
	-
	-

	S3-142404
	SA3 Work Plan
	ETSI Secretariat
	noted
	-
	-

	S3-142405
	LS on TC CYBER approved Work Items
	ETSI TC CYBER
	noted
	-
	-

	S3-142406
	LS/r on Functional Security Requirements and Architecture for Mobile Phone Anti-theft Measures
	COM 17  LS 124 E
	replied to
	-
	-

	S3-142407
	LS/r on progress of draft Recommendation ITU-T X.sbb, Security capability requirements for countering Smartphone-based botnets
	COM 17  LS 134  E
	noted
	-
	-

	S3-142408
	LS on technologies involved in countering voice spam in telecommunication organizations
	COM 17  LS 147 E
	replied to
	-
	-

	S3-142409
	LS on Guideline for Countermeasures against short message service phishing incident
	COM 17  LS 148 E
	noted
	-
	-

	S3-142410
	LS on mobile network intrusion detection systems
	COM 17  LS 156  E
	replied to
	-
	-

	S3-142411
	LS on Security framework and requirements for open capabilities of telecommunication services
	COM 17 LS 158  E
	noted
	-
	-

	S3-142412
	LS on Security Framework for Cellular IoT
	GP-140717
	postponed
	-
	-

	S3-142413
	LS on TLS
	OMA COM
	replied to
	-
	-

	S3-142414
	Reply LS on assumptions for out of network coverage discovery
	S2-143795
	noted
	-
	-

	S3-142415
	Reply LS from SA5 to SA on Maintenance of I-WLAN Solution
	S5-144380
	noted
	-
	-

	S3-142416
	LS on Network Access Algorithm Support for the Embedded UICC
	ETSI TC SCP
	replied to
	-
	-

	S3-142417
	LS on 3GPP work organization for Mission Critical Push to Talk
	SP-140640
	noted
	-
	-

	S3-142418
	Discussion paper on PC3 security using HHTPDigestAKAv2 and TLS PSK
	Alcatel-Lucent
	noted
	-
	-

	S3-142419
	PRoSe: proposed CR for Securing PC3 using HTTPDigestAKAv2
	Alcatel-Lucent
	withdrawn
	-
	-

	S3-142420
	Reply to LS from SA on 3GPP work organization for Mission Critical Push to Talk
	S5-145393
	noted
	-
	-

	S3-142421
	Discussion on using certificate based TLS for ProSe one-to-many
	Qualcomm Incorporated
	noted
	-
	-

	S3-142422
	Security for UE to ProSe Function and UE to ProSe Key Management Function interface
	Qualcomm Incorporated
	noted
	-
	-

	S3-142423
	PRoSe: High level security requirements for PC3, UE-KMS interfaces
	Alcatel-Lucent
	noted
	-
	-

	S3-142424
	Formatting corrections to Annex N
	Nokia Networks
	agreed
	-
	-

	S3-142425
	DT Security Requirements as SCAS Annex
	Deutsche Telekom AG
	approved
	-
	-

	S3-142426
	Comparison of DT security requirements with requirements in TR 33.806
	Deutsche Telekom AG
	withdrawn
	-
	-

	S3-142427
	Reply LS on ProSe Lawful Interception UICC based charging
	S5-145405
	noted
	-
	-

	S3-142428
	TCG progress report for TMS WG
	Interdigital
	noted
	-
	-

	S3-142429
	CR-Modifying undetermined reference clauses and Correcting the title heading of E.2
	Huawei, HiSilicon
	agreed
	-
	-

	S3-142430
	PCR_ Security analysis on Gb interface and S1 interface for Cellular IoT
	Huawei, HiSilicon
	noted
	-
	-

	S3-142431
	LS_out_SA3 to GERAN2_Reply LS on Security Framework for Cellular IoT
	Huawei, HiSilicon
	noted
	-
	-

	S3-142432
	Key issue of AESE
	Huawei, HiSilicon
	revised
	-
	S3-142602

	S3-142433
	CR-Security for EPC supported WLAN direct discovery and communication
	Huawei, HiSilicon
	revised
	-
	S3-142616

	S3-142434
	CR-Configure IP address of ProSe Function in UE
	Huawei, HiSilicon
	noted
	-
	-

	S3-142435
	CR-Algorithms for ProSe communication
	Huawei, HiSilicon
	revised
	-
	S3-142618

	S3-142436
	CR-Clarification of service authorization in ProSe TS33.303
	Huawei, HiSilicon
	revised
	-
	S3-142576

	S3-142437
	Delete Editor note in GROUPE
	Huawei, HiSilicon
	approved
	-
	-

	S3-142438
	Security for one-to-one communication
	Huawei, HiSilicon
	revised
	-
	S3-142584

	S3-142439
	CR-PGK Usage clarification
	Huawei, HiSilicon
	revised
	-
	S3-142569

	S3-142440
	Security for and UE-to-Network Relaying
	Huawei, HiSilicon
	revised
	-
	S3-142580

	S3-142441
	CR-Add Missing Acronym
	Huawei, HiSilicon
	agreed
	-
	-

	S3-142442
	CR-Clarification on implementation requirement of EIA0 in RN
	Huawei, HiSilicon
	agreed
	-
	-

	S3-142443
	pCR to TR 33.806 on merging requirements on protecting availability and integrity based on new structure
	Alcatel-Lucent
	revised
	-
	S3-142591

	S3-142444
	LS on Discontinuance of I-WLAN requirements in TS 23.003
	C4-142137
	noted
	-
	-

	S3-142445
	Proposed structure for requirements in TR 33.806
	Nokia Networks, Deutsche Telekom, Telecom Italia
	withdrawn
	-
	-

	S3-142446
	Proposed handling of requirements in TR 33.806
	Nokia Networks, Deutsche Telekom, Telecom Italia
	noted
	-
	-

	S3-142447
	pCR to TR 33.806 on merging requirements on protecting data and information
	Nokia Networks
	revised
	-
	S3-142590

	S3-142448
	Proposed structure for threats in TR 33.806
	Nokia Networks, Telecom Italia
	approved
	-
	-

	S3-142449
	Proposed handling of threats in TR 33.806
	Nokia Networks, Telecom Italia
	noted
	-
	-

	S3-142450
	Setting AMF bits reserved for future standardization use to zero Rel-8
	Nokia Networks
	agreed
	-
	-

	S3-142451
	Setting AMF bits reserved for future standardization use to zero Rel-9
	Nokia Networks
	agreed
	-
	-

	S3-142452
	Setting AMF bits reserved for future standardization use to zero Rel-10
	Nokia Networks
	agreed
	-
	-

	S3-142453
	Setting AMF bits reserved for future standardization use to zero Rel-11
	Nokia Networks
	agreed
	-
	-

	S3-142454
	Setting AMF bits reserved for future standardization use to zero Rel-12
	Nokia Networks
	agreed
	-
	-

	S3-142455
	Introduction of NOTE on sequence number wrap around
	Nokia Networks, Vodafone
	revised
	-
	S3-142612

	S3-142456
	Correction of WLCP security
	Ericsson, Nokia Networks, Alcatel-Lucent, Qualcomm Incorporated
	agreed
	-
	-

	S3-142457
	Disc_ Key stream re-using caused by DRB type change
	Huawei, HiSilicon
	noted
	-
	-

	S3-142458
	CR_Key stream re-using caused by DRB type change
	Huawei, HiSilicon
	revised
	-
	S3-142614

	S3-142459
	CR-Clarification on radio link failure recovery
	Huawei, HiSilicon
	revised
	-
	S3-142615

	S3-142460
	pCR SCAS correction of test cases
	Ericsson
	approved
	-
	-

	S3-142461
	pCR SCAS correction of threat reference
	Ericsson
	approved
	-
	-

	S3-142462
	pCR SCAS requirement on traffic separation
	Ericsson
	revised
	-
	S3-142592

	S3-142463
	webRTC :Discussion of the TURN credential provision mechanism
	Huawei ,HiSilicon
	noted
	-
	-

	S3-142464
	WebRTC:Candidate solutions of TURN credential provisioning
	Huawei ,HiSilicon
	revised
	-
	S3-142601

	S3-142465
	Derivation of WLCP key in the UE
	Ericsson
	agreed
	-
	-

	S3-142466
	Moving existing threats to the Spoofing Identity threat category (in the new Annex A of TR 33.806, clause A.3)
	Telecom Italia
	revised
	-
	S3-142567

	S3-142467
	Moving existing threats to the Repudiation threat category (in the new Annex A of TR 33.806, clause A.5)
	Telecom Italia
	revised
	-
	S3-142586

	S3-142468
	Moving existing threats to the Information Disclosure threat category (in the new Annex A of TR 33.806, clause A.6)
	Telecom Italia
	revised
	-
	S3-142587

	S3-142469
	SPI TR 33.849 Addition to Clause 8.2 Operator and Vendor Privacy Guidelines and analysis in an Annex
	BT Group
	noted
	-
	-

	S3-142470
	Clarification to MB2-U solution
	Nokia Networks
	revised
	-
	S3-142594

	S3-142471
	CR to TS 33.203 : Using OAuth2.0 Implicit grant to authenticate IMS subscriber
	Alcatel-Lucent
	noted
	-
	-

	S3-142472
	Way forward with WID GCSE
	Nokia Networks
	noted
	-
	-

	S3-142473
	Privacy, grouping of key issues
	Ericsson, Nokia Networks
	noted
	-
	-

	S3-142474
	pCR correction of privacy definitions
	Ericsson
	revised
	-
	S3-142622

	S3-142475
	Further discussion on security challenges for Isolated E-UTRAN Operation for Public Safety (IOPS)
	General Dynamics UK Ltd.
	noted
	-
	-

	S3-142476
	WLCP Security EN discussion
	Alcatel-Lucent
	noted
	-
	-

	S3-142477
	ProSe security and its applicability to Isolated E-UTRAN Operation for Public Safety (IOPS)
	General Dynamics UK Ltd.
	noted
	-
	-

	S3-142478
	Restructuring of TS 33.203 to clarify how eP-CSCF obtains authorization information
	Ericsson
	revised
	-
	S3-142597

	S3-142479
	PRoSe: proposed CR for Securing PC3 using HTTPDigestAKAv2
	Alcatel-Lucent
	noted
	-
	-

	S3-142480
	Discussion of legal interception requirements for end-to-end WebRTC-IMS security
	Ericsson
	noted
	-
	-

	S3-142481
	Clarification of term authorization entity in TS 33.203
	Ericsson
	withdrawn
	-
	-

	S3-142482
	Clarification of term authorization entity in TS 33.203
	Ericsson
	agreed
	-
	-

	S3-142483
	Considerations on security enhancements for Cellular Internet of Things
	Nokia Networks
	revised
	-
	S3-142566

	S3-142484
	CR to TS 33.203: Addition in Annex P of IMS AKA over TLS for WebRTC
	Gemalto
	agreed
	-
	-

	S3-142485
	CR to TS 33.203: TLS details for WebRTC with IMS AKA
	Gemalto
	revised
	-
	S3-142596

	S3-142486
	PCR to 33.895: Section 7.4.Y
	Interdigital
	approved
	-
	-

	S3-142487
	Including PTK ID into the encryption algorithm input
	Qualcomm Incorporated
	revised
	-
	S3-142570

	S3-142488
	Removing editors notes from one-to-many security requirements
	Qualcomm Incorporated
	revised
	-
	S3-142571

	S3-142489
	Alignment of Group Identity and Group Member Identity with RAN specifications
	Qualcomm Incorporated
	revised
	-
	S3-142572

	S3-142490
	Including the lengths of the UTC-Based counter and discovery message in the MIC calculation
	Qualcomm Incorporated
	withdrawn
	-
	-

	S3-142491
	Correction and Clarification on ProSe UE behaviour
	Samsung
	revised
	-
	S3-142617

	S3-142492
	Security information in PDCP Header
	Samsung
	postponed
	-
	-

	S3-142493
	Replay protection for One-to-many ProSe direct communication
	Samsung
	withdrawn
	-
	-

	S3-142494
	Correction to SCG counter handling
	Samsung, Alcatel-Lucent
	revised
	-
	S3-142613

	S3-142495
	Key issue in AESE
	Ericsson
	revised
	-
	S3-142602

	S3-142496
	AESE security solution
	Ericsson
	revised
	-
	S3-142604

	S3-142497
	Calculation of the MIC value
	Ericsson
	revised
	-
	S3-142577

	S3-142498
	Algorithm distinguisher
	Ericsson
	agreed
	-
	-

	S3-142499
	S-KeNB update in UE
	Ericsson
	revised
	-
	S3-142613

	S3-142500
	3rd party Identity mapping
	Ericsson
	approved
	-
	-

	S3-142501
	Evaluation of solution for 3rd party identity mapping
	Ericsson
	approved
	-
	-

	S3-142502
	Correction of reference
	Ericsson
	revised
	-
	S3-142598

	S3-142503
	Adding missing note numbering and editorial corrections
	Ericsson
	noted
	-
	-

	S3-142504
	Discussion of the focus of TR 33.849
	Nokia Networks, Ericsson
	noted
	-
	-

	S3-142505
	pCR SCAS requirement on packet filtering
	Ericsson
	revised
	-
	S3-142593

	S3-142506
	GROUPE: group message protection
	NEC Corporation
	withdrawn
	-
	-

	S3-142507
	ProSe: Key issue of UE-to-Network Relays
	NEC Corporation
	revised
	-
	S3-142579

	S3-142508
	ProSe: Security solution for UE-to-Network Relay discovery
	NEC Corporation
	approved
	-
	-

	S3-142509
	Reply LS to ETSI TC SCP
	ORANGE, Gemalto
	revised
	-
	S3-142560

	S3-142510
	pCR to TR 33.cde: TURN authentication using OAuth authorization framework
	Alcatel-Lucent
	revised
	-
	S3-142601

	S3-142511
	pCR to TR 33.cde: Incorporating OAuth 2.0 proof-of-possession security mechanism in IMS_WebRTC
	Alcatel-Lucent
	noted
	-
	-

	S3-142512
	SCAS:adding a security threat and requirement on password management
	China Mobile
	revised
	-
	S3-142585

	S3-142513
	SCAS:security requirement on MME traffic isolation
	China Mobile
	revised
	-
	S3-142592

	S3-142514
	SCAS:security threat on MME traffic isolation
	China Mobile
	withdrawn
	-
	-

	S3-142515
	SCAS:security threat on MME traffic isolation
	China Mobile
	withdrawn
	-
	-

	S3-142516
	SCAS:security threat on MME traffic isolation
	China Mobile
	withdrawn
	-
	-

	S3-142517
	SCAS:security threat on MME traffic isolation
	China Mobile
	withdrawn
	-
	-

	S3-142518
	SCAS:security threat on MME traffic isolation
	China Mobile
	withdrawn
	-
	-

	S3-142519
	SCAS:security threat on MME traffic isolation
	China Mobile
	withdrawn
	-
	-

	S3-142520
	SCAS:security threat on MME traffic isolation
	China Mobile
	withdrawn
	-
	-

	S3-142521
	Propose the forward way to e-CSFB
	China Unicom, Huawei, HiSilicon, ZTE Corporation, CATR
	noted
	-
	-

	S3-142522
	Considerations on privacy guideline design
	China Unicom, ZTE Corporation, CATR
	noted
	-
	-

	S3-142523
	Considerations on privacy related information category
	China Unicom, ZTE Corporation, CATR
	noted
	-
	-

	S3-142524
	Considerations on privacy requirements category
	China Unicom, ZTE Corporation, CATR
	noted
	-
	-

	S3-142525
	SCAS:security threat on MME traffic isolation
	China Mobile
	revised
	-
	S3-142589

	S3-142526
	Transferring security information in PDCP Header
	Samsung
	noted
	-
	-

	S3-142527
	Process for work continuation
	Nokia Networks
	revised
	-
	S3-142624

	S3-142528
	Proposed FS_ESCAPADES skeleton
	Rapporteur
	revised
	-
	S3-142627

	S3-142529
	[TUAK] Requesting the adoption of the design and evaluation report of Tuak
	Vodafone
	revised
	-
	S3-142606

	S3-142530
	[TUAK] Requesting the adoption of the performance evaluation report of Tuak
	Vodafone
	revised
	-
	S3-142608

	S3-142531
	[TUAK] Requesting the adoption of the security assessment report of Tuak
	Vodafone
	revised
	-
	S3-142610

	S3-142532
	[TUAK] Updating of STAS WID to add the evaluation reports
	Vodafone
	revised
	-
	S3-142605

	S3-142533
	Proposed Introduction
	Sprint
	revised
	-
	S3-142623

	S3-142534
	Proposed scope
	Sprint
	approved
	-
	-

	S3-142535
	Proposed scope
	Sprint
	withdrawn
	-
	-

	S3-142536
	Proposed initial definitions
	Sprint
	approved
	-
	-

	S3-142537
	[IoTSec] New Study on Security aspect of cellular systems for ultra low complexity and low throughput Internet of Things (Cellular IoT)
	Vodafone, China Mobile, ORANGE
	revised
	-
	S3-142600

	S3-142538
	[IoTSec] Security considerations for Cellular IoT
	Vodafone
	noted
	-
	-

	S3-142539
	[ProSe] Mandating GBA for securing PC3 interface and UE-KMS interface
	Vodafone, Gemalto, ORANGE
	withdrawn
	-
	-

	S3-142540
	[MCPTT] Update of MCPTT WID
	CESG, Home Office
	revised
	-
	S3-142595

	S3-142541
	[eProSe] pCR: Reinstate Key Issues on One-to-one communications
	CESG
	withdrawn
	-
	-

	S3-142542
	[ProSe] pCR: Solution for ProSe one-to-one communications
	CESG
	revised
	-
	S3-142583

	S3-142543
	Comments on S3-142418: PC3 security using HTTPDigestAKAv2 and TLS-PSK
	Ericsson
	noted
	-
	-

	S3-142544
	[eProSe] pCR: Key Issue for ProSe Relays
	CESG
	revised
	-
	S3-142578

	S3-142545
	Adding details of the PC3 message security
	Qualcomm Incorporated
	revised
	-
	S3-142582

	S3-142546
	Addition of Annex of collocated BSF- Prose Function
	Ericsson
	revised
	-
	S3-142582

	S3-142547
	Adding the details of the PGK delivery
	Qualcomm Incorporated
	revised
	-
	S3-142574

	S3-142548
	Clarifying PTK handling for one-to-many communications
	Qualcomm Incorporated
	revised
	-
	S3-142575

	S3-142549
	Proposed initial references
	Sprint
	approved
	-
	-

	S3-142550
	[eProSe] pCR: Reinstate Key Issues on One-to-one communications
	CESG
	approved
	-
	-

	S3-142551
	comments on S3-142429 (renaming SCC)
	NTT DOCOMO
	withdrawn
	-
	-

	S3-142552
	Comments on S3-142458
	Alcatel-Lucent
	agreed
	-
	-

	S3-142553
	LS on UICC Access Optimization
	ETSI TC SCP
	noted
	-
	-

	S3-142554
	Report from last SA3 meeting
	ETSI Secretariat
	approved
	-
	-

	S3-142555
	LS on Network Access Algorithm Support for the Embedded UICC
	3GPP2 TSG-SX
	noted
	-
	-

	S3-142556
	ALU comments on S3-142546
	Alcatel-Lucent
	noted
	-
	-

	S3-142557
	Comparison of DT security requirements with requirements in TR 33.806
	Deutsche Telekom AG
	noted
	-
	-

	S3-142558
	Proposed structure for requirements in TR 33.806 - update of 2445 to align with 2557
	Nokia Networks, Deutsche Telekom, Telecom Italia
	approved
	-
	-

	S3-142559
	Comments on 2556
	Ericsson,Qualcomm, Nokia Networks
	noted
	-
	-

	S3-142560
	Reply LS to ETSI TC SCP
	ORANGE, Gemalto
	approved
	S3-142509
	-

	S3-142561
	Reply to: LS on TLS
	BT
	approved
	-
	-

	S3-142562
	LS on new work item on simple encryption procedure for IoT device security
	COM 17 – LS 152 – E
	noted
	-
	-

	S3-142563
	Reply to: LS/r on Functional Security Requirements and Architecture for Mobile Phone Anti-theft Measures
	Blackberry
	approved
	-
	-

	S3-142564
	Reply to: LS on technologies involved in countering voice spam in telecommunication organizations
	Alcatel-Lucent, BT
	approved
	-
	-

	S3-142565
	Reply to: LS on mobile network intrusion detection systems
	BT
	approved
	-
	-

	S3-142566
	Considerations on security enhancements for Cellular Internet of Things
	Nokia Networks
	agreed
	S3-142483
	-

	S3-142567
	Moving existing threats to the Spoofing Identity threat category (in the new Annex A of TR 33.806, clause A.3)
	Telecom Italia
	approved
	S3-142466
	-

	S3-142568
	Discussion on highlighted editor's notes in 558
	Deutsche Telekom
	noted
	-
	-

	S3-142569
	CR-PGK Usage clarification
	Huawei, HiSilicon
	agreed
	S3-142439
	-

	S3-142570
	Including PTK ID into the encryption algorithm input
	Qualcomm Incorporated
	agreed
	S3-142487
	-

	S3-142571
	Removing editors notes from one-to-many security requirements
	Qualcomm Incorporated
	agreed
	S3-142488
	-

	S3-142572
	Alignment of Group Identity and Group Member Identity with RAN specifications
	Qualcomm Incorporated
	agreed
	S3-142489
	-

	S3-142573
	PC3 security using HTTPDigestAKAv2 and TLS-PSK
	Alcatel-Lucent, Ericsson, Qualcomm,Nokia Networks
	noted
	-
	-

	S3-142574
	Adding the details of the PGK delivery
	Qualcomm Incorporated
	agreed
	S3-142547
	-

	S3-142575
	Clarifying PTK handling for one-to-many communications
	Qualcomm Incorporated
	agreed
	S3-142548
	-

	S3-142576
	CR-Clarification of service authorization in ProSe TS33.303
	Huawei, HiSilicon
	agreed
	S3-142436
	-

	S3-142577
	Calculation of the MIC value
	Ericsson
	agreed
	S3-142497
	-

	S3-142578
	[eProSe] pCR: Key Issue for ProSe Relays
	CESG
	approved
	S3-142544
	-

	S3-142579
	ProSe: Key issue of UE-to-Network Relays
	NEC Corporation
	approved
	S3-142507
	-

	S3-142580
	Security for and UE-to-Network Relaying
	Huawei, HiSilicon
	approved
	S3-142440
	-

	S3-142581
	LS on clarification of UE to network relay node functionalities
	Huawei
	approved
	-
	-

	S3-142582
	Adding details of the PC3 message security
	Qualcomm,Alcatel-Lucent,Nokia Networks,Ericsson,BT
	agreed
	S3-142545
	-

	S3-142583
	[ProSe] pCR: Solution for ProSe one-to-one communications
	CESG
	approved
	S3-142542
	-

	S3-142584
	Security for one-to-one communication
	Huawei, HiSilicon
	approved
	S3-142438
	-

	S3-142585
	SCAS:adding a security threat and requirement on password management
	China Mobile
	approved
	S3-142512
	-

	S3-142586
	Moving existing threats to the Repudiation threat category (in the new Annex A of TR 33.806, clause A.5)
	Telecom Italia
	approved
	S3-142467
	-

	S3-142587
	Moving existing threats to the Information Disclosure threat category (in the new Annex A of TR 33.806, clause A.6)
	Telecom Italia
	approved
	S3-142468
	-

	S3-142588
	Ls on transferring Security information in the PDCP header
	Samsung
	approved
	-
	-

	S3-142589
	SCAS:security threat on MME traffic isolation
	China Mobile
	approved
	S3-142525
	-

	S3-142590
	pCR to TR 33.806 on merging requirements on protecting data and information
	Nokia Networks
	approved
	S3-142447
	-

	S3-142591
	pCR to TR 33.806 on merging requirements on protecting availability and integrity based on new structure
	Alcatel-Lucent
	approved
	S3-142443
	-

	S3-142592
	pCR SCAS requirement on traffic separation
	Ericsson,China Mobile
	approved
	S3-142462
	-

	S3-142593
	pCR SCAS requirement on packet filtering
	Ericsson
	approved
	S3-142505
	-

	S3-142594
	Clarification to MB2-U solution
	Nokia Networks
	agreed
	S3-142470
	-

	S3-142595
	[MCPTT] Update of MCPTT WID
	CESG, Home Office
	agreed
	S3-142540
	-

	S3-142596
	CR to TS 33.203: TLS details for WebRTC with IMS AKA
	Gemalto
	agreed
	S3-142485
	-

	S3-142597
	Restructuring of TS 33.203 to clarify how eP-CSCF obtains authorization information
	Ericsson
	agreed
	S3-142478
	-

	S3-142598
	Correction of reference
	Ericsson
	agreed
	S3-142502
	-

	S3-142599
	LS on legal interception requirements for end-to-end WebRTC-IMS security
	Ericsson
	approved
	-
	-

	S3-142600
	[IoTSec] New Study on Security aspect of cellular systems for ultra low complexity and low throughput Internet of Things (Cellular IoT)
	Vodafone, China Mobile, ORANGE
	postponed
	S3-142537
	-

	S3-142601
	pCR to TR 33.cde: TURN authentication using OAuth authorization framework
	Alcatel-Lucent
	approved
	S3-142510
	-

	S3-142602
	Key issue in AESE
	Ericsson
	approved
	S3-142495
	-

	S3-142603
	draft TR 33.889
	Rapporteur
	approved
	-
	-

	S3-142604
	AESE security solution
	Ericsson
	approved
	S3-142496
	-

	S3-142605
	[TUAK] Updating of STAS WID to add the evaluation reports
	Vodafone
	agreed
	S3-142532
	-

	S3-142606
	[TUAK] Requesting the adoption of the design and evaluation report of Tuak
	Vodafone
	agreed
	S3-142529
	-

	S3-142607
	Cover sheet for design and evaluation report of Tuak
	Rapporteur
	approved
	-
	-

	S3-142608
	[TUAK] Requesting the adoption of the performance evaluation report of Tuak
	Vodafone
	agreed
	S3-142530
	-

	S3-142609
	Cover sheet  performance evaluation report of Tuak
	Rapporteur
	approved
	-
	-

	S3-142610
	[TUAK] Requesting the adoption of the security assessment report of Tuak
	Vodafone
	agreed
	S3-142531
	-

	S3-142611
	cover sheet  security assessment report of Tuak
	Rapporteur
	approved
	-
	-

	S3-142612
	Introduction of NOTE on sequence number wrap around
	Nokia Networks, Vodafone
	agreed
	S3-142455
	-

	S3-142613
	S-KeNB update in UE
	Samsung, Alcatel-Lucent,Ericsson
	agreed
	S3-142499
	-

	S3-142614
	CR_Key stream re-using caused by DRB type change
	Huawei, HiSilicon, Alcatel-Lucent
	agreed
	S3-142458
	-

	S3-142615
	CR-Clarification on radio link failure recovery
	Huawei, HiSilicon,Alcatel-Lucent
	agreed
	S3-142459
	-

	S3-142616
	CR-Security for EPC supported WLAN direct discovery and communication
	Huawei, HiSilicon,Nokia Networks
	agreed
	S3-142433
	-

	S3-142617
	Correction and Clarification on ProSe UE behaviour
	Samsung
	agreed
	S3-142491
	-

	S3-142618
	CR-Algorithms for ProSe communication
	Huawei, HiSilicon
	agreed
	S3-142435
	-

	S3-142619
	Correction of missing figure
	CESG
	agreed
	-
	-

	S3-142620
	WLCP security first editor's note
	Alcatel-Lucent
	agreed
	-
	-

	S3-142621
	LS to SA3 on RAN2 agreements for Dual Connectivity
	R2-145367
	postponed
	-
	-

	S3-142622
	pCR correction of privacy definitions
	Ericsson
	approved
	S3-142474
	-

	S3-142623
	Proposed Introduction
	Sprint
	revised
	S3-142533
	S3-142628

	S3-142624
	Process for work continuation
	Nokia Networks
	approved
	S3-142527
	-

	S3-142625
	LS on UE-based procedure with USAT application pairing
	C6-140730
	postponed
	-
	-

	S3-142626
	LS on TLS and DTLS terminology
	COM 16 – LS 133 – E
	postponed
	-
	-

	S3-142627
	Proposed FS_ESCAPADES skeleton
	Rapporteur
	revised
	S3-142528
	S3-142635

	S3-142628
	Proposed Introduction
	Sprint
	approved
	S3-142623
	-

	S3-142629
	Spoofed call draft TR
	Rapporteur
	approved
	-
	-

	S3-142630
	Draft TR 33.806
	Rapporteur
	approved
	-
	-

	S3-142631
	Draft TR 33.895
	Rapporteur
	approved
	-
	-

	S3-142632
	Draft TR 33.833
	Rapporteur
	approved
	-
	-

	S3-142633
	Draft TR WebRTC
	Rapporteur
	approved
	-
	-

	S3-142634
	Draft TR 33.849
	Rapporteur
	approved
	-
	-

	S3-142635
	Proposed FS_ESCAPADES skeleton
	Rapporteur
	approved
	S3-142627
	-

	S3-142636
	SA3 meeting calendar
	ETSI Secretariat
	approved
	S3-142402
	-


Annex B: List of change requests

	Document
	Title
	Source
	Spec
	CR
	Rev
	Rel
	Cat
	WI
	Decision

	S3-142481
	Clarification of term authorization entity in TS 33.203
	Ericsson
	-
	-
	-
	-
	-
	-
	withdrawn

	S3-142551
	comments on S3-142429 (renaming SCC)
	NTT DOCOMO
	-
	-
	-
	-
	-
	-
	withdrawn

	S3-142450
	Setting AMF bits reserved for future standardization use to zero Rel-8
	Nokia Networks
	33.102
	0267
	1
	Rel-8
	F
	SAES
	agreed

	S3-142455
	Introduction of NOTE on sequence number wrap around
	Nokia Networks, Vodafone
	33.102
	0268
	-
	Rel-12
	F
	TEI12
	revised

	S3-142612
	Introduction of NOTE on sequence number wrap around
	Nokia Networks, Vodafone
	33.102
	0268
	1
	Rel-12
	F
	TEI12
	agreed

	S3-142451
	Setting AMF bits reserved for future standardization use to zero Rel-9
	Nokia Networks
	33.102
	0269
	-
	Rel-9
	A
	SAES
	agreed

	S3-142452
	Setting AMF bits reserved for future standardization use to zero Rel-10
	Nokia Networks
	33.102
	0270
	-
	Rel-10
	A
	SAES
	agreed

	S3-142453
	Setting AMF bits reserved for future standardization use to zero Rel-11
	Nokia Networks
	33.102
	0271
	-
	Rel-11
	A
	SAES
	agreed

	S3-142454
	Setting AMF bits reserved for future standardization use to zero Rel-12
	Nokia Networks
	33.102
	0272
	-
	Rel-12
	A
	SAES
	agreed

	S3-142471
	CR to TS 33.203 : Using OAuth2.0 Implicit grant to authenticate IMS subscriber
	Alcatel-Lucent
	33.203
	0226
	-
	Rel-13
	B
	-
	noted

	S3-142484
	CR to TS 33.203: Addition in Annex P of IMS AKA over TLS for WebRTC
	Gemalto
	33.203
	0227
	-
	Rel-12
	F
	IMS_WebRTC
	agreed

	S3-142485
	CR to TS 33.203: TLS details for WebRTC with IMS AKA
	Gemalto
	33.203
	0228
	-
	Rel-12
	F
	IMS_WebRTC
	revised

	S3-142596
	CR to TS 33.203: TLS details for WebRTC with IMS AKA
	Gemalto
	33.203
	0228
	1
	Rel-12
	F
	IMS_WebRTC
	agreed

	S3-142482
	Clarification of term authorization entity in TS 33.203
	Ericsson
	33.203
	0229
	-
	Rel-12
	F
	IMS_WebRTC
	agreed

	S3-142478
	Restructuring of TS 33.203 to clarify how eP-CSCF obtains authorization information
	Ericsson
	33.203
	0230
	-
	Rel-12
	F
	IMS_WebRTC
	revised

	S3-142597
	Restructuring of TS 33.203 to clarify how eP-CSCF obtains authorization information
	Ericsson
	33.203
	0230
	1
	Rel-12
	F
	IMS_WebRTC
	agreed

	S3-142502
	Correction of reference
	Ericsson
	33.203
	0231
	-
	Rel-12
	F
	IMS_WebRTC
	revised

	S3-142598
	Correction of reference
	Ericsson
	33.203
	0231
	1
	Rel-12
	F
	IMS_WebRTC
	agreed

	S3-142503
	Adding missing note numbering and editorial corrections
	Ericsson
	33.203
	0232
	-
	Rel-12
	F
	TEI12
	noted

	S3-142424
	Formatting corrections to Annex N
	Nokia Networks
	33.246
	0187
	-
	Rel-13
	D
	GCSE_LTE
	agreed

	S3-142470
	Clarification to MB2-U solution
	Nokia Networks
	33.246
	0188
	-
	Rel-12
	F
	GCSE_LTE
	revised

	S3-142594
	Clarification to MB2-U solution
	Nokia Networks
	33.246
	0188
	1
	Rel-12
	F
	GCSE_LTE
	agreed

	S3-142479
	PRoSe: proposed CR for Securing PC3 using HTTPDigestAKAv2
	Alcatel-Lucent
	33.303
	-
	1
	Rel-12
	F
	PRoSe
	noted

	S3-142547
	Adding the details of the PGK delivery
	Qualcomm Incorporated
	33.303
	0019
	1
	Rel-12
	F
	ProSe
	revised

	S3-142574
	Adding the details of the PGK delivery
	Qualcomm Incorporated
	33.303
	0019
	2
	Rel-12
	F
	ProSe
	agreed

	S3-142545
	Adding details of the PC3 message security
	Qualcomm Incorporated
	33.303
	0020
	2
	Rel-12
	F
	Prose
	revised

	S3-142582
	Adding details of the PC3 message security
	Qualcomm,Alcatel-Lucent,Nokia Networks,Ericsson,BT
	33.303
	0020
	3
	Rel-12
	B
	ProSe
	agreed

	S3-142548
	Clarifying PTK handling for one-to-many communications
	Qualcomm Incorporated
	33.303
	0023
	1
	Rel-12
	F
	ProSe
	revised

	S3-142575
	Clarifying PTK handling for one-to-many communications
	Qualcomm Incorporated
	33.303
	0023
	2
	Rel-12
	F
	ProSe
	agreed

	S3-142539
	[ProSe] Mandating GBA for securing PC3 interface and UE-KMS interface
	Vodafone, Gemalto, ORANGE
	33.303
	0026
	2
	Rel-12
	F
	Prose
	withdrawn

	S3-142422
	Security for UE to ProSe Function and UE to ProSe Key Management Function interface
	Qualcomm Incorporated
	33.303
	0032
	-
	Rel-12
	F
	ProSe
	noted

	S3-142423
	PRoSe: High level security requirements for PC3, UE-KMS interfaces
	Alcatel-Lucent
	33.303
	0033
	-
	Rel-12
	B
	PRoSe
	noted

	S3-142419
	PRoSe: proposed CR for Securing PC3 using HTTPDigestAKAv2
	Alcatel-Lucent
	33.303
	0034
	-
	Rel-12
	-
	PRoSe
	withdrawn

	S3-142433
	CR-Security for EPC supported WLAN direct discovery and communication
	Huawei, HiSilicon
	33.303
	0035
	-
	Rel-12
	B
	ProSe
	revised

	S3-142616
	CR-Security for EPC supported WLAN direct discovery and communication
	Huawei, HiSilicon,Nokia Networks
	33.303
	0035
	1
	Rel-12
	B
	Prose
	agreed

	S3-142434
	CR-Configure IP address of ProSe Function in UE
	Huawei, HiSilicon
	33.303
	0036
	-
	Rel-12
	C
	-
	noted

	S3-142435
	CR-Algorithms for ProSe communication
	Huawei, HiSilicon
	33.303
	0037
	-
	Rel-12
	C
	-
	revised

	S3-142618
	CR-Algorithms for ProSe communication
	Huawei, HiSilicon
	33.303
	0037
	1
	Rel-12
	F
	-
	agreed

	S3-142436
	CR-Clarification of service authorization in ProSe TS33.303
	Huawei, HiSilicon
	33.303
	0038
	-
	Rel-12
	F
	-
	revised

	S3-142576
	CR-Clarification of service authorization in ProSe TS33.303
	Huawei, HiSilicon
	33.303
	0038
	1
	Rel-12
	F
	-
	agreed

	S3-142439
	CR-PGK Usage clarification
	Huawei, HiSilicon
	33.303
	0039
	-
	Rel-12
	F
	ProSe
	revised

	S3-142569
	CR-PGK Usage clarification
	Huawei, HiSilicon
	33.303
	0039
	1
	Rel-12
	F
	ProSe
	agreed

	S3-142441
	CR-Add Missing Acronym
	Huawei, HiSilicon
	33.303
	0040
	-
	Rel-12
	F
	ProSe
	agreed

	S3-142487
	Including PTK ID into the encryption algorithm input
	Qualcomm Incorporated
	33.303
	0041
	-
	Rel-12
	F
	ProSe
	revised

	S3-142570
	Including PTK ID into the encryption algorithm input
	Qualcomm Incorporated
	33.303
	0041
	1
	Rel-12
	F
	ProSe
	agreed

	S3-142488
	Removing editors notes from one-to-many security requirements
	Qualcomm Incorporated
	33.303
	0042
	-
	Rel-12
	F
	ProSe
	revised

	S3-142571
	Removing editors notes from one-to-many security requirements
	Qualcomm Incorporated
	33.303
	0042
	1
	-
	F
	ProSe
	agreed

	S3-142489
	Alignment of Group Identity and Group Member Identity with RAN specifications
	Qualcomm Incorporated
	33.303
	0043
	-
	Rel-12
	F
	ProSe
	revised

	S3-142572
	Alignment of Group Identity and Group Member Identity with RAN specifications
	Qualcomm Incorporated
	33.303
	0043
	1
	Rel-12
	F
	ProSe
	agreed

	S3-142490
	Including the lengths of the UTC-Based counter and discovery message in the MIC calculation
	Qualcomm Incorporated
	33.303
	0044
	-
	Rel-12
	F
	ProSe
	withdrawn

	S3-142491
	Correction and Clarification on ProSe UE behaviour
	Samsung
	33.303
	0045
	-
	Rel-12
	C
	ProSe
	revised

	S3-142617
	Correction and Clarification on ProSe UE behaviour
	Samsung
	33.303
	0045
	1
	Rel-12
	C
	ProSe
	agreed

	S3-142492
	Security information in PDCP Header
	Samsung
	33.303
	0046
	-
	Rel-12
	C
	ProSe
	postponed

	S3-142493
	Replay protection for One-to-many ProSe direct communication
	Samsung
	33.303
	0047
	-
	-
	-
	12.1.0
	withdrawn

	S3-142497
	Calculation of the MIC value
	Ericsson
	33.303
	0048
	-
	Rel-12
	F
	Prose
	revised

	S3-142577
	Calculation of the MIC value
	Ericsson
	33.303
	0048
	1
	Rel-12
	F
	Prose
	agreed

	S3-142498
	Algorithm distinguisher
	Ericsson
	33.303
	0049
	-
	Rel-12
	F
	Prose
	agreed

	S3-142619
	Correction of missing figure
	CESG
	33.303
	0050
	F
	Rel-12
	-
	ProSe
	agreed

	S3-142429
	CR-Modifying undetermined reference clauses and Correcting the title heading of E.2
	Huawei, HiSilicon
	33.401
	0540
	-
	Rel-12
	F
	LTE_SC_enh_L1
	agreed

	S3-142442
	CR-Clarification on implementation requirement of EIA0 in RN
	Huawei, HiSilicon
	33.401
	0541
	-
	Rel-12
	F
	TEI12, SAES
	agreed

	S3-142458
	CR_Key stream re-using caused by DRB type change
	Huawei, HiSilicon
	33.401
	0542
	-
	Rel-12
	F
	LTE_SC_enh_L1
	revised

	S3-142614
	CR_Key stream re-using caused by DRB type change
	Huawei, HiSilicon, Alcatel-Lucent
	33.401
	0542
	1
	Rel-12
	F
	LTE_SC_enh_L1
	agreed

	S3-142459
	CR-Clarification on radio link failure recovery
	Huawei, HiSilicon
	33.401
	0543
	-
	Rel-12
	F
	LTE_SC_enh_L1
	revised

	S3-142615
	CR-Clarification on radio link failure recovery
	Huawei, HiSilicon,Alcatel-Lucent
	33.401
	0543
	1
	Rel-12
	F
	LTE_SC_enh_L1
	agreed

	S3-142494
	Correction to SCG counter handling
	Samsung, Alcatel-Lucent
	33.401
	0544
	-
	Rel-12
	F
	LTE_SC_enh_dualC-Core
	revised

	S3-142613
	S-KeNB update in UE
	Samsung, Alcatel-Lucent,Ericsson
	33.401
	0544
	1
	Rel-12
	F
	LTE_SC_enh_dualC-Core
	agreed

	S3-142499
	S-KeNB update in UE
	Ericsson
	33.401
	0545
	-
	Rel-12
	F
	LTE_SC_enh_dualC-Core
	revised

	S3-142456
	Correction of WLCP security
	Ericsson, Nokia Networks, Alcatel-Lucent, Qualcomm Incorporated
	33.402
	0120
	-
	Rel-12
	F
	eSaMOG
	agreed

	S3-142465
	Derivation of WLCP key in the UE
	Ericsson
	33.402
	0121
	-
	Rel-12
	F
	eSaMOG
	agreed

	S3-142620
	WLCP security first editor's note
	Alcatel-Lucent
	33.402
	0122
	-
	Rel-12
	F
	eSAMOG
	agreed


Annex C: Lists of liaisons

C1: Incoming liaison statements

	Document
	Original
	Title
	From
	Decision
	Reply in

	S3-142405
	
	LS on TC CYBER approved Work Items
	ETSI TC CYBER
	noted
	

	S3-142406
	
	LS/r on Functional Security Requirements and Architecture for Mobile Phone Anti-theft Measures
	COM 17  LS 124 E
	replied to
	S3-142563

	S3-142407
	
	LS/r on progress of draft Recommendation ITU-T X.sbb, Security capability requirements for countering smartphone-based botnets
	COM 17  LS 134  E
	noted
	

	S3-142408
	
	LS on technologies involved in countering voice spam in telecommunication organizations
	COM 17  LS 147 E
	replied to
	S3-142564

	S3-142409
	
	LS on Guideline for Countermeasures against short message service phishing incident
	COM 17  LS 148 E
	noted
	

	S3-142410
	
	LS on mobile network intrusion detection systems
	COM 17  LS 156  E
	replied to
	S3-142565

	S3-142411
	
	LS on Security framework and requirements for open capabilities of telecommunication services
	COM 17 LS 158  E
	noted
	

	S3-142412
	
	LS on Security Framework for Cellular IoT
	GP-140717
	postponed
	

	S3-142413
	
	LS on TLS
	OMA COM
	replied to
	S3-142561

	S3-142414
	
	Reply LS on assumptions for out of network coverage discovery
	S2-143795
	noted
	

	S3-142415
	
	Reply LS from SA5 to SA on Maintenance of I-WLAN Solution
	S5-144380
	noted
	

	S3-142416
	
	LS on Network Access Algorithm Support for the Embedded UICC
	ETSI TC SCP
	replied to
	S3-142560

	S3-142417
	
	LS on 3GPP work organization for Mission Critical Push to Talk
	SP-140640
	noted
	

	S3-142420
	
	Reply to LS from SA on 3GPP work organization for Mission Critical Push to Talk
	S5-145393
	noted
	

	S3-142427
	
	Reply LS on ProSe Lawful Interception UICC based charging
	S5-145405
	noted
	

	S3-142444
	
	LS on Discontinuance of I-WLAN requirements in TS 23.003
	C4-142137
	noted
	

	S3-142553
	
	LS on UICC Access Optimization
	ETSI TC SCP
	noted
	

	S3-142555
	
	LS on Network Access Algorithm Support for the Embedded UICC
	3GPP2 TSG-SX
	noted
	

	S3-142562
	
	LS on new work item on simple encryption procedure for IoT device security
	COM 17 – LS 152 – E
	noted
	

	S3-142621
	
	LS to SA3 on RAN2 agreements for Dual Connectivity
	R2-145367
	postponed
	

	S3-142625
	
	LS on UE-based procedure with USAT application pairing
	C6-140730
	postponed
	

	S3-142626
	
	LS on TLS and DTLS terminology
	COM 16 – LS 133 – E
	postponed
	


C2: Outgoing liaison statements

	Document
	Title
	To
	Cc
	reply to i/c LS

	S3-142560
	Reply LS to ETSI TC SCP
	ETSI TC SCP
	3GPP CT6, 3GPP2 TSG-SX WG4, GSMA Security Working Group, GSMA SIM Group, ETSI SCP REQ, ETSI SCP TEC
	S3-142416

	S3-142561
	Reply to: LS on TLS
	OMA COM
	-
	S3-142413

	S3-142563
	Reply to: LS/r on Functional Security Requirements and Architecture for Mobile Phone Anti-theft Measures
	ITU-T SG17
	-
	S3-142406

	S3-142564
	Reply to: LS on technologies involved in countering voice spam in telecommunication organizations
	ITU-T SG17
	-
	S3-142408

	S3-142565
	Reply to: LS on mobile network intrusion detection systems
	ITU-T SG17
	-
	S3-142410

	S3-142581
	LS on clarification of UE to network relay node functionalities
	SA2
	-
	

	S3-142588
	Ls on transferring Security information in the PDCP header
	RAN2
	-
	

	S3-142599
	LS on legal interception requirements for end-to-end WebRTC-IMS security
	SA3-LI
	-
	


Annex D: List of agreed/approved new and revised Work Items

	Document
	Title
	Source
	new/revised

	S3-142595
	[MCPTT] Update of MCPTT WID
	CESG, Home Office
	revised WID

	S3-142605
	[TUAK] Updating of STAS WID to add the evaluation reports
	Vodafone
	revised WID


Annex E: List of participants

	Name
	Representing
	Status-Partner
	Ctry

	Adrangi, Farid (Mr.)
	Intel
	3GPPMEMBER (ATIS)
	FR

	Aldén, Magnus (Dr.)
	TeliaSonera AB
	3GPPMEMBER (ETSI)
	SE

	Alfano, Nicholas (Mr.)
	BlackBerry UK Limited
	3GPPMEMBER (ETSI)
	GB

	Al-kanani, Hassan (Dr.)
	NEC Corporation
	3GPPMEMBER (TTC)
	GB

	Barry, Aguibou (Mr.)
	Vodafone GmbH
	3GPPMEMBER (ETSI)
	DE

	Belghoul, Farouk (Dr.)
	Apple Europe Limited
	3GPPMEMBER (ETSI)
	UM

	Blanchard, Colin (Mr.)
	BT Group Plc
	3GPPMEMBER (ETSI)
	GB

	Bournelle, Julien (Dr.)
	Orange Romania
	3GPPMEMBER (ETSI)
	FR

	Brusilovsky, Alec (Mr.)
	INTERDIGITAL COMMUNICATIONS
	3GPPMEMBER (ETSI)
	US

	Bykampadi, Nagendra (Mr.)
	Alcatel-Lucent
	3GPPMEMBER (ATIS)
	IN

	Cailliere, David (Mr.)
	ORANGE
	3GPPMEMBER (ETSI)
	FR

	Calvez, Christophe (Mr.)
	Airbus Group SAS
	3GPPMEMBER (ETSI)
	FR

	Cano Soveri, Mirko (Mr.)
	ETSI
	3GPPORG_REP (ETSI)
	FR

	Cao, Gen (Mr.)
	China Unicom
	3GPPMEMBER (CCSA)
	 

	Cao, Yisheng (Mr.)
	China Mobile Com. Corporation
	3GPPMEMBER (CCSA)
	 

	Carpenter, Paul (Mr.)
	Research in Motion Japan Ltd.
	3GPPMEMBER (ARIB)
	GB

	Castagno, Mauro (Mr.)
	TELECOM ITALIA S.p.A.
	3GPPMEMBER (ETSI)
	IT

	Chen, Jing (Mr.)
	HuaWei Technologies Co., Ltd
	3GPPMEMBER (CCSA)
	 

	Chin, Chen-ho (Mr.)
	Intel China Ltd.
	3GPPMEMBER (CCSA)
	BE

	Dolly, Martin (Mr.)
	AT&T
	3GPPMEMBER (ATIS)
	US

	Escott, Adrian (Dr.)
	QUALCOMM CDMA Technologies
	3GPPMEMBER (ETSI)
	GB

	Frankel, Sheila (Mrs.)
	U.S. Department of Commerce
	3GPPMEMBER (ATIS)
	 

	Gamishev, Todor (Mr.)
	Orange Slovakia
	3GPPMEMBER (ETSI)
	FR

	Gupta, Vivek (Mr.)
	Intel Mobile Communications
	3GPPMEMBER (ETSI)
	FR

	Haigh, Peter (Mr.)
	CESG
	3GPPMEMBER (ETSI)
	GB

	Hickey, John (Mr.)
	Alcatel-Lucent Telecom Ltd
	3GPPMEMBER (ETSI)
	IE

	Horn, Guenther (Dr.)
	Nokia Networks Japan
	3GPPMEMBER (ARIB)
	DE

	Ianev, Iskren (Mr.)
	NEC Corporation
	3GPPMEMBER (ETSI)
	GB

	Jain, Puneet (Mr.)
	Intel K.K.
	3GPPMEMBER (ARIB)
	US

	Jerichow, Anja (Miss)
	Nokia Networks Oy
	3GPPMEMBER (ETSI)
	DE

	Kekki, Sami (Mr.)
	Nokia Corporation
	3GPPMEMBER (ETSI)
	US

	Kiss, Krisztian (Mr.)
	Apple Italia S.R.L.
	3GPPMEMBER (ETSI)
	US

	Kohalmi, Steve (Mr.)
	Juniper Networks
	3GPPMEMBER (ETSI)
	US

	Kumar, Lalith (Mr.)
	Samsung R&D Institute UK
	3GPPMEMBER (ETSI)
	 

	Kunz, Andreas (Dr.)
	NEC Corporation
	3GPPMEMBER (ARIB)
	DE

	Lehtovirta, Vesa (Mr.)
	Ericsson France S.A.S
	3GPPMEMBER (ETSI)
	FI

	Leung, Nikolai (Mr.)
	Qualcomm Incorporated
	3GPPMEMBER (ATIS)
	US

	Li, Zhiming (Mr.)
	HUAWEI Technologies Japan K.K.
	3GPPMEMBER (ARIB)
	CN

	Lu, Fei (Mr.)
	ZTE Corporation
	3GPPMEMBER (ETSI)
	CN

	Luft, Achim (Mr.)
	IPCom GmbH & Co.KG
	3GPPMEMBER (ETSI)
	DE

	Macchi, Ilario (Mr.)
	GIESECKE & DEVRIENT GmbH
	3GPPMEMBER (ETSI)
	IT

	Markman, Alexander (Mr.)
	Rogers Communications
	3GPPMEMBER (ETSI)
	CA

	Minokuchi, Atsushi (Mr.)
	DOCOMO Communications Lab.
	3GPPMEMBER (ETSI)
	JP

	Mizikovsky, Semyon (Mr.)
	Alcatel-Lucent Shanghai Bell
	3GPPMEMBER (CCSA)
	US

	Mouafik, Ali-Amine (Mr.)
	Orange Spain
	3GPPMEMBER (ETSI)
	FR

	Muhanna, Ahmad (Dr.)
	HUAWEI TECHNOLOGIES Co. Ltd.
	3GPPMEMBER (ETSI)
	 

	Nair, Suresh (Mr.)
	Alcatel-Lucent
	3GPPMEMBER (ETSI)
	US

	Nguyen, An (Mr.)
	Office of Emergency Com.
	3GPPMEMBER (ATIS)
	US

	Nishida, Katsutoshi (Mr.)
	NTT DOCOMO INC.
	3GPPMEMBER (TTC)
	JP

	Oprescu, Val (Mr.)
	Motorola Solutions Germany
	3GPPMEMBER (ETSI)
	US

	Palanigounder, Anand (Mr.)
	Qualcomm Korea
	3GPPMEMBER (TTA)
	US

	Pauliac, Mireille (Mrs.)
	Gemalto N.V.
	3GPPMEMBER (ETSI)
	FR

	Pfeffer, Katharina (Miss)
	Ericsson LM
	3GPPMEMBER (ETSI)
	SE

	Piggin, Paul (Dr.)
	General Dynamics UK Limited
	3GPPMEMBER (ETSI)
	GB

	Prasad, Anand (Dr.)
	NEC Corporation
	3GPPMEMBER (ETSI)
	JP

	Pudney, Chris (Mr.)
	VODAFONE España SA
	3GPPMEMBER (ETSI)
	GB

	Qi, Minpeng (Mr.)
	China Mobile Com. Corporation
	3GPPMEMBER (CCSA)
	CN

	Rajadurai, Rajavelsamy (Mr.)
	Samsung Telecommunications
	3GPPMEMBER (ATIS)
	IN

	Rust, Carsten (Mr.)
	Morpho Cards GmbH
	3GPPMEMBER (ETSI)
	DE

	Sarrigeorgidis, Konstantinos (Miss)
	Apple Computer Trading Co. Ltd
	3GPPMEMBER (CCSA)
	 

	Schroeder, Stefan (Mr.)
	Deutsche Telekom AG
	3GPPMEMBER (ETSI)
	DE

	Schumacher, Greg (Mr.)
	Sprint Corporation
	3GPPMEMBER (ATIS)
	US

	Shan, Changhong (Mr.)
	Intel Korea, Ltd.
	3GPPMEMBER (TTA)
	KR

	Stojanovski, Saso (Mr.)
	Intel Corporation (UK) Ltd
	3GPPMEMBER (ETSI)
	FR

	Subramanian, Ramachandran (Mr.)
	Qualcomm Incorporated
	3GPPMEMBER (ATIS)
	US

	Tabet, Tarik (Dr.)
	Apple Portugal
	3GPPMEMBER (ETSI)
	 

	Teppo, Patrik (Mr.)
	Ericsson GmbH, Eurolab
	3GPPMEMBER (ETSI)
	FI

	Vanderveen, Michaela (Dr.)
	Qualcomm Tech. Netherlands B.V
	3GPPMEMBER (ETSI)
	US

	Velev, Genadi (Mr.)
	NEC EUROPE LTD
	3GPPMEMBER (ETSI)
	DE

	Venkatachalam, Muthaiah (Mr.)
	Intel
	3GPPMEMBER (ATIS)
	US

	Vujcic, Dragan (Mr.)
	OBERTHUR TECHNOLOGIES
	3GPPMEMBER (ETSI)
	FR

	Whorlow, Colin (Mr.)
	HOME OFFICE
	3GPPMEMBER (ETSI)
	GB

	Williams, Scott (Mr.)
	OTD
	3GPPMEMBER (ETSI)
	US

	Wong, Marcus (Mr.)
	HuaWei Technologies Co., Ltd
	3GPPMEMBER (CCSA)
	US

	Xu, Yang (Mr.)
	China Unicom
	3GPPMEMBER (CCSA)
	 

	Yang, Hongmei (Mrs.)
	CATR
	3GPPWITHDRAW (ETSI)
	CN

	Yang, Xiangying (Dr.)
	Apple (UK) Limited
	3GPPMEMBER (ETSI)
	US

	Ying, Jiangwei (Mr.)
	HUAWEI TECHNOLOGIES Co. Ltd.
	3GPPMEMBER (ETSI)
	 

	Yocam, Eric (Dr.)
	T-Mobile USA Inc.
	3GPPMEMBER (ATIS)
	US

	Yokota, Daisuke (Mr.)
	SOFTBANK MOBILE Corp.
	3GPPMEMBER (ARIB)
	JP

	Zhang, Dajiang (Dr.)
	MICROSOFT EUROPE SARL
	3GPPMEMBER (ETSI)
	CN

	Zhang, Dawei (Dr.)
	Apple GmbH
	3GPPMEMBER (ETSI)
	US

	Zhang, Wanqiang (Mr.)
	HiSilicon Technologies Co. Ltd
	3GPPMEMBER (CCSA)
	 

	ZHANG, Xiaowei (Dr.)
	NEC Telecom MODUS Ltd.
	3GPPMEMBER (ETSI)
	JP

	Zhou, Xiaoyun (Mr.)
	ZTE Corporation
	3GPPMEMBER (ETSI)
	CN

	Zhu, Wenruo (Mrs.)
	HuaWei Technologies Co., Ltd
	3GPPMEMBER (CCSA)
	CN

	Zisimopoulos, Haris (Mr.)
	Qualcomm Europe Inc.(France)
	3GPPMEMBER (ETSI)
	 

	Zugenmaier, Alf (Dr.)
	NTT DOCOMO INC.
	3GPPMEMBER (ARIB)
	DE


Annex F: List of future meetings

	Title
	Start date
	End date (OP)
	Town
	Country
	Reference

	3GPPSA3#56-LI
	20/01/2015 09:00:00
	22/01/2015 17:30:00
	Sophia Antipolis
	FR
	S3-56

	3GPPSA3#78
	26/01/2015 09:00:00
	30/01/2015 17:30:00
	Sorrento
	IT
	S3-78

	3GPPSA3#79
	20/04/2015 09:00:00
	24/04/2015 17:30:00
	Nanjing
	CN
	S3-79

	3GPPSA3#57-LI
	28/04/2015 09:00:00
	30/04/2015 17:30:00
	US
	
	S3-57

	3GPPSA3#58-LI
	15/07/2015 09:00:00
	17/07/2015 17:30:00
	Singapore
	SG
	S3-58

	3GPPSA3#80
	24/08/2015 09:00:00
	28/08/2015 17:30:00
	Tallin
	ES
	S3-80

	3GPPSA3#59-LI
	27/10/2015 09:00:00
	29/10/2015 17:30:00
	US
	
	S3-59

	3GPPSA3#81
	09/11/2015 09:00:00
	13/11/2015 17:30:00
	US
	
	S3-81


