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Abstract of the contribution: Aligning SA3 TR 33.889 “Network based protection for cell broadcast” with SA2 TR 23.769 solution “Group based messaging using cell broadcast”
1. Introduction

SA2 is considering solution alternatives for group based messaging in TR 23.769 (v1.0.0).  TR 23.769 details the solutions for group based messaging using cell broadcast (cf, Section 5.1.3.1). Based on the work progress in the SA2, SA3 TR solution alternative “Solution 2: Network based protection for cell broadcast” (Section 4.1.4.2) is updated.
2. Discussion

Current SA2 TR 23.769 solution alternatives consider the following procedures/functionalities: 
(listed only the relevant procedures/functionalities to  SA3 TR solution alternative “Solution 2: Network based protection for cell broadcast” (Section 4.1.4.2) perspective):

· The Service Capability Server (SCS) / Application Server (AS) can create new groups with associated group members, and can remove existing groups (cf. 5.5.3.1, Group based addressing by SCS/AS and identifying group members within a PLMN).
· This solution uses maintenance of the group membership at the HSS, and so will be more applicable to groups that have a relatively static membership (to avoid heavy impact on the HSS) and require that the HSS and other core network nodes be aware of the group membership (cf. 5.5.3.1, Group based addressing by SCS/AS and identifying group members within a PLMN).
· SCEF may contain internal functionality related to a group of users, e.g., a Group Management Function (GMF). Through this internal function, the SCEF can maintain a local copy of the binding of the Internal-IDs (e.g. IMSI) and External-IDs (e.g..MSISDN) of group members with the group's Internal-Group-ID and External-Group-ID and other information needed for the delivery of group services (cf. 5.5.3.1, Group based addressing by SCS/AS and identifying group members within a PLMN).
· The SCEF is responsible for the selection of the delivery mode based on business agreements. The architecture in Figure 5.1.3.1.1-1 does not preclude the use of the MB2 interface or the SGi interface by the SCEF to support multiple delivery modes to members of a group that may have different capabilities. (cf. 5.1.3.1, Group based messaging using cell broadcast). 
Based on above SA2 considerations, the following is proposed for the solution alternative” Network based protection for cell broadcast” in SA3 TR 33.889:

· SCEF generates the group encryption key for a particular group (External-Group-ID) and updates the group security credentials (External- Group-ID, Group encryption key, public key to verify the authenticity of the group message and the key index) in the HSS.
· MME/SGSN fetches the group security credentials for distributions to specific group member. The distribution may be performed during UE attach procedure (using SMC) or using a dedicated NAS message exchange procedure (when triggered by SCEF). Further study is required for MBMS based delivery mode, whether BM-SC or MME/SGSN performs the group security credentials distribution to the UEs.
· SCEF protects the message content (encrypts the message content and also signs the message for the UE to verify the authenticity) and then send the protected message to the appropriate network entity for delivery. Further study is required for MBMS based delivery mode, whether BM-SC or SCEF protects the group message (whether to have single solution for any broadcast delivery mode?).
3. pCR
SA3 is kindly requested to agree on the below pCR for TR 33.889.

******************Start of Changes *********************

4.1.4.2
Solution 2: Network based protection for cell broadcast
Editor’s Note: Currently SA2 is considering MBMS based delivery mechanism for group messaging. If the SA2 decision is changed/modified to include cell broadcast based delivery mechanism, then this solution alternative can be considered.
SA2 is considering solution related to “Group based messaging using cell broadcast” (TR 23.769 [4]). In network based protection, SCEF generates the keys for group message protection and protects the group message. Figure 4.4.2-1 shows the message sequence and describes the mechanism for GERAN/UTRAN/E-UTRAN.
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Figure 4.4.2-1: Network based protection for cell broadcast

1) The Service Capability Server (SCS) / Application Server (AS) can create new groups with associated group members, and can remove existing groups [4]. The SCEF (Group Management Function (GMF))  generates the group encryption key for encrypting the group message. SCEF uses the PKI infrastructure for signing the group message and symmetric key (Gkey) is used for encryption/decryption of the group messages.

Editor's Note: Need to check with SA2 for the specific node in the 3GPP network responsible for group formation. Based on the SA2 decisions, other suitable network elements for group key generation and key management are FFS.

2)
 The SCEF updates the HSS with the public key and the encryption key for a particular group with the Group ID (Local Group ID/External Group ID). The HSS maintain/maps the group based feature subscription details along with the UE subscription data.

3) 
During individual authentication of the UE, the MME/SGSN fetches subscription data from the HSS. If the UE is subscribed for group based feature, then the subscription data contains the group based feature information (External- Group-ID, Group encryption key, public key to verify the authenticity of the group message and the key index). 

4) 
After successful authentication, the MME/SGSN passes the group security credentials (group encryption key, public key to verify the group message and the key index)to the UE. The MME/SGSN sends the group security credentials in the SMC procedure (step 4A) or using a dedicated NAS signalling message (step 4B).The group security credentials are protected using the security context available between the UE and MME, UE and SGSN, UE and RNC.

Editor's Note: Further study is required on whether the NAS message carrying the group key requires partial encryption for protecting the group keys. 
Editor's Note: Further study is required for MBMS based delivery mode, whether BM-SC or MME/SGSN performs the group security credentials distribution to the UEs.
5) 
When the SCS wants to send the group message, it provides the content to be broadcasted and additional information to SCEF.

6) 
The SCEF optionally sends Group Information Request (External Group ID) message, and HSS resolves the associated Local Group ID and sends Group Information Response (Local Group ID) to SCEF. HSS may send other group related information (group security credentials), if SCEF does not have it. The SCEF protects the group message using the group security credentials.


7) 
The SCEF sends the protected group messages to the selected CBC/BMSC/MTC-IWF (SCEF may be responsible for the selection of the delivery mode based on business agreements). The protected group message includes the key ID and also algorithm ID used for protection.

Editor's Note：Mechanisms for signature algorithm selection is FFS. 
Editor's Note: Further study is required for MBMS based delivery mode, whether BM-SC or SCEF protects the group message.
******************End of Changes *********************
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