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Abstract of the contribution: This contribution proposes solution for Discovery mechanism (public safety use).
1. Introduction
Rel-12 standardized security mechanism for discovery cannot be applied to Out-of-coverage discovery (as Rel-12 security mechanism, operates only in the coverage of network and the security validation is performed by the ProSe Function in the network). This contribution proposes a security solution for Public Safety (PS) Out-of-coverage and In-coverage Discovery mechanism using ProSe Direct Communication security credentials. 
2. pCR
8.x
Solutions for Direct Discovery
8.x.y
Solution #8.x.y: Direct Discovery (public safety use)
8.x.y.1
Security key for discovery message protection
The UE transmitting the discovery message for group member discovery is a member of one or more groups. ProSe Function provides the Public Safety ProSe-enabled UEs with the all the necessary keying material and chosen algorithms that are used to protect the data sent between the Public Safety ProSe-enabled UE(s). In Rel-12, the PGK is used for securing data packets for one-to-many communication. For Public Safety discovery (in and out of coverage), PGK is used for securing discovery message in addition to securing data packets for one-to-many communication. The security keys for securing discovery message and for securing data packets for group communication is derived as shown in Figure 8.x.y.1-1. For example, two Prose Traffic Keys, PTKi and PTKi+1 are derived from the PGK for securing discovery message and securing data packets of a group respectively, if simultaneously used. 

PTKi = KDF (PGK, PGK ID, PTK ID i, Group member identity of transmitter). 

The PTK is computed using the current value of the PTK ID. For example, PTKi is used to derive PIK (for integrity protection of PS discovery message), then PTKi+1 is used to derive PEK (for encrypting PS one-to-many communication). The chosen algorithm for message integrity check is provided by the ProSe Function along with chosen encryption algorithm. One PGK and two PTKs are active per group in the PS enabled UE. 
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Figure 8.x.y.1-1: Security key derivation for discovery message protection (Public safety use) 

Discovery message is protected in ProSe Protocol and group communication packets are protected in PDCP protocol. 
Editor's Note: Need to check with SA2/RAN2 for the specific protocols (how the discovery messages are sent) to apply security.
8.x.y.2
Discovery message protection mechanism
The discovery message protection mechanism is shown in Fig 8.x.y.2-1. The security key specific to member (detailed in the section 8.x.y.1), discovery information to be transmitted and time stamp (time counter) corresponding to discovery slot in which discovery information is transmitted are inputs to security algorithm to derive MIC. MIC, PGK ID, PTK ID and 4LSBS of time counter together with discovery information is transmitted by the transmitter. The Source UE ID and Group ID are also added in discovery message. They can be added in PS discovery information or added in lower protocol headers (e.g. MAC header). The receiving UE determine the security key used using PGK ID, PTK ID, source UE ID and Group ID received.  The receiving UE then verify MIC using the determined security key.
Editor's Note: Need to check with SA2/RAN2 for the specific fields in the PS discovery message, for inclusion of Source UE ID and Group ID in the discovery message.
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Figure 8.x.y.2-1: Discovery message protection (Public safety use)

Editor's Note: It needs to be determined, the applicability of this solution when a prose group (for communication) is not deployed.
3. Conclusion

SA3 is kindly requested to agree the pCR (section 2) for TR 33.833.
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