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1
3GPP Work Area

	X?
	Radio Access

	X
	Core Network

	
	Services


2
Classification of WI and linked work items
2.0
Primary classification
This work item is a …

	X
	Study Item (go to 2.1)

	
	Feature (go to 2.2)

	
	Building Block (go to 2.3)

	
	Work Task (go to 2.4)


2.1
Study Item

	Related Work Item(s) (if any]

	Unique ID
	Title
	Nature of relationship

	
	Study on Cellular system support for ultra Low Complexity and low throughput Internet of Things (FS_IoT_LC)
	Rel-13 GERAN draft TR 45.8xx


Go to §3.

2.2
Feature
	Related Study Item or Feature (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	


Go to §3.

2.3
Building Block

	Parent Feature (or Study Item)

	Unique ID
	Title
	TS

	
	
	


This work item is … 
	
	Stage 1 (go to 2.3.1)

	
	Stage 2 (go to 2.3.2)

	
	Stage 3 (go to 2.3.3)

	
	Test spec (go to 2.3.4)

	
	Other (go to 2.3.5)


2.3.1
Stage 1

	Source of external requirements (if any)

	Organization
	Document
	Remarks

	
	
	


Go to §3.

2.3.2
Stage 2
	Corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other source of stage 1 information

	TS or CR(s)
	Clause
	Remarks

	
	
	



If no identified source of stage 1 information, justify: 

Go to §3.

2.3.3
Stage 3
	Corresponding stage 2 work item (if any)

	Unique ID
	Title
	TS

	
	
	


	Else, corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other justification

	TS or CR(s) or external document
	Clause
	Remarks

	
	
	



If no identified source of stage 2 information, justify: 

Go to §3.

2.3.4
Test spec

	Related Work Item(s)

	Unique ID
	Title
	TS

	
	
	


Go to §3.

2.3.5
Other
	Related Work Item(s)

	Unique ID
	Title
	Nature of relationship
	TS / TR

	
	
	
	


Go to §3.

2.4
Work task
	Parent Building Block

	Unique ID
	Title
	TS

	
	
	


3
Justification

Machine to Machine (M2M) communication represents a significant growth opportunity for the 3GPP ecosystem. 

To support the so called ‘Internet of Things’ (IoT), 3GPP operators have to address usage scenarios with devices that are power efficient (with battery life of several years), can be reached in challenging coverage conditions e.g. indoor and basements and, more importantly, are cheap enough so that they can be deployed on a mass scale and even be disposable.
It is no surprise that the M2M business of 3GPP operators currently rely on the use of legacy GPRS (i.e. non-EGPRS) devices that provide the most cost effective devices. However, there are competing technologies for supporting M2M communication that claim to provide devices at a much lower cost than GSM with better coverage and power efficiency than the cheapest GSM devices. In that competition, legacy GPRS may also fall out unfavourably with respect to security, for M2M/IoT use cases that may require a higher security level than as from legacy GPRS."
In order to optimize the support of ‘Internet of Things’ in 3GPP cellular networks to compete with non-3GPP technologies  in the lower data rate end of the M2M market, it is necessary to study potential security requirements, potential security solutions and  make recommendations for a cellular system of ultra-low complexity and low throughput ”Internet of Things”.
4
Objective

The objective of this study is to define potential security requirements, potential security solutions and recommendations for a cellular system of ultra-low complexity and low throughput ”Internet of Things”.

SA3 should study the impact of relevant authentication and key agreement procedures which might be used within a cellular Internet of Things system. SA3 should then identify or design suitable security framework that would be adapted to Cellular IoT applications.
The following should be taken into account for the study:

1. Looking at potential enhancements to GPRS.
2. The potential solutions do not need to be compatible with legacy GPRS networks. 

3. The potential solutions should aim at removing the need for players in the IoT ecosystem to use additional application level security protocols.
4. The potential solutions should aim at minimising the energy consumption of devices to help meet the objective of a ten year battery life and take into consideration the very low data rate capability of the radio interface.
5
Service Aspects

none
6
MMI-Aspects

none
7
Charging Aspects

none
8
Security Aspects

This is a security study
9
Impacts

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	X
	
	X
	

	No
	
	
	X
	
	

	Don't know
	X
	
	
	
	X
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Expected Output and Time scale

	New specifications  [If Study Item, one TR is anticipated]

	Spec No.
	Title
	1st rsp. WG
	2nd rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary #
	Comments

	33.8ab
	Study on Security aspect of cellular systems with support for ultra low complexity and low throughput Internet of Things
	SA3
	
	SA#67 Mar 2015
	SA#68 Jun 2015
	

	
	
	
	
	
	
	


	Affected existing specifications  [None in the case of Study Items]

	Spec No.
	CR
	Subject of the CR
	Approved at plenary#
	Comments

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


11
Work item rapporteur(s)
SA3: Barry, Aguibou, VODAFONE Group Plc.
12
Work item leadership

SA3
13
Supporting Individual Members
	Supporting IM name

	Vodafone

	ORANGE

	BT

	CESG

	China Mobile

	China Unicom

	Huawei

	Hi Silicon

	Intel

	Juniper

	TeliaSonera


form change history:
2013-12-06 v1.14.1 modified §11 to read: <FamilyName>, <GivenName>, (If the person is new to 3GPP work, give full contact coordinates, in particular, email address.)
2013-10-03 v1.14.0 removal of embedded help text
v1.13.2: adds tdoc header
v1.13.1: minor changes resulting from discussions at CT#41 & SA#41

v1.13.0: mods to enforce linkage amongst stages 1, 2, 3

draft mods Scarrone-Meredith 2008-07 ff

v1.12.1: removes revision marks following approval at SP-29
v1.12.0: includes provision for Study Items (SP-29)

v1.11.0: includes those changes from v1.8.0 agreed at SP-25.


v1.10.0: full circle

v1.9.0: a clean sheet

v1.8.0: includes comments from SA#24 

v1.7.0: includes comments from RAN, CN and T #24; also includes “early implementation” data

v1.6.0: includes comments made during review period prior to TSGs#24

v1.5.0: includes comments made at TSGs#23 (Phoenix)

v1.4.0: offered to SA#23 for approval

v1.3.0: offered to CN#23, RAN#23 and T#23 for comments

DRAFT4 v1.3.0: 2004-03-09: Incorporation of comments from Leaders list

DRAFT3 v1.3.0: 2004-02-19: Incorporation of comments from MCC members

DRAFT2 v1.3.0: 2004-01-29: Complete redraft:

v1.2.0: 2002-07-04: "USIM" box changed to "UICC apps"

2003-05-28: spelling of “rapporteur” corrected
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