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Abstract of the contribution:
SA3 has made considerable progress with its work on SCAS, esp. with the requirements work. However, a lot remains to be done, including some work that is not necessarily a straightforward continuation of the current work, but needs some decisions on the structure and content of the TS(s) that are to emerge from the SCAS work. 
The present document attempts to collect issues that remain to be solved as part of the SCAS work item. We suggest discussing these issues in an offline session on SCAS and aim to reach a common understanding by the end of SA3#78. Discussion of the more complex issues that are best resolved in a f2f meeting should be given priority. 
The present document also includes comments made during SA3#78, shown as rev marks or Word comments. 
1 Overview
This list has not been prioritised. We do not claim it presents a complete list of open issues for SCAS.
In the following sections of the present document, we explain in more detail what these issues are about. 
· Organisation of SCAS work – intermediate conf calls, worksplit, timelines
· SCAS output TSs: 
· introduce TS 33.1xx “SECAM Catalogue of Security Requirements” (as envisaged in TR 33.916)
· relation of TS 33.116 “Security Assurance Specification for 3GPP network product classes” to TS 33.1xx “SECAM Catalogue” and to TR 33.806
· Finalisation of TR 33.806: 

· completion of Annex B on requirements

· list of open requirements, in particular:
· SFRs deriving from 3GPP specifications
· Privacy-related requirements
· Requirements on Basic Vulnerability Testing

· completion of Annex D on test cases

· completion of Annex A on threats

· more?

· Update TR 33.916 according to experience gained in SCAS work

· Considerations on Pilot / Dry-run (cf. TR 33.805)
2 Organisation of SCAS work 
SA3 has made considerable progress with its work on SCAS, esp. with the requirements work. However, a lot remains to be done. 
Furthermore, the world outside 3GPP is progressing as well. This is true, in particular, for the GSMA-FASG-SECAG subgroup (formerly GSMA-SG-NESAG), which has taken on a part of the SECAM work as defined in TR 33.916. So, there is a clear dependency between SECAG and SA3 work and a need for synchronisation. 
But other work on security assurance is progressing as well. If SECAM / SCAS is to have an impact on the outside world then first results should be presentable to the public in the not too distant future. E.g. it would be good if results could be presented to ETSI TC CYBER during 2015. 

This implies, in our view, that the speed of SCAS work should be increased.  We propose: 

· Having biweekly conf calls on SCAS
 
· Agreeing on a worksplit among interested companies in SA3 from one conf call to the next as we go along

· Discussing timelines at SA3#70 in April when we have a clearer view of what what results are available.

The proposals were endorsed by SA3#78. 

Comments: ERI: consider ad-hoc meeting. DT, Docomo: wait for progress through conf calls. Nokia: possible date is week after ETSI security week (Sophia Antipolis, 22-26 June). HW: you could also hold it during the SA3-SA6 joint meeting in Korea, 6-10 July. CMCC: what is difference to conf calls? Docomo: you can spend more time on one issue. 

3 SCAS output TSs
So far, only one TS has been determined to capture the output of SCAS work, namely TS 33.116 entitled “Security Assurance Specification for 3GPP network product classes”. There are two open issues associated with TS 33.116:

· Does TS 33.116 apply to the MME only, or is it supposed to contain future SCASs for other network product classes as well? 
· Almost all requirements currently contained in TR 33.806, Annex B, are not really specific to the MME (although the MME is mentioned here and there). They rather seem to be applicable to the S-GW, P-GW, SGSN, eNB, RNC, … as well, unchanged or with slight modifications. Surely, these requirements should not be repeated over and over again in separate SCASs for different network product classes. This would, among other problems, create a specification maintenance nightmare when the need for modifying a requirement is recognised, and it would then have to be changed in all those separate SCASs.
The second problem has already been recognised at the time of writing TR 33.916 where a “SECAM Catalogue of Security Requirements” is proposed to address this issue. Clause 5.2.3.3 “Handling of security requirements” reads: 
“A SECAM Catalogue of SRs is used as input for Security Requirements and test case definition task. The SECAM Catalogue of SRs has been introduced because it is likely that several network product classes will share very similar if not identical security requirements for some aspects. In order to maximize the reuse of already written requirements, it might be interesting in the normative phase to collect all security requirements written by SA3 into a single "catalogue" document. It would then be possible for the individual SCASs of different network product classes to refer to it directly. This approach matches the requirement that a SCAS will have to be developed in a modular fashion such that an individual module is generic enough to be applied to more than one network product class. This approach can help to prevent from writing the same security requirements from scratch several times in different network product class SCAS (see clause 4 of the present document).

It is important to underline that the SA3 catalogue shall be constructed from existing SCASs, and the intention is not to first create the catalogue and then write the first SCAS based on it. No requirements shall be included in the catalogue before it has been included in a SCAS. This prevents the catalogue from accumulating "good-to-have" requirements that are never used in real SCASs. Consequently, the way to build the proposed catalogue is an iterative process that counts the following steps:

1)
Start the normative phase for a specific Network Product Class (e.g. MME).

2)
Select from the identified sources (for example, CC2, NDPP, OSPP) the proper security requirements that meet the needs of the security objectives and adapt them to SECAM.

3)
Add this adapted requirements in the SECAM catalogue in order to reuse if possible during the normative phase of other Network Product Classes.

4)
Start the normative phase of another Network Product Class (e.g. eNB) and refer to the security requirements already available in the SECAM catalogue if possible otherwise select the new ones from the agreed sources (e.g. CC2, NDPP, OSPP) and update the Catalogue.”

This approach envisaged in TR 33.916 still seems very much applicable, except that we now have TR 33.806, whose Annex B could be considered as the source of requirements from which the SECAM catalogue could be constructed. 
This still leaves open the question whether TS 33.116 should contain the SECAM catalogue as well as all the SCASs for the individual network product classes, or whether they should all be contained in separated TSs. We suggest the latter approach as it seems much easier to maintain the documents in this way. I.e. we propose: 

· Having one TS 33.1xx “SECAM Catalogue of Security Requirements
” endorsed by SA3#78
· Having one TS each for an SCAS for an individual network product class Docomo: or bundle SCAS for similar nodes into one TS, decide when need arises.
· Having TS 33.116 as the SCAS for the MME network product class
 Docomo: and possibly bundle in SCASs for similar nodes.
Further open questions: 

· Add test cases to the requirements in the SECAM Catalogue
? endorsed by SA3#78
· We think this may be a good idea as, again, many test cases for a given requirement will be very similar for different network product classes. Adaptations to test cases specific to network product classes could then be added to the SCASs. 

· More…?
4 Finalisation of TR 33.806
4.1 Completion of Annex B on requirements

4.1.1 List of open requirements

A document identifying the requirements addressed so far by contributions to SA3#78 or earlier metings (green) and requirements not yet addressed (red) is embedded here [Please check for correctness!]. It should be regularly updated and used for identifying the next steps and agreeing on a worksplit.
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TI: As next steps we propose to adopt the following approach and steps order:

· 
Start from the requirements already addressed (green) and work to define the related test cases in order to understand if requirements are exhaustive or they need clarifications. TI contributions have been provided for the already defined requirements, showing that some requirements need to be rewritten.
· Start from the requirements not yet addressed (Red) and work to consolidate them by writing, at the same time, the related test cases. This will help to understand if a requirement has been well written and will avoid to return on it later.
Comments: Nokia, ALU, ERI: allow pCRs with only requirements. But addition of test cases is encouraged. 
4.1.2 SFRs deriving from 3GPP specifications
Comments: DT: good approach for positive (cat1) requirements. Have explicit test cases for negative (cat2 reqs) requirements.
This seems a tricky issue requiring more thought: 

TR 33.806, Annex B.3.2, is supposed to contain Security Functional Requirements deriving from 3GPP specifications. Annex B.3.2 refers back to clause 6.2 of TR 33.806, which contains a categorisation of SFRs deriving from 3GPP specifications into three categories, but no individual requirements. These three categories are: 

· “SFRs related to protocols and behaviour necessary for secure interoperability between nodes from different vendors that require a certain positive behaviour of a 3GPP function.”

· “SFRs related to protocols and behaviours necessary for secure interoperability between nodes from different vendors that require that a 3GPP function does not perform a certain action.”

· “SFRs not related to protocols and behaviour necessary for secure interoperability between nodes from different vendors, but rather deal with security features which shall be supported by the network products and consequently strictly related to their implementation.”

Let us discuss these categories starting from the third one: 

· The third category is basically related to platform security requirements. An MME does not seem to have any specific such requirements (apart from the ones pertaining to the OS and supposedly to be captured in the SECAM catalogue), but e.g. an eNB will probably have such requirements. Such requirements may be captured in an SCAS or in the SECAM catalogue, but as they do not seem to concern the MME, we may worry about them a little later
. 
· The second category captures negative requirements forbidding a certain behaviour. There are a few requirements of this category specific to the MME, e.g. “access to EPS with 2G credentials is forbidden –(be it in EPS Attach or in inter-RAT mobility)”. This type of requirements risks slipping through the usual interoperability tests. We therefore propose that they be explicitly captured in the SCAS of an individual network product class. 

· The category requiring more thought is the first one:
One could, of course, try to extract requirements from e.g. TS 33.401 and other stage-2 security specifications into an SCAS and then write test cases for them. But this raises several questions
: 

· The requirements often relate to security behaviour as part of a given procedure, e.g. an EPS Attach procedure. For testing, the whole procedure should be tested, including the security parts. 

· This makes it also difficult to extract the security requirements from the spec without describing the procedural context. 

· The testable security requirements may be scattered across several stage 2 and stage 3 specifications. E.g. one requirement could require: “NAS messages shall be integrity-protected.” But this is not true in full generality; as we know, there are exceptions described in TS 24.301, and these exceptions may depend on the state a protocol is in. 

· How can we be sure that the list of security requirements extracted from stage 2 or stage 3 3GPP specifications is complete? If not, do we create two classes of security requirements, the ‘important’ ones, which are worth to be extracted into an SCAS (with test cases), and the other ones, against which nobody will then probably ever run tests or even check for compliance. But the 3GPP specifications are valid as they are and need to be complied to; creating a second set of security specifications (the SFRs deriving from 3GPP specifications in the SCASs) strongly overlapping with the current ones could prove problematic. 

How could we then address the first category of SFRs deriving from 3GPP specifications in an SCAS? We start from the observation that, already today, every vendor provides compliance statements regarding 3GPP specifications, and documentation on protocol conformance testing / compatibility testing / interoperability testing  backing up the claims made on compliance.
NOTE: Test specifications for terminals are written by 3GPP RAN5, but no similar test specifications exist for network equipment. It may not be possible for several reasons for SA3 to produce such test specs for network equipment for security purposes, for one thing because the security procedures are inextricably tied to the general procedures and for another thing because of the sheer size of the task: e.g. one of many RAN5 specifications is TS 34.123-1 “Part 1: Protocol conformance specification”, which has around 8.000 pages. 

A possible approach could then be the following: 

· General requirements on what (security-related) compliance statements and (security-related) documentation on testing, backing up the claims made on compliance, should be produced and included in a general SECAM document (perhaps the above-mentioned SECAM catalogue or TR 33.916). An SCAS should then refer to these general requirements. 
· Furthermore, the SCAS should contain a list of 3GPP specifications, with which the given network product class needs to comply from a security point of view. It is ffs whether the SCAS should also contain a list of the procedures / subclauses in these specs relevant for the given network product class (e.g. the MME). When only listing relevant subclauses of a spec, and not individual security requirements, there is greatly reduced risk that some requirements are missed out or are taken out of context. E.g. many subclauses of TS 33.401 would be relevant to an MME, but e.g. clause 7.2.8.4.2 “X2-handover” would not. 
Assuming such a list is provided in an SCAS then the compliance statement would state yes/no for each entry in the list, and corresponding test documentation would have to be provided for the ‘yes’ entries (and probably a justification for the ‘no’ entries). 
Including such a list would imply that the SCAS needs to be updated each time a new or modified procedure or subclause is added to one of the relevant specs. At least for the subclause level this is probably not problematic as the subclauses that need to be complied with are assumed to rarely change. 

More discussion is certainly needed on the approach for handling SFRs of category 1. 
4.1.3 Privacy-related requirements 
TR 33.806 currently has Annex B.3.3.7, which reads: “B.3.3.7
Personal privacy related features and functions. Editor’s note: relates to clause 6.14, no equivalent in DT’s catalogue.” 
There is no further content in B.3.3.7. The Editor’s note points back to TR 33.806, 6.14, which is void of technical content, too. There are several other requirements in clause 6 of TR 33.806 that are somehow related to privacy. 

In a preliminary analysis of TR 33.806, we found, however, that none of these requirements are specific to privacy alone. They all seem to be more general requirements that could be usefully applied to protect privacy or personal data, but also to protecting other assets. In our opinion, this is not a shortcoming of the current version of TR 33.806, it is rather the right way of doing it as we try to explain in the following. 
We also reviewed TR 33.849 “Study on Subscriber Privacy Impact in 3GPP” and found several requirements that had a strong SCAS flavour. Certainly, overlap needs to be avoided.  
We propose the following approach to privacy-related requirements: 
Definitions of and requirements on privacy and personal data should be provided in a document specifically dedicated to privacy, be this a proprietary document, e.g. provided by an operator, or a 3GPP document, e.g. (a successor of) TR 33.849, or a regulatory document. The protection requirements regarding privacy and personal data in such a document specifically dedicated to privacy should be high-level. The privacy document could then point to an SCAS or the SECAM catalogue for the realisation of such protection requirements in 3GPP network product classes. No requirements specific to privacy alone would be contained in an SCAS or SECAM document. Consequently, TR 33.806, Annex B.3.3.7, should be deleted. 

Example: TR 33.849 has “5.3.2.3 Privacy Requirements: The personal data need to be stored securely to protect against unauthorized access and modification.” For the realisation of this protection requirement, TR 33.849 (or its successor) could then point to TR 33.806 Annex B.3.3.2 “Protecting data and information” (or its successor). There, the notion of “data with a need for protection” is introduced. It should be stated in TR 33.849 (or its successor) that personal data classifies as data with a need for protection in the sense of TR 33.806 Annex B.3.3.2 (or its successor).
Nokia Networks would be happy to provide a detailed document for the next SA3 meeting or an intermediate conf call. 

The proposals were endorsed by SA3#78.
4.1.4 Requirements on Basic Vulnerability Testing

Further study is needed on how to fill TR 33.806, B.5 “Basic Vulnerability Testing (BVT) requirements”. Perhaps it would be sufficient to just copy clause 9 of the main body of TR 33.806.
No comments at SA3#78.
4.2 Completion of Annex D on test cases

Start from TI’s examples, more tba

No comments at SA3#78.
4.3 Completion of Annex A on threats

Start from TI’s examples, more tba

No comments at SA3#78.
5 Update TR 33.916 according to experience gained in SCAS work 
TR 33.916 is the document that is supposed to capture the security assurance methodology SECAM applied by 3GPP and GSMA. In the process of working on SECAM, 3GPP and GSMA have gained experience in applying the methodology. We suggest that TR 33.916 is reviewed again in the light of this experience before TR 33.916 is sent to SA for approval. This review should, in particular, check whether all provisions in TR 33.916 have proven practical and adequate. We do not have any particular examples in mind, but think that such a review would be prudent, given the facts that quite some time has passed since TR 33.916 was finalised and no continuous update process has taken place.  

Proposal: Review TR 33.916 in the light of the experience gained during SECAM work in 3GPP and GSMA before sending TR 33.916 to SA for approval. Set up a review team.

The proposals were endorsed by SA3#78.
6 Considerations on Pilot / Dry-run (cf. TR 33.805) 
TR 33.805, clause 8.2, contains the idea of having a dry-run on a pilot SCAS before approving a normative SCAS specification.  Although corresponding provisions cannot be found in TR 33.916, and TR 33.805 is in no way binding, it may still be useful for SA3 to consider this idea. It is our understanding that also GSMA SECAG has a dry-run on its agenda. 
It is ffs how this dry-run should be performed. SA3 and SECAG do not necessarily have to follow all the details laid out in TR 33.805, clause 8.2, if an alternative approach is found more useful. 
But, as a minimum, the following approach could be used: 
· Pilot SECAM output documents should be produced: SCAS, SECAM catalogue (cf. section 3 of the present document), SECAG specifications/guidelines
·  The publication of the pilot SECAM output documents should be followed by a certain review period allowing stakeholders (vendors, operators) to gain experience in applying the pilot SCAS to security assurance testing for real products. The experience should be fed back to SA3 and SECAG and would, if appropriate, result in change requests to the pilot SECAM output documents.
· At the end of the review period, the pilot SECAM output documents would be turned into normative specifications in 3GPP and the equivalent in GSMA.

This requires further discussion. 

The proposals were endorsed in principle by SA3#78, with the following comments:
ALU: SECAG has a schedule for piloting everything, including SCASs, (Starting April). Docomo: obtain early feedback from third parties. Huawei: SECAG seems much ahead of SA3. Orange: there are two phases 1) evaluate and select test labs 2) have the test labs use the SCAS input; discuss schedule at FASG#1 in Feb. VF: what is the pilot period? Nokia: this is still open
�. Reasonable. Also email discussions could help to improve the work.


�ok


�OK.even if this should be clear thanks to to conf call and ermail discussions. But a moment when discussing the achieved results and deciding how to go on it can be useful.


�Yes, in our view SECAM catalogue shall collect all the requirements which are common to all network product classes


�We agree on following this proposal. When the requirement in TR 33.806 will be consolidated the requirements not strictly related to the MME shall be moved/generalized in TS 33.1xx


�Yes. SECAM catalogue shall contain test cases related to the identified requirements. Test cases related to requirements specific to each network product class shall be included in the relative TS


� This category should cover security requirements not SECURITY PROCEDURES  already listed in 3GPP TS . For example  in TS. 33.401 we should consider only the clause 5.3. In this case the clasue Annex B.3.2 shall contain just the reference to these already defined requirements and the relative test cases. Another example could be the TS 22.210 (e.g. clause 5.3.5 or 5.4.1) and TS.33.310. Anyway for this two last TSs, in the SCASes should be required, in the test cases, the conformances .


�Yes but only the reference shoul be reported


�


TR 33.806 said:


“This category of requirements is already covered by the interoperability and conformance testing performed independently of SCAS already today. So, nothing remains to be done in the present SCAS for this category”. 


Does the sentences refers to the 


compliance statements regarding 3GPP specifications, peformed by vendors? 





 So the question is: shall we have to just reference these requirements concerning the security aspects? We think yes


�We shall extract the security requirements and point to the specification (e.g. by indicating the clause) where the procedure is described


�We agree


�ok


�See also the approach proposed in 4.1.1


�Resolving the open point about the overlapping


�ok


�we agree
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