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Abstract of the contribution: This contribution proposes text for inclusion in the outline TR for the Study on Isolated E-UTRAN Operation for Public Safety. Text is proposed for inclusion in the Scope and Key Issues sections.
1. Introduction

This contribution provides text for inclusion in the outline TR for the Study on Isolated E-UTRAN Operation for Public Safety [1]. Text is proposed for inclusion in the Scope and Key Issues sections:
· Scope (Section 1): The proposed text firstly states that the technical report provides results of a Stage 2 study on security solutions for IOPS. The text goes on to state that the solutions are drawn from the Stage 1 normative requirements and an assessment of architectural enhancements presented in the Stage 2 technical report.
· Key Issues (Section 5): The proposed text details the key issues outlined in the IOPS discussion document in [2].
2. Text proposal
~ ~ ~ Start of first text proposal ~ ~ ~

1
Scope


This Technical Report contains the results of a Stage 2 study and evaluation of possible 3GPP security solutions in support of Isolated E-UTRAN Operation for Public Safety. The solutions are based on the Stage 1 requirements in TS 22.346 [3] and the assessment of architectural enhancements presented in Stage 2 TR 23.797 [4].
~ ~ ~ End of first text proposal ~ ~ ~

~ ~ ~ Start of second text proposal ~ ~ ~

5
Key Issues


The following key issues have been identified in order to satisfy Stage 1 security requirements for Isolated E-UTRAN Operation:

-
It is required to provide mutual authentication between the Public Safety UE and Isolated (N)eNB.
-
Following the disconnection of the operator’s ‘normal’ infrastructure a Public Safety UE will need to securely connect to a newly formed Isolated network comprising one or more (N)eNBs.
-
If there is no connection to the AuC then how does the Public Safety UE perform the creation of a security context using symmetric keys? What alternative approach should be taken?

-
How is confidentiality and integrity of communications achieved within the Isolated E-UTRAN?
-
How is security managed when a connection to the operator’s ‘normal’ infrastructure is restored?
-
How can the security mechanisms within an Isolated E-UTRAN support its dynamic nature? If the Isolated E-UTRAN comprises more than one (N)eNBs:

-
How are (N)eNBs mutually authenticated when forming and joining an Isolated network?

-
How is security information passed between (N)eNBs?
-
How is security handled when an (N)eNB formerly in an Isolated network of more than one (N)eNBs finds itself the only (N)eNB comprising the Isolated network?
~ ~ ~ End of second text proposal ~ ~ ~

~ ~ ~ Start of third text proposal ~ ~ ~

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 41.001: "GSM Release Specifications".

[3]
3GPP TS 22.346: "Isolated Evolved Universal Terrestrial Radio Access Network (E-UTRAN) operation for public safety; Stage 1".
[4]
3GPP TS 23.797: "Study on architecture enhancements to support Isolated E UTRAN Operation for Public Safety".
~ ~ ~ End of third text proposal ~ ~ ~
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