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Abstract of the contribution: This contribution proposes solutions for mutual authentication and key establishment between the Remote UE and UE-to-Network Relay.
1 Introduction 
This contribution proposes solutions for mutual authentication and key establishment between the Remote UE and UE-to-Network Relay. 
The first solution proposes security between Remote UE and UE-to-Network Relay using GBA push for direct communication key. The second solution proposes security between Remote UE and UE-to-Network relay using GBA push for transport of direct communication key.
2 pCR 
***
BEGIN CHANGES
***
8.1
Solutions on ProSe Relays
8.1.2
Solution #8.1.2 UE-to-Network relay discovery

2.1.1.1 8.1.2.1
Solution description

This is an optimization of 6.2.5, “Solution #2.5: Security for discovery response” in current TR, to adopt it for UE-Network Relay Model B discovery.
Assumption: The Remote UE has previously registered to ProSe Function and shares a ProSe key with Prose Function.
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Figure x.1. UE-to-Network relay discovery
0. Remote UE had registered to ProSe Function and shares a key with ProSe Function. 

     UE-Network Relay had registered to ProSe Function and shares a key with ProSe Function.

1. Remote UE announces a message for relay discovery, with integrity protection that can be verified by ProSe Function.

2. Upon receiving the message for relay discovery from Remote UE, UE-Network Relay sends a Match request to Prose Function for verification, forwarding the message from Remote UE.

3. ProSe Function verifies 1) if the relay discovery message is from the Remote UE, 2) whether Remote UE is authorized to use relay. 

4. The ProSe Function sends a Match response to UE-Network Relay, including an indication of the verification result, a message of relay discovery response to Remote UE with integrity protection that can be verified by Remote UE.

5. UE-Network Relay forwards the message of relay discovery response to Remote UE.

6. Remote UE verifies the message of relay discovery response that 1) if the message is from ProSe Function, 2) if UE-Network Relay is authorized to serve as relay.
Editor’s Note: The details of verification is FFS.
8.1.X
Solution #8.1.X Security between Remote UE and UE-to-Network Relay using GBA push for direct communication key
8.1.X.1
General
This solution uses GBA push for key establishment between Remote UE and UE-to-Network Relay. The established direct communication key can be used for mutual authentication and securing communications on PC5. 

The solution is primarily targeted for communication between a Remote UE and UE-to-Network Relay as it assumes that the Remote UE is out of network coverage. However, the solution also applies to provide security between the two UEs for one-to-one communications in case one of the UEs happens to be out of network coverage.
8.1.X.2
Solution description

[image: image2.emf]Relay

Remote 

UE

BSF

3. Direct Communication Setup

Request (Remote-UE-id, NAF_Id)

HSS

7.Zh reque

st

7.Zh 

response

Initial E-UTRAN Attach and/or UE requested PDN 

connectivity

KMS MME

4. Retrieve ProSe Direct Key Request (Remote-UE-id, Relay-id)

2. Discovery (Model A or B)

6. GPI request (Remote-

UE-id)

8. GPI response (GPI, 

NAF key)

9. Derive ProSe Direct Key 

from NAF Key

10. Retrieve ProSe Direct Key Response

(GPI, ProSe Direct Key, Prose Direct Key ID, Lifetime)

5. Authorization check.

11. Direct Communication

SetupResponse 

(GPI, Relay-id, Lifetime, 

Prose key ID, 

Nonce-Relay, MAC)

12. Process GPI to get NAF 

key. 

Derive ProSe Direct Key 

from NAF Key

1. Secure channel established for PC3/PC8

13. Direct Communication

SetupAccept

(OK, Nonce-UE, MAC)

1

4

. 

D

i

rec

t 

Commun

i

ca

ti

on

Se

t

upCompl

e

t

e

(

OK

, 

MAC

)

15. Check MAC.


Figure 8.1.X.2-1. Procedure for UE-to-Network relay security

The procedure for UE-to-Network relay security works as follows:

The UE-to-Network Relay has performed initial E-UTRAN Attach and established a PDN connection for relaying.
1) The UE-to-Network Relay has established secure channel over PC8.

2) The Remote UE and UE-to-Network Relay have discovered each other using either Model A or Model B.

3) The Remote UE sends a Direct Communication Setup Request message to UE-to-Network Relay in order to trigger the establishment of secure link over PC5. The request includes Remote UE ID, and NAF-ID (KMS acting as NAF).

4) The UE-to-Network Relay sends a Retrieve ProSe Direct Key Request to the KMS. The request includes Remote UE ID and UE-to-Network Relay ID.

5) The KMS checks if Remote UE and UE-to-Network Relay are authorized to set-up security over PC5. 

6) If the authorization is successful, the KMS sends GPI request to the BSF.  The Remote UE ID is included in the message as it will be used as the public identity to obtain the GPI.
7) BSF contacts the HSS.

8) The BSF prepares the GPI and NAF key according to the GBA push TS 33.223 and sends them to the KMS.

9) The KMS derives ProSe Direct Key from the NAF Key and UE-to-Network Relay ID, and generates ProSe Direct Key ID and lifetime for ProSe Direct Key.

10) The KMS sends Retrieve ProSe Direct Key Response to the UE-to-Network Relay. The response includes GPI, ProSe Direct Key, ProSe Direct Key ID and the lifetime.

11) The UE-to-Network Relay stores the ProSe Direct Key, ProSe Direct Key ID and the lifetime and sends Direct Communication Setup Response message to the Remote UE. The message includes GPI, UE-to-Network Relay ID, Lifetime, ProSe Direct Key ID and Nonce-Relay protected with a MAC using ProSe Direct Key.

12) The Remote UE processes the GPI to get the NAF key, and derives the ProSe Direct Key similarly as the KMS did. The Remote UE checks the MAC of the message using ProSe Direct Key. 

13) The Remote UE sends Direct Communication Setup Accept message to UE-to-Network Relay. The message includes Nonce-UE, and "ok" protected with a MAC using ProSe Direct Key. Also Nonce-Relay is taken into MAC calculation.
14) Upon receiving the Direct Communication Setup Accept message, the UE-to-Network Relay checks the MAC.  If MAC check is successful, UE-to-Network Relay has authenticated Remote UE, and UE-to-Network Relay sends Direct Communication Setup Complete message to the Remote UE. The message includes an "ok" protected with a MAC using the ProSe Direct Key. Also Nonce-UE is taken into MAC calculation. 
15) Upon receiving the Direct Communication Setup Complete message, the UE-to-Network Relay checks the MAC. If MAC check is successful at the Remote UE, the Remote UE has authenticated UE-to-Network Relay.
8.1.Y
Solution #8.1.Y Security between Remote UE and UE-to-Network relay using GBA push for transport of direct communication key
8.1.Y.1
General

This solution uses GBA push to transport a direct communication key from the KMS to Remote UE and UE-to-Network Relay. The transported direct communication key can be used for mutual authentication and securing communications on PC5. 

The solution is primarily targeted for communication between a Remote UE and UE-to-Network Relay as it assumes that the Remote UE is out of network coverage. However, the solution also applies to provide security between the two UEs for one-to-one communications in case one of the UEs happens to be out of network coverage.
8.1.Y.2
Solution description
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Figure 8.1.Y.2-1. Procedure for UE-to-Network relay security

The procedure for UE-to-Network relay security works as follows:

The UE-to-Network Relay has performed initial E-UTRAN Attach and established a PDN connection for relaying.
1) The UE-to-Network Relay has established secure channel over PC8.

2) The Remote UE and UE-to-Network Relay have discovered each other using either Model A or Model B.

3) The Remote UE sends a Direct Communication Setup Request message to UE-to-Network Relay in order to trigger the establishment of secure link over PC5. The request includes Remote UE ID, and NAF-ID (KMS acting as NAF).

4) The UE-to-Network Relay sends a Retrieve ProSe Direct Key Request to the KMS. The request includes Remote UE ID and UE-to-Network Relay ID.

5) The KMS checks if Remote UE and UE-to-Network Relay are authorized to set-up security over PC5. 

6) If the authorization is successful, the KMS sends GPI request to the BSF.  The Remote UE ID is included in the message as it will be used as the public identity to obtain the GPI.

7) BSF contacts the HSS.

8) The BSF prepares the GPI and NAF key according to the GBA push TS 33.223 and sends them to the KMS.

9) The KMS derives ProSe Transport Key from the NAF Key and UE-to-Network Relay. ID The KMS and generates ProSe Direct Key ID and lifetime for ProSe Direct Key. The KMS then protects (i.e. encrypts and integrity protects) the ProSe Direct Key with ProSe Transport Key.

10) The KMS sends Retrieve ProSe Direct Key Response to the UE-to-Network Relay. The response includes GPI, ProSe Direct Key, ProSe Direct Key ID, Protected(ProSe Direct Key) and the lifetime.

11) The UE-to-Network Relay stores the ProSe Direct Key, ProSe Direct Key ID and the lifetime and sends Direct Communication Setup Response message to the Remote UE. The message includes GPI, UE-to-Network Relay ID, Lifetime, ProSe Direct Key ID, Protected(ProSe Direct Key)  and Nonce-Relay protected with a MAC using ProSe Direct Key.

12) The Remote UE processes the GPI to get the NAF key, and derives the NAF key and ProSe Transport Key similarly as the KMS did.  Then Remote UE unprotects (decrypts and check integrity of) ProSe Direct Key with ProSe Transport Key. The Remote UE checks the MAC of the message using ProSe Direct Key.  

13) The Remote UE sends Direct Communication Setup Accept message to UE-to-Network Relay. The message includes Nonce-UE  an "ok" protected with a MAC using ProSe Direct Key. Also Nonce-Relay is taken into MAC calculation.  

14) Upon receiving the Direct Communication Setup Accept message, UE-to-Network Relay checks the MAC.  If MAC check is successful, UE-to-Network Relay has authenticated Remote UE, and UE-to-Network Relay sends Direct Communication Setup Complete message to the Remote UE. The message includes an "ok" protected with a MAC using the ProSe Direct Key. Also Nonce-UE is taken into MAC calculation. 
15) Upon receiving the Direct Communication Setup Complete message, the UE-to-Network Relay checks the MAC.  If MAC check is successful at the Remote UE, the Remote UE has authenticated UE-to-Network Relay.
***
END OF CHANGES
***
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