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Abstract of the contribution: this contribution describes the authorisation for restricted ProSe direct discovery based on SA2’s ProSe TR23.713. 
1. Introduction 
SA2 includes the feature of “restricted ProSe direct discovery” in their R13 scope and gives corresponding solutions. From the security prospect, the key issue is the authorisation for restricted ProSe direct discovery. Because unlike open discovery in which there is no requirement for one UE to be authorized to discover the other UE, in restricted discovery, a UE needs to be authorized to discover a particular UE.
This contribution describes the authorisation for restricted ProSe direct discovery based on SA2’s ProSe TR23.713.
2. Analysis 
2.1 Identity and mapping relation
As the principles given by SA2, there two types of identities for restricted ProSe direct discovery: 
· The “restricted application layer user identity” allocated by ProSe Application Server. 
·  The 3GPP layer identity called “ProSe Discovery UE Identity” allocated by ProSe Function in HPLMN. 
There are also three mapping relations for restricted ProSe direct discovery: 
· The mapping relation of the ProSe Discovery UE ID and the 3GPP layer UE ID (IMSI), which is maintained by the ProSe Function. 

· The mapping relation of Restricted ProSe App User ID and ProSe Discovery UE ID, which is maintained by the ProSe Application Server. 
· The mapping relation of Restricted ProSe App User ID and the Target Restricted ProSe App User ID(s), which is maintained by the ProSe Application Server.
2.2 Authorisation
Since the Restricted Direct Discovery includes the Announce request procedure and the Monitor Request procedure, the following describes the authorisation in these two procedures separately. 
2.2.1 Authorisation in Announce Request procedure
Actually, the Announce Request procedure defined for Open Direct Discovery can be reused for Restricted Direct Discovery only with some extensions, including adding the indication of the Restricted Discovery type, and adding the verification of the ownership of the requested Restricted ProSe App User ID, using information provided over PC2 reference point. 
The main steps related to security are:

1. UE sends a Discovery Request message (Restricted ProSe App User ID, UE Identity, command=announce, Discovery Type, Application ID) to the ProSe Function in HPLMN. The Restricted ProSe App User ID indicating what the UE is interested to announce. The UE identity is set to IMSI. The Application ID represents a unique identifier of the UE application. The Discovery Type is set to “restricted discovery”.
2. The ProSe Function checks for the authorization of the application represented by the Application ID. If there is no associated UE context, the ProSe Function shall check with HSS the authorisation for discovery. ProSe Function finds announcing UE’s ProSe Discovery UE ID via IMSI.The authorisation information also contains the PLMNs that this UE is allowed to perform discovery on.
3. The ProSe Function sends an Auth Request (Restricted ProSe App User ID, indicator) to the ProSe Application Server. The indicator is set to "restricted discovery/announce".
4. 
The ProSe Application Server finds the ProSe Discovery UE ID according to the Restricted ProSe App User ID and returns an Auth Response (ProSe Discovery UE ID, indicator) message. The mapping relation between ProSe Discovery UE ID and Restricted ProSe App User ID is stored in the ProSe Application Server. The indicator is set to "restricted discovery/announce ack".

5. The ProSe Function verifies that the received ProSe Discovery UE ID belongs to the requesting UE by comparing it with the announcing UE’s ProSe Discovery UE ID derived in step2. Then the ProSe Function in HPLMN allocates a ProSe Code and the associated validity timer for the announcing UE. The ProSe Function also stores the Restricted ProSe App User ID, the ProSe Code and the associated validity timer in the user context.
2.2.2 Authorisation in Monitor Request procedure

The Monitor Request procedure defined for Open Direct Discovery can be reused for Restricted Direct Discovery only with some extensions, including adding the indication of the Restricted Discovery type, Restricted ProSe App User ID of monitoring UE, an Application Transparent Container ( contains the Target Restricted ProSe App User IDs indicating what the UE is interested to monitor), and verification of the permission to monitor a given Target Restricted ProSe App User ID, using information provided over PC2 reference point.
The main steps related to security are:

1. UE sends a Discovery Request message to get the Discovery Filter for monitoring (Restricted ProSe App User ID, UE Identity, command=monitor, Discovery Type, Application ID, Application Transparent Container). The Application Transparent Container contains the Target Restricted ProSe App User IDs. The Restricted ProSe App User ID indicates the identity the UE uses to obtain the permission to monitor. The UE Identity is set to IMSI. The Application ID represents a unique identifier of the application. Discovery Type is set to "restricted discovery".
2. The ProSe Function checks for the authorization of the application represented by the Application ID. If there is no associated UE context, the ProSe Function shall check with HSS the authorisation for discover. ProSe Function finds monitoring UE’s ProSe Discovery UE ID via IMSI.
3. The ProSe Function sends an Auth Request (Restricted ProSe App User ID, indicator, Application Transparent Container) to the Application Server indicated by the Application ID. The indicator is set to "restricted discovery/monitor".
4. If, based on the mapping relation of Restricted ProSe App User ID and the Target Restricted ProSe App User ID(s), the Restricted ProSe App User ID is allowed to discover at least one of the Target Restricted ProSe App User ID(s) contained in the Application Transparent Container, the ProSe Application Server returns an Auth Response (ProSe Disc UE ID, indicator, N pairs of Target ProSe Disc UE ID–Target Restricted ProSe App User ID). The indicator is set to "restricted discovery/monitor ack". Each Target ProSe Disc UE ID is returned with the corresponding Target Restricted ProSe App User ID(s) that the Restricted ProSe App User ID is allowed to discover. 
5. The ProSe Function verifies that the returned ProSe Discovery UE ID belongs to the requesting UE by comparing it with the monitoring UE’s ProSe Discovery UE ID derived in step2. Then, if at least one of received pair of Target ProSe Discovery UE ID–Target Restricted ProSe App User ID corresponds to a valid ProSe Code, the ProSe Function in the HPLMN retrieves the ProSe Code corresponding to that Target ProSe Disc UE ID, Application ID and Target Restricted ProSe App User ID.
6. The ProSe Function builds the binding between ProSe Code with validity timer, Application ID, Target Restricted ProSe App User ID and Target ProSe Disc UE ID and stores it into the user context of the monitoring UE. Based on the ProSe Code and the associated validity timer, the ProSe Function in the HPLMN allocates a Discovery Filter with the corresponding TTL and returns a Discovery Response (Discovery Filter, TTL) message to the UE. The Discovery Filter includes the ProSe Code to be monitored. The TTL indicates for how long the related ProSe Code in the Discovery Filter is valid after it is received. 
2. Proposal 

It is kindly asked to add following PCR into the TR33.833.
***********************************Start the First Change****************************************
8.3 Authorisation for restricted ProSe direct discovery
8.3.1 Identity and mapping relation

As the principles given by SA2, there two types of identities for restricted ProSe direct discovery: 

· The “restricted application layer user identity” allocated by ProSe Application Server. 

·  The 3GPP layer identity called “ProSe Discovery UE Identity” allocated by ProSe Function in HPLMN. 
There are also three mapping relations for restricted ProSe direct discovery: 

· The mapping relation of the ProSe Discovery UE ID and the 3GPP layer UE ID (IMSI), which is maintained by the ProSe Function. 

· The mapping relation of Restricted ProSe App User ID and ProSe Discovery UE ID, which is maintained by the ProSe Application Server. 
· The mapping relation of Restricted ProSe App User ID and the Target Restricted ProSe App User ID(s), which is maintained by the ProSe Application Server. 
8.3.2 Authorisation

Since the Restricted Direct Discovery includes the Announce request procedure and the Monitor Request procedure, the following describes the authorisation in these two procedures separately. 

8.3.2.1 Authorisation in Announce Request procedure

Actually, the Announce Request procedure defined for Open Direct Discovery can be reused for Restricted Direct Discovery only with some extensions, including adding the indication of the Restricted Discovery type, and adding the verification of the ownership of the requested Restricted ProSe App User ID, using information provided over PC2 reference point. 
The main steps related to security are:

1. UE sends a Discovery Request message (Restricted ProSe App User ID, UE Identity, command=announce, Discovery Type, Application ID) to the ProSe Function in HPLMN. The Restricted ProSe App User ID indicating what the UE is interested to announce. The UE identity is set to IMSI. The Application ID represents a unique identifier of the UE application. The Discovery Type is set to “restricted discovery”.

2. The ProSe Function checks for the authorization of the application represented by the Application ID. If there is no associated UE context, the ProSe Function shall check with HSS the authorisation for discovery. ProSe Function finds announcing UE’s ProSe Discovery UE ID via IMSI.The authorisation information also contains the PLMNs that this UE is allowed to perform discovery on.
3. The ProSe Function sends an Auth Request (Restricted ProSe App User ID, indicator) to the ProSe Application Server. The indicator is set to "restricted discovery/announce".

4. 
The ProSe Application Server finds the ProSe Discovery UE ID according to the Restricted ProSe App User ID and returns an Auth Response (ProSe Discovery UE ID, indicator) message. The mapping relation between ProSe Discovery UE ID and Restricted ProSe App User ID is stored in the ProSe Application Server. The indicator is set to "restricted discovery/announce ack".

5. The ProSe Function verifies that the received ProSe Discovery UE ID belongs to the requesting UE by comparing it with the announcing UE’s ProSe Discovery UE ID derived in step2. Then the ProSe Function in HPLMN allocates a ProSe Code and the associated validity timer for the announcing UE. The ProSe Function also stores the Restricted ProSe App User ID, the ProSe Code and the associated validity timer in the user context.
8.3.2.2 Authorisation in Monitor Request procedure
The Monitor Request procedure defined for Open Direct Discovery can be reused for Restricted Direct Discovery only with some extensions, including adding the indication of the Restricted Discovery type, Restricted ProSe App User ID of monitoring UE, an Application Transparent Container ( contains the Target Restricted ProSe App User IDs indicating what the UE is interested to monitor), and verification of the permission to monitor a given Target Restricted ProSe App User ID, using information provided over PC2 reference point.
The main steps related to security are:

1. UE sends a Discovery Request message to get the Discovery Filter for monitoring (Restricted ProSe App User ID, UE Identity, command=monitor, Discovery Type, Application ID, Application Transparent Container). The Application Transparent Container contains the Target Restricted ProSe App User IDs. The Restricted ProSe App User ID indicates the identity the UE uses to obtain the permission to monitor. The UE Identity is set to IMSI. The Application ID represents a unique identifier of the application. Discovery Type is set to "restricted discovery".
2. The ProSe Function checks for the authorization of the application represented by the Application ID. If there is no associated UE context, the ProSe Function shall check with HSS the authorisation for discover. ProSe Function finds monitoring UE’s ProSe Discovery UE ID via IMSI.

3. The ProSe Function sends an Auth Request (Restricted ProSe App User ID, indicator, Application Transparent Container) to the Application Server indicated by the Application ID. The indicator is set to "restricted discovery/monitor".
4. If, based on the mapping relation of Restricted ProSe App User ID and the Target Restricted ProSe App User ID(s), the Restricted ProSe App User ID is allowed to discover at least one of the Target Restricted ProSe App User ID(s) contained in the Application Transparent Container, the ProSe Application Server returns an Auth Response (ProSe Disc UE ID, indicator, N pairs of Target ProSe Disc UE ID–Target Restricted ProSe App User ID). The indicator is set to "restricted discovery/monitor ack". Each Target ProSe Disc UE ID is returned with the corresponding Target Restricted ProSe App User ID(s) that the Restricted ProSe App User ID is allowed to discover. 
5. The ProSe Function verifies that the returned ProSe Discovery UE ID belongs to the requesting UE by comparing it with the monitoring UE’s ProSe Discovery UE ID derived in step2. Then, if at least one of received pair of Target ProSe Discovery UE ID–Target Restricted ProSe App User ID corresponds to a valid ProSe Code, the ProSe Function in the HPLMN retrieves the ProSe Code corresponding to that Target ProSe Disc UE ID, Application ID and Target Restricted ProSe App User ID.
6. The ProSe Function builds the binding between ProSe Code with validity timer, Application ID, Target Restricted ProSe App User ID and Target ProSe Disc UE ID and stores it into the user context of the monitoring UE. Based on the ProSe Code and the associated validity timer, the ProSe Function in the HPLMN allocates a Discovery Filter with the corresponding TTL and returns a Discovery Response (Discovery Filter, TTL) message to the UE. The Discovery Filter includes the ProSe Code to be monitored. The TTL indicates for how long the related ProSe Code in the Discovery Filter is valid after it is received. 
************************************End the First Change****************************************
