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1 Discussion: 
Following the agreement reached during SA3#77 meeting on restructuring threats and requirements within the TR 33.806, the present contribution proposes to move (in a restructured form, when needed) to Annex A, clause A.8 Elevation of Privilege, the existing threats:

· 5.4.2.1 
T1 Threat from the Internal attacks

· 5.4.2.10
T10 Elevation of privilege

· 5.4.2.11
T11 Malware

· 5.4.2.13
T13 Over-privileged processes/services

· 5.4.2.20
Threat from root accidentally executing a planted executable due to bad search path

· 5.4.2.21
Threat from unknown code to be executed by mistake.

· 5.4.2.24
Threat from misuse of files with privilege escalation

· 5.4.2.25
Threat from misuse of too liberal file permissions

· 5.4.2.27
Unauthorised access to the MME via insecure network services by the ports 

· 5.4.2.30
Unauthorised access to the MME via unnecessary network services by the ports
2 Concrete proposal 
+++ first change +++
5.4.2.1
T1 Threat from the Internal attacks 

-
Threat Name: Unauthorised access by internal user


-
Threat Reference: to be done later 

-
Threat Category: DoS, Unauthorized access, Disclousure of information.

-
Threat Description: A malicious employee or his/her co-worker misuses the network access and management authorization to attack MME.

-
Threatened Asset: all critical assets of MME as listed in 5.2, including hardware assets.
-
Threat Relevance: Mitigate

+++ next change +++

5.4.2.13
T13 Over-privileged processes/services

-
Threat Name : 
Over-privileged processes/services

-
Threat Reference: to be done later 

-
Threat Category: Elevation of Privileges

-
Threat Description: MME processes/services  run with higher privileges as needed

-
Threatened Asset: all critical asset  in the MME as listed in 5.2 except hardware asset.

-
Threat Relevance: Mitigate.

Editor's Note: This is a detailed threat.

Editor's Note: The security objective which this threat is mapped on is HARDENING.

+++ next change +++
5.4.2.20
Threat from root accidentally executing a planted executable due to bad search path

-
Threat name: threat from root accidentally executing a planted executable due to bad search path
-
Threat Reference: to be done later
-
Threat Category: elevation of privilege
-
Threat Description: It is dangerous if root by mistake executes programs in the current directory as this could lead to accidentally executing malicious files placed by attackers into a directory where they have sufficient write permissions. The same applies for other directories where users other than root have write access.
-
Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets 
-
Threat relevance: Mitigate

NOTE: This is a detail-levelled threat. It can be mapped to the security objective: HARDENING

+++ next change +++
5.4.2.21
Threat from unknown code to be executed by mistake.
-
Threat name: threat from unknown code to be executed by mistake.
-
Threat Reference: to be done later
-
Threat Category: elevation of privilege
-
Threat Description: It is dangerous if there are root owned files that have write permissions for other system  users. This means that unknown code can be executed by mistake.
-
Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets 
-
Threat relevance: Mitigate

NOTE: This is a detail-level threat. It can be mapped to the security objective: HARDENING.

+++ next change +++
5.4.2.24
Threat from misuse of files with privilege escalation

-
Threat name: threat from use of files with privilege escalation
-
Threat Reference: to be done later
-
Threat Category: elevation of privilege
-
Threat Description: If files can be run with higher privileges that what the user normally has, i.e. with temporarily elevated rights, it can be dangerous to system.
-
Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets
-
Threat relevance: Mitigate

NOTE: This is a detail-levelled threat. It can be mapped to the security objective: HARDENING

+++ next change +++
5.4.2.25
Threat from misuse of too liberal file permissions

-
Threat name: threat from use of files with too liberal permissions

-
Threat Reference: to be done later

-
Threat Category: elevation of privilege, DoS, tampering

-
Threat Description: If file permissions are set more liberal than necessary they can be dangerous to system.

-
Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets

-
Threat relevance: Mitigate

NOTE: This is a detail-levelled threat. It can be mapped to the security objective: HARDENING
.
+++ next change +++
5.4.2.27
Unauthorised access to the MME via insecure network services by the ports 
-
Threat name: Unauthorised access to the MME via insecure network services by the ports 
-
Threat Reference: to be done later

-
Threat Category: Unauthorised access

-
Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets
-
Threat Description: The attacker can scan for insecure network services by the ports. The vulnerabilities of these network services can then be used by the attacker to gain unauthorised access. 
-
Threat relevance: Mitigate
Note: it is detailed threat and can be mapped to the security objectives: SECUREMME ADMINISTRATION, HARDENING.

+++ next change +++
5.4.2.30
Unauthorised access to the MME via unnecessary network services by the ports 
-
Threat name: Unauthorised access to the MME via unnecessary network services by the ports
-
Threat Reference: to be done later

-
Threat Category: Unauthorised access

-
Threatened Asset: all critical assets of MME as listed in 5.2, except hardware assets

-
Threat Description: The MME can expose unnecessary service/open ports which can be abused (even if not vulnerable) by an attacker to gain unauthorised access. The term unnecessary used in this threat refers to three cases:
-
Network services not strictly related to MME operation (e.g. Splunk Service)

-
Network service available on unexpected interfaces (eg. SSH enabled on the interface interconnecting MME and Serving Gateway)

-
Threat relevance: Mitigate

Note: it is detailed threat and can be mapped to the security objectives: SECURE MME ADMINISTRATION, HARDENING
+++ next change +++
A.8
Elevation of privilege

Editor’s note: The following threats from clause 5.4 are related to this category:

5.4.2.1 
T1 Threat from the Internal attacks

5.4.2.10
T10 Elevation of privilege

5.4.2.11
T11 Malware

5.4.2.13
T13 Over-privileged processes/services

5.4.2.20
Threat from root accidentally executing a planted executable due to bad search path

5.4.2.21
Threat from unknown code to be executed by mistake
.

5.4.2.24
Threat from misuse of files with privilege escalation

5.4.2.25
Threat from misuse of too liberal file permissions

5.4.2.27
Unauthorised access to the MME via insecure network services by the ports 

5.4.2.30
Unauthorised access to the MME via unnecessary network services by the ports

A.8.1
Misuse by authorized users 

-
Threat Name: misuse by authorized users

-
Threat Reference: to be done later 

-
Threat Category: Elevation of Privilege

-
Threat Description: A malicious employee or his/her co-worker misuses the network access and management authorization to attempts to upgrade his/her account to, for example, administrative privileges or to gain access to password files within the system.

-
Threatened Asset: The network access and management authorization. 
-
Attacker: Internal User 

· Target: All critical assets of MME as listed in 5.2, including hardware assets.
-
Threat Relevance: Mitigate.

A.8.2
Over-Privileged Processes/Services

-
Threat Name: Over-Privileged Processes/Services

-
Threat Reference: to be done later 

-
Threat Category: Elevation of Privilege

-
Threat Description: MME processes/services running with extra privileges than needed, (i.e. root or Administrator) can allow an attacker to obtain  elevated privileges as well. An attacker can for example try to leverage a bug in the running program and execute arbitrary code with elevated privileges.

. 
Threatened Asset: Over-Privileged Processes/Services 

-
Attacker: Internal User | External User

· Target: All critical assets of MME as listed in 5.2, including hardware assets.
-
Threat Relevance: Mitigate.

A.8.3
Folder  Write Permission Abuse 
· Threat Name: Folder Write Permission Abuse

-
Threat Reference: to be done later 

-
Threat Category: Elevation of Privilege
-
Threat Description: weaknesses in folder permissions can lead to elevation of privilege. A  root user by mistake can accidentally executing malicious files placed into a directory by attackers which have sufficient write permissions. The same applies for other directories where users other than root have write permission. Any account that has folder permission on a directory has equivalent access to the executable file within that directory. These permissions allow a non-administrator to replace directories containing executable files with new directories containing new executable files or simply to delete directories and the executable files they contain.
-
Threatened Asset: System folders with weak write permission.

-
Attacker: Internal User | External User

· Target:MME 
-
Threat Relevance: Mitigate.

A.8.4
Root-Owned File Write Permission Abuse

-
Threat Name: Root-Owned File Write Permission Abuse

-
Threat Reference: to be done later 

-
Threat Category: Elevation of Privilege
-
Threat Description. Failure to protect root-owned executables files  from write access by non-administrators exposes them to the possibility of being compromised.  For example, this means that non-administrator users can replace or alter the file's contents and that unknown or malicious injected code can then be executed inadvertently by root.

-
Threatened Asset: Root-Owned Files with weak write permission

-
Attacker: Internal User | External User

· Target: critical assets of MME as listed in 5.2, except hardware assets
-
Threat Relevance: Mitigate.

A 8.5 High-Privileged Files

-
Threat name: High-privileged files
-
Threat Reference: to be done later
-
Threat Category: Elevation of Privilege
-
Threat Description: If files can be run with higher privileges that what the owner normally has, i.e. with temporarily elevated rights, it can be dangerous to system.
-
Threatened Asset: High privileged files
-
Attacker: Internal User |External user
· Target: all critical assets of MME as listed in 5.2, except hardware assets
-
Threat Relevance: Mitigate.

A 8.6 Insecure Network Services

-
Threat name: Insecure Network Services 
-
Threat Reference: to be done later

-
Threat Category: Elevation of Privilege
-
Threat Description: The MME can expose insecure/vulnerable services/open ports which can be exploited by an attacker to gain unauthorized access, for example using telnet on a custom port without any authentication mechanism configured.

-
Threatened Asset: Insecure network services/ports
-
Attacker: Internal User |External user
· Target:MME 
-
Threat Relevance: Mitigate

A 8.7 Unnecessary Network 
Services 
-
Threat name:Unnecessary Network Services

-
Threat Reference: to be done later

-
Threat Category: Elevation of Privilege

-
Threat Description: The MME can expose unnecessary services which can be exploited (even if not vulnerable) by an attacker to gain unauthorised access. The term unnecessary used in this threat refers to network based and not network based services, i.e.:
-
Network service  not strictly related to MME operation (e.g. Splunk Service)

-
Network service  available on unexpected interfaces (eg. SSH enabled on the interface interconnecting MME and Serving Gateway)

-
Service that doesn't enable a network service but that runs on the MME and it is not necessary by MME normal operation (e.g. fprint service available in the default fedora distribution or Xinetd services).

· Threatened Asset: : MME services
· Attacker: Internal User |External user
· Target:MME 
· Threat Relevance: Mitigate
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�This will become a category


�Addressed by A.8.2


�Addressed by A.8.3


�Addressed by A.8.4


�Addressed by A.8.5. This threat can be also be mapped to a Tampering category. there is an open pending point with NTT on this issue.Anyway we try to include it in this category


�Addressed by A.8.6


�Addressed by A.8.7


�We propose to remove this word from because otherwise the last bullet “Service that doesn't enable a network service but that runs on the MME and it is not necessary by MME normal operation (e.g. fprint service available in the default fedora distribution or Xinetd services).” is not addressed.





