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1 Discussion 
Following the agreement reached during SA3#77 meeting on restructuring threats and requirements within the TR 33.806, the present contribution proposes to move (in a restructured form, when needed) to Annex A, clause A.4 Tampering, the existing threats:

· 5.4.2.1 
T1 Threat from the Internal attacks

· 5.4.2.2 
T2 Security threats on MME software package integrity
· 5.4.2.8
      T8 Tampering

· 5.4.2.19
Threat from root owned files being altered by other users

· 5.4.2.23
Threat from a user's files being altered by other users

· 5.4.2.25
Threat from misuse of too liberal file permissions

· 5.4.2.33
T33 Threat on booting from external device

· 5.4.2.34
T34 Security Threats of Logs tampering

· 5.4.2.41
Threat of modification of information in transit on MME management and maintenance interface 

2 Concrete proposal 
+++ first change +++
5.4.2.2 
T2 Security threats on MME software package integrity
-
Threat Name: MME software package integrity
-
Threat reference: to be done later
· Threat Category: Tampering with MME Software

· Threatened Asset: Software, MME data and traffic such as network management data, interface configuration data, mobility management data, sensitive information, application software, hardware.
· Threat Description: Security threats exist from software package publication to install/upgrade. The attacker may tamper the software package by injecting virus code or Trojan horse, etc. After the software package installation or upgrade process, the malicious code can be executed on MME, which  may result in attacks in the LTE network, including information leakage and unauthorized use of network resources.

· Threat relevance:mitigate
           NOTE: This is a detailed threat and maps the security objective: SOFTWARE INTEGRITY

+++ next change +++

5.4.2.19
Threat from root owned files being altered by other users

-
Threat name: threat from root owned files being altered by other users
-
Threat Reference: to be done later
-
Threat Category: tampering with data
-
Threat Description: If files owned by root can be changed by other system users they might severely alter the secure intended operation of the system.
-
Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets
-
Threat relevance: Mitigate

NOTE: This is a detail-levelled threat. It can be mapped to the security objectives: SOFTWARE INTEGRITY, HARDENING.

+++ next change +++
5.4.2.23
Threat from a user's files being altered by other users

-
Threat name: threat from users' files being altered by other users
-
Threat Reference: to be done later
-
Threat Category: tampering 
-
Threat Description: If files owned by a user can be changed by other system users they might severely alter the intended secure operation of the system. 
-
Threatened Asset: all critical assets of ME as listed in 5.2, except hardware assets
-
Threat relevance: Mitigate

NOTE: This is a detail-levelled threat. It can be mapped to the security objectives: SOFTWARE INTEGRITY, HARDENING.

+++ next change +++
5.4.2.34
T34 Security Threats of Logs tampering

-
Threat Name: Threats of Logs tampering

-
Threat Reference: to be done later 
-
Threat Category: Repudiation ,Tampering

-
Threatened Asset: Log data in MME
-
Threat Description: When operational activities are recorded by MME, these operation records are called system logs. There are other logs, e.g. operation log, security log. If the attacker modifies the configuration of MME, and remove or modifies the logs, the information of the attacker's activities cannot be found. For example, the attacker sets someone to privileged access by modifing the QoS, and removes or modifies the logs of the “set” operation, the carrier cannot identify the attacker and prevent the attacks.
-
Threat relevance: Mitigate

NOTE: This is a detailed threat and maps to the security objective: SYSTEM MONITORING.

+++ next change +++
5.4.2.41

Threat of modification of information in transit on MME management and maintenance interface 
-
Threat Name: Modification of information in transit on MME management and maintenance interface 
-
Threat Reference: to be done later
-
Threat Category: Tampering 
-
Threatened Asset: all critical assets of MME as listed in 5.2, 
-
Threat Description: The attacker gains access to the  management /maintenance interfaces and modifies the data stream to/from the MME. This may be possible if the MME utilises weak cryptographic protocols or non-industry standard cryptographic algorithms or if the communication protocol has been implemented incorrectly on the MME. A consequence of this threat being realised is that an attacker may inhibit the control of the MME, change OAM data such as performance and fault management data thus leading to erroneous information being transferred to management entities. 

-
Threat relevance: Mitigate
NOTE: This is a high-level threat. It can be mapped to the security objectives: SECURE MME ADMINISTRATION.

+++ next change +++
A.4
Tampering with data

Editor’s note: The following threats from clause 5.4 are related to this category: 

5.4.2.1 
T1 Threat from the Internal attacks

5.4.2.2 
T2 Security threats on MME software package integrity

5.4.2.8
T8 Tampering

5.4.2.11
T11 Malware

5.4.2.19
Threat from root owned files being altered by other users

5.4.2.23
Threat from a user's files being altered by other users

5.4.2.25
Threat from misuse of too liberal file permissions

5.4.2.33
T33 Threat on booting from external device

     5.4.2.34
T34 Security Threats of Logs tampering

5.4.2.36
T36 Threats on O&M privilege management requirements on MME Management and Maintenance

5.4.2.40 
Threat of man-in-the-middle attack on MME management and maintenance interface

5.4.2.41

Threat of modification of information in transit on MME management and maintenance interface 

A.4.1
Software Tampering
-
Threat Name: Software Tampering
-
Threat Reference: to be done later 

-
Threat Category: Tampering
-
Threat Description: Software packages can be tampered/altered during their installion/upgrade on the MME. An attacker, for example, can inject malicious code, altering their legitimate behaviour. After their installation or upgrade process, the malicious code can be executed to conduct several attacks (e.g. DoS, Information Stealing, Frauds and so on).
-
Threatened Asset: all critical assets of MME as listed in 5.2, including hardware assets.
-
Attacker: Internal User | External User

· Target:MME software packages
-
Threat Relevance: Mitigate.

A.4.2
Ownership File Misuse
-
Threat Name: Ownership File Misuse 
-
Threat Reference: to be done later 

-
Threat Category: Tampering

-
Threat Description: If files owned by an user (root user as well as not root users) can be altered improperly and illegitimately by an user different than the owner, then an attacker can conduct several types of attacks (e.g. DoS, Information Stealig, and so on)
-
Threatened Asset: MME files.
-
Attacker: Internal User | External User

· Target:MME 
-
Threat Relevance: Mitigate.

A.4.3  External Device Boot
· Threat name: External Device Boot

· Threat Reference: to be done later

· Threat Category: Tampering
· Threat Description: If MME operating system can be booted not only from internal memory but also for another source (e.g., USB flash drive, memory card), the MME bootloader may maliciously tampered by an attacker. This can cause, for example, that some functionalities within MME can be disabled (e.g. mobility management) causing a DoS. 
· Threatened Asset: hardware, operating system
· Attacker: Internal
· Threat relevance: Mitigate

· Target: MME
A.4.4  Log Tampering
· Threat name: Log Tampering
· Threat Reference: to be done later

· Threat Category: Tampering
· Threat Description: if MME doesn’t  securely store log files , an attacker, for example can inject, delete or otherwise tamper with the contents of the  logs typically for the purposes of masking other malicious behavior. 
· Threatened Asset: Log file
· Attacker: Internal user | external user
· Threat relevance: Mitigate

· Target: MME
A.4.5  OAM Traffic Tampering
· Threat name: OAM  Traffic Tampering

· Threat Reference: to be done later

· Threat Category: Tampering
· Threat Description: Usage of weak cryptographic algorithms for transmitted sensitive information/data over OAM interface can expose them to be maliciously tampered. For example an attacker can gain access to the  management /maintenance interfaces and can modify the data stream to/from the MME. 
· Threatened Asset: sensitive data transferred over OAM

· Attacker: Internal user | external user
· Threat relevance: Mitigate

· Target: MME
�Addressed  by A.4.1


�Addressed by A.4.2


�Addressed by A.4.2


�Addressed by A.4.4


�Addressed by A4.5


�We propose to remove this word from the the treat category.


�This threat is addressed by all the threats reported below having “Internal User” as Attacker


�Addressed by A.4.1


�This threat has became the category


�Not yet addressed because of open pending point with NTT.


�Addressed by A.4.2


�Addressed by A.4.2


�Not yet addressed because of open pending point with NTT.


�We propose to address this threat within the Tampering threats category (rather than DoS)  because in our view in this case DoS is ONLY a CONSEQUENCE of  Tampering.


Addressed by A.4.3


�Addressed by A.4.4


�Not yet addressed because of open pending point with NTT.


�Not yet addressed because of open pending point with NTT.


�Addressed by A4.5


�We have limited the threatened asset just to this sensitive data because in our view this sensitive data transferred over OAM� are the real threatening asset for this specific threat. 


The origina text was : “all critical assets of MME as listed in 5.2”





