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Abstract of the contribution:

The present contribution proposes text for clause B.4.2 “Security Requirements related to Hardening - Technical Baseline” of the new Annex B on requirements, based on existing requirements in TR 33.806 and in DT’s catalogue. 
It is the intention to eventually add test cases to the new requirements text in Annex B. For now, however, ‘TBA’ has been noted in place of test case details as none of the requiremens from DT’s catalogue has test cases yet and some of the existing test case descriptions in the main body of the TR need improvement. 

1 Introduction
This contribution proposes new requirements text for Annex B.4.2, based on existing requirements in TR 33.806 and in DT’s catalogue.
The companion contribution S3-150023 resolves the overlap between B.4.2 and B.4.3 by assigning the requirements in question to one of these clauses. Section 2 lists the existing requirements and proposes in Word comments how they should be addressed. Section 3 contains the new requirements text for Annex B. 
[bookmark: _Toc388959146][bookmark: _Toc397964288][bookmark: _Toc398818419]
3 Relevant existing requirements for clause B.4.2
The following requirements are related to clause B.4.3, and addressed by the pCR below: 
TR clause 6.7/RX-2: Removal of physical test/debug ports
TR clause 7.3 and DT Req. 3.01-1: No unnecessary or insecure ports/ services
TR clause 7.4, DT Req. 3.01-2, and DT Req. 3.37-3: Services-Interfaces Binding
DT Req 3.01-3: minimised installation
DT Req 3.01-4:minimised functions of SW and HW
DT Req 3.01-5: No unsupported components
The full text of the affected clauses is copied here even if only part of the clause is relevant. 
+++START OF CHANGES to main body of TR 33.806+++
[bookmark: _Toc388959148][bookmark: _Toc397964291][bookmark: _Toc404333523][bookmark: _Toc404333768][bookmark: _Toc404714076][bookmark: _Toc404965938]6.7 		Security requirements on MME Management and Maintenance interfaces
NOTE: RX-1 of this requirement is covered by B.3.3.2
-	Requirement Name: MME Management and Maintenance interfaces 
-	Requirement reference: to be done later
-	Requirement Description: 
1) RX-1: The MME shall support mechanisms to provide confidentiality and integrity protection of the communication between itself and the OAM network. 	Comment by S3-142590 : taken care of by B.3.3.2.3
2)  RX-2: Test/debug ports should be disabled and physically removed from vendor, and they should not be left in place for servicing and there should be no local programming interface on the MME.	Comment by DTAG3: It is proposed to not take this requirement over into Annex B for the MME because MMEs are expected to be operated in physically protected environments.
Editor’s Note: Physically removing test/debug ports is not practical. RX-2 should be reworked.
3)	RX-3: The MME shall support mutual authentication between MME and specific management entities
Editor's Note: These management entities need to be further defined.
4)	RX-4: The secure communication mechanisms between the MME and it management entities shall use industry standard protocols and industry accepted algorithms and key lengths for encryption and data integrity.
-	Security Objective references: SECURE MME ADMINISTRATION
-	Threat References:  Threat of eavesdropping on MME management and maintenance interface data, Threat of man-in-the-middle attack on MME management and maintenance interface, Threat of modification of information in transit on MME management and maintenance interface
-	Test Case: 
1) Test Case 1 for RX-1:
· Pre-conditions: The MME is powered on and the tester is able to capture traffic on MME management and maintenance interface and the tester can trigger communication between MME and OAM network. The tester has the ability to read the language of the traffic data.
· Steps taken to perform the test: 
a) The tester starts capturing traffic on MME management and maintenance interface.
b) The tester triggers communication between MME and OAM network.
c) The tester injects the traffic data. 
d) The tester checks the captured traffic data.
· Expected results:
The tester cannot get information through the raw traffic data or modify the raw traffic data.
3) Test case for RX-3:
· Pre-conditions: The MME is powered on, and has legal credential. The tester can trigger authentication between MME and specific management entities. Entity A has legal credential and entity B has illegal credential.
· Steps taken to perform the test:
a) The tester check authentication mechanism configuration on MME, set one of options which shall support mutual authentication.
b) The tester triggers communication between MME and entity A.
c) Then, the tester triggers communication between MME and entity B.
· Expected results:
a) Communication between MME and entity A established successfully.
b) Communication between MME and entity B cannot be established.
c) If illegal credential on MME, Communication cannot established either.
NOTE: This is a detailed requirement.
+++NEXT CHANGE+++
[bookmark: _Toc397964302][bookmark: _Toc404333536][bookmark: _Toc404333781][bookmark: _Toc404714089][bookmark: _Toc404965951]7.3	No unnecessary or insecure ports/ services 	Comment by DTAG3: Taken over into B.4.2.1, but with "protocols" instead of "ports". Protocols is more generic, and ports are just a feature of some protocols.
-	Requirement Name: removing unnecessary or insecure ports/ services
-	Requirement reference: to be done later 
-	Requirement Description: 
-	R1: MME shall only have ports opened and run services that are needed for MME operation	Comment by DTAG3: Taken into B.4.2.1 with protocols instead of ports.
-	The open ports and running services shall be checked using BVT tools as described in clause 9 on BVT.
-	Threat References: 
Editor’s Note: reference to a threat from clause 5.4 tba here. 
-	Test Case:
-	Run appropriate BVT tools, as described in clause 9.
NOTE: This requirement can be mapped to the security objectives: SECURE MME ADMINISTRATION, HARDENING
[bookmark: _Toc397964303][bookmark: _Toc404333537][bookmark: _Toc404333782][bookmark: _Toc404714090][bookmark: _Toc404965952]7.4	Services-Interfaces Binding
-	Requirement Name: Service-Interface Binding.
-	Requirement reference: to be done later
-	Requirement Description: 
The running services and their binding to interfaces shall be checked using BVT tools as described in clause 9 on BVT.
-	Threat References: 
Editor’s Note: reference to a threat from clause 5.4 tba here. 
-	Test Case:
Run appropriate BVT tools, as described in clause 9.
NOTE: This requirement can be mapped to the security objectives: SECURE MME ADMINISTRATION,HARDENING

+++END OF CHANGES to main body of TR 33.806+++

+++START OF CHANGES to Annex C (DT’s catalogue) +++

[bookmark: _Toc401747873][bookmark: _Toc401748913][bookmark: _Toc404333621][bookmark: _Toc404333866][bookmark: _Toc404714174][bookmark: _Toc404966037]C.2.2.	System hardening


 	 Req 3.01-1            Unused services and protocols must be deactivated.	Comment by DTAG3: Protocol aspect taken into B.4.2.1

After installation of systems and software products, there are typically local or remote reachable services and protocols active, which are not necessarily needed for operation and functionality of the system. These include also services and protocols which may not be used in operator networks because of known security vulnerabilities, which can be used to violate confidentiality, availability or integrity of the system. Such services and protocols must be completely disabled on the system. Additionally it is important that a deactivation survives a system reboot.	Comment by DTAG3: Copied into B.4.2.1	Comment by DTAG3: Taken into B.4.2.1 as Editor's Note for the test case

This kind of system hardening must be done before the system is reachable from the network. Otherwise an attacker has the possibility to attack and maybe compromise the unsecured system.	Comment by DTAG3: SECAM vendor accreditation should check this aspect in vendor processes.

Motivation: Services and protocols that are not required for system operation increase the potential attack surface and thus the risk of the system being compromised. This risk is further increased by the fact that a security inspection and an appropriate optimisation of the configuration for unused services and protocols will not be done.

For this requirement the following threats are relevant:
· Unauthorized access to the system
· Unauthorized access or tapping of data
· Unauthorized use of services or resources
· Disruption of availability
· Attacks motivated and facilitated by information disclosure or visible security weaknesses



	 Req 3.01-2            The reachability of services must be restricted.	Comment by DTAG3: Taken into B.4.2.2

Typically services that are enabled in the basic configuration are accessible over all interfaces of the system and can be reached from systems in connected networks. This availability is often not needed or meaningful for system func­ tioning. For this reason, services should only be enabled on interfaces where their usage is required. On interfaces were services are active,  the reachability must be limited to legitimate communication peers. This limitation must be realized on the system itself (without measures (e.g. firewall) at network side).	Comment by DTAG3: Taken into B.4.2.2	Comment by DTAG3: Taken into section B.4.2.2, but as should requirement because this is a second aspect of the restriction.	Comment by DTAG3: Copied to B.4.2.2

Motivation: Disabling services on interfaces which do not require system accessibility or by limiting the reachability can greatly reduce the potential vulnerabilities offered to an attacker. For example, access to a system via SSH from the Internet is not necessary. If this service could be accessed from the interface connected to the Internet, this would greatly increase the risk of attacks on the service.

For this requirement the following threats are relevant:
· Unauthorized access to the system
· Unauthorized use of services or resources
· Disruption of availability
· Attacks motivated and facilitated by information disclosure or visible security weaknesses



	 Req 3.01-3            Unused software must not be installed or must be uninstalled.	Comment by DTAG3: Copied to B.4.2.3
During installation of a system often software components will be installed or parts of software will be activated which are not needed for the operation or functionality of the system. This includes also parts of a software, which will be in­ stalled as examples but typically not be used (e.g. default web pages, example databases, test data). Such compon­ ents should not be installed or must be deleted after installation.	Comment by DTAG3: Copied to B.4.2.3 	Comment by DTAG3: Copied to B.4.2.3	Comment by DTAG3: Copied to B.4.2.3

Motivation: Vulnerabilities in software of a system offer an attack window for attackers to infiltrate the system. Unin­ stalling components that are not required can therefore reduce the possibility of a successful compromise of the sys­ tem.

For this requirement the following threats are relevant:
· Unauthorized access to the system
· Disruption of availability



	 Req 3.01-4            Unused functions of the operated software and hardware must be deactivated.	Comment by DTAG3: Copied to B.4.2.4 with editorial adaptations

During installation of software and hardware often functions will be activated that are not necessarily needed for oper­ ation or function of the system. Functions of software are currently inherent part which could not be deleted or dein­ stalled individually. Such functions must be deactivated in the configuration of the system permanently.	Comment by DTAG3: Copied to B.4.2.4 with editorial adaptations

Beside the functions of the software also hardware functions are active which are not necessary for a system. Functions like unused interfaces must permanently deactivated. Permanent means that they must not be reactivated again after system reboot.

Motivation: The hardware or software of a system often contains functions which are not used and so will be a risk for system security. Such functions give an attacker the possibility to manipulate the system. Furthermore it is possible to get unauthorized access other areas or data of the system. An example is a debugging function in software which can be used for troubleshooting but must not be activated during normal operation. Or a hardware interface that will not be used and so is unsecured an allows possibly unauthorized access to the system.	Comment by DTAG3: Copied to B.4.2.4 with editorial adaptation

For this requirement the following threats are relevant:
· Unauthorized access to the system
· Unauthorized access or tapping of data
· Unauthorized modification of data
· Disruption of availability


[bookmark: _Toc401747874][bookmark: _Toc401748914][bookmark: _Toc404333622][bookmark: _Toc404333867][bookmark: _Toc404714175][bookmark: _Toc404966038]C.2.3.	System update


	 Req 3.01-5            Software and hardware components that are no longer supported by vendor, producer or developer must not be used.	Comment by DTAG3: Copied to B.4.2.5

Only those operating system, middleware and application software and hardware components may be used on a sys­ tem which are supported by the vendor, the producer, the developer or other contractual partner of the operator. Components that have reached end-of-life or end-of-support must not be used. Excluded are components that have a special support contract. This contract must guarantee the correction of vulnerabilities over components life­ time.	Comment by DTAG3: Copied to B.4.2.5 with ed. adaptations
	
Motivation: Hardware and software components that have reached end of life or end of support represent a risk for a system. This means that a vendor does not supply remedial updates or patches for a component should errors or vul­ nerabilities occur. This means that vulnerabilities cannot be fixed when they occur and could be exploited to com­ promise the system or to impair its availability.

For this requirement the following threats are relevant:
· Unauthorized access to the system
· Unauthorized access or tapping of data
· Unauthorized modification of data
· Disruption of availability




+++NEXT CHANGE+++

[bookmark: _Toc401747883][bookmark: _Toc401748923][bookmark: _Toc404333631][bookmark: _Toc404333876][bookmark: _Toc404714184][bookmark: _Toc404966047]C.3.2.	System Hardening



	 Req 3.37-3            Services for administration must be bind to exact one interface.

The administrative services (e.g., SSH, HTTPS, RDP) must be bind to exact one interface. Hence the separation of management traffic from user traffic, this is the IP address in the management network. If the system - or parts of it - is managed by more than one interface, the management services have to be bind to the lowest possible number.	Comment by DTAG3: Taken into B.4.2.2 with adaptation.

Motivation: This ensures that it can be clearly foreseen under which address these management services are reach­ able. In addition, a unique address is important for implementing filters and firewall rules and for checking the authen­ ticity of keys and certificates when using cryptographic procedures to secure management traffic.

For this requirement the following threats are relevant:
· Unauthorized access to the system
· Attacks can go unnoticed
· Attacks motivated and facilitated by information disclosure or visible security weaknesses


+++END OF CHANGES to Annex C (DT’s catalogue) +++

4  New text for Annex B.4.2 “Hardening - Technical Baseline”
+++START OF CHANGES to new Annex B+++
[bookmark: _Toc404333593][bookmark: _Toc404333838][bookmark: _Toc404714146][bookmark: _Toc404966009]
[bookmark: _Toc404333595][bookmark: _Toc404333840][bookmark: _Toc404714148][bookmark: _Toc404966011][bookmark: _Toc404333607][bookmark: _Toc404333852][bookmark: _Toc404714160][bookmark: _Toc404966023]B.4.2 	Technical Baseline 
Editor’s note: relates to clause 6.7/RX-2, 7.3, 7.4, 7.5 and Req.s 3.01-1 through 3.01-5 from DT’s catalogue.  
B.4.2.1 No unnecessary or insecure services / protocols	Comment by DTAG3: Copied from 7.3, with protocols instead of ports
Requirement Name: No unnecessary or insecure services / protocols	Comment by DTAG3: Copied from 7.3, with protocols instead of ports
Requirement Reference: TBA 
Requirement Description: 
MME shall only run protocol handlers and services that are needed for MME operation, and that have no known security vulnerabilities.
Note: Full documentation of required protocols and services of the TOE and their purpose needs to be provided by the vendor as prerequisite for the test case.	Comment by DTAG3: Note added after Jan 2015 SCAS conf call, similar to S3-150023
Threat References: TBA
Security Objective References: TBA
Test Case: TBA
Editor's Note: It needs to be tested in addition that a correct configuration of protocols and services survives a system reboot.	Comment by DTAG3: Part of DT Req 3.01-1 taken as input for test case.

B.4.2.2 Restricted reachability of services	Comment by DTAG3: New short headline
Requirement Name: The TOE shall restrict the reachability of services	Comment by DTAG3: Taken from DT Req 3.01-2 with editorial adaptation.
Requirement Reference: TBA 
Requirement Description: 
The TOE shall restrict the reachability of services so that they can only be reached on interfaces where their usage is required. On interfaces were services are active,  the reachability should be limited to legitimate communication peers. This limitation shall be realized on the system itself (without measures (e.g. firewall) at network side).	Comment by DTAG3: Taken from DT Req 3.01-2
Example: Administrative services (e.g., SSH, HTTPS, RDP) shall be restricted to interfaces in the management network to support separation of management traffic from user traffic. 
Threat References: TBA
Security Objective References: TBA
Test Case: TBA

B.4.2.3 No unused software	Comment by DTAG3: New short headline
Requirement Name: Unused software shall not be installed or shall be uninstalled.	Comment by DTAG3: Copied from DT Req 3.01-3 (must=shall)
Requirement Reference: TBA 
Requirement Description: 
Unused software components or parts of software which are not needed for operation or functionality of the system shall not be installed or shall be deleted after installation. This includes also parts of a software, which will be installed as examples but typically not be used (e.g. default web pages, example databases, test data).	Comment by DTAG3: Copied from DT Req 3.01-3 with editorial adaptations
Threat References: TBA
Security Objective References: TBA
Test Case: TBA

B.4.2.4 No unused functions	Comment by DTAG3: New short headline
Requirement Name: Unused functions of the TOE's software and hardware shall be deactivated.
Requirement Reference: TBA 
Requirement Description: 
During installation of software and hardware often functions will be activated that are not required for operation or function of the system. If unused functions of software can not be deleted or deinstalled individually as required in clause B.4.2.3 of the present document, such functions shall be deactivated in the configuration of the system permanently. Also hardware functions which are not required for operation or function of the system (e.g. unused interfaces) shall be permanently deactivated. Permanently means that they shall not be reactivated again after system reboot.	Comment by DTAG3: Copied from DT Req 3.01-4 with editorial adaptations
Example: a debugging function in software which can be used for troubleshooting shall not be activated during normal operation of the TOE.	Comment by DTAG3: Copied from DT Req 3.01-4 with editorial adaptation
Threat References: TBA
Security Objective References: TBA
Test Case: TBA

B.4.2.5 No unsupported components
Requirement Name: The TOE shall not contain software and hardware components that are no longer supported by their vendor, producer or developer.	Comment by DTAG3: Copied from DT Req 3.01-5 with ed. adaptations.
Requirement Reference: TBA 
Requirement Description: 
The TOE shall not contain software and hardware components that are no longer supported by their vendor, producer or developer, such as components that have reached end-of-life or end-of-support. Excluded are components that have a special support contract. This contract must guarantee the correction of vulnerabilities over components' lifetime.	Comment by DTAG3: Copied from DT Req 3.01-5 with ed. adaptations.
Threat References: TBA
Security Objective References: TBA
Test Case: TBA


+++END OF CHANGES to new Annex B +++


