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Abstract of the contribution:

The present contribution proposes text for clause B.4.3 “Security Requirements related to Hardening - Operating Systems” of the new Annex B on requirements, based on existing requirements in TR 33.806 and in DT’s catalogue. 
It is the intention to eventually add test cases to the new requirements text in Annex B. For now, however, ‘TBA’ has been noted in place of test case details as none of the requiremens from DT’s catalogue has test cases yet and some of the existing test case descriptions in the main body of the TR need improvement. 

1 Introduction
This contribution proposes new requirements text for Annex B.4.3, based on existing requirements in TR 33.806 and in DT’s catalogue.
Section 2 discusses the  Editor's Note in Annex B.4.3. Section 3 lists the existing requirements and proposes in Word comments how they should be addressed. Section 4 contains the new requirements text for Annex B. 
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Annex B.4.3 contains the following Editor's Note which needs to be resolved:
Editor’s note: relates to clause 6.7/RX-2, 7.3, 7.4, 7.5 and Req.s 3.37-3,4, 6,7 from DT’s catalogue.  6.7/RX-2, 7.3, 7.4, 7.5 are present in both B.4.2 and B.4.3. This overlap needs to be addressed.
2.1 Resolution of Editor's Note on overlap with clause B.4.2
The overlap between B.4.2 and B.4.3 can be addressed by the following assignment:
	Requirement
	Description
	Assigned to
	Reason

	6.7/RX-2
	Removal of physical test/debug ports
	(B.4.2)
	No OS relation: baseline requirement. (Only for physically exposed products)

	7.3
	No unnecessary or insecure ports/ services
	B.4.2
	Not all services are part of the OS: baseline requirement.

	7.4
	Services-Interfaces Binding
	B.4.2
	Not only OS-related: could be solved by OS means (e.g. packet filter) or by service-specific configuration. 

	7.5
	IP-Source address spoofing mitigation
	B.4.3
	OS function



2.2 Resolution of Editor's Note on overlap between TR and DT requirements
TR section 7.4, and DT requirements 3.37-3 and 3.01-2 handle the same topic: binding of services to specific interfaces only. The companion contribution S3-150024 proposes to insert this topic into clause B.4.2.
TR section 7.5, and DT requirement 3.37-10 handle the same topic: spoofing mitigation (rp_filter). The topic is merged in the pCR below.

3 Relevant existing requirements for clause B.4.3
The following requirements are related to clause B.4.3, and addressed by the pCR below: 
DT Req 3.37-4: only secure OAM protocols
DT Req 3.37-6: minimised kernel network functions
DT Req 3.37-7: no autostart for removable media
TR clause 7.5 and DT Req 3.37-10: spoofing mitigation
The full text of the affected clauses is copied here even if only part of the clause is relevant. 
+++START OF CHANGES to main body of TR 33.806+++
7.5	IP-Source address spoofing mitigation	Comment by DTAG3: Copied to headline of B.4.3.1
-	Requirement Name: IP-source address spoofing mitigation
-	Requirement Reference: TBD 
-	Requirement Description: 
Rx-1: protection mechanism against IP-source address spoofing attacks shall be enabled. For instance if LINUX is the running O.S. then enable the spoofing prevention built-in function by setting rp_filter to 1.
Editor's Note: it shall be clarified whether all the interfaces should comply with this requirement or whether only particular interface should be impacted. 

-	Threat References: the unique identifiers assigned to the threats the requirement intends to meet.
-	Test Case: 
Test case for Rx-1: 
If LINUX is not the running O.S. then an alternative test case shall be written by the tester.
Test overview:
This test verifies if the spoofing prevention function is enabled, and performs its enabling if disabled
Precondition(s):
· User has sufficient administrative rights to activate spoofing prevention function
Postcondition(s):
· The spoofing prevention mechanism is enabled
Procedure and expected result
	Step
	Direction
	Action
	Expected result

	1
	User → MME
	open command line terminal (clt)
	clt open

	2
	User → clt
	cat /proc/sys/net/ipv4/conf/call/rp_filter
	1



+++END OF CHANGES to main body of TR 33.806+++

+++START OF CHANGES to Annex C (DT’s catalogue) +++


Req 3.37-4	Network based access used for operating system administration must have integrity, be encrypted and securely authenticated.	Comment by DTAG3: This requirement is addressed in clause B.3.3.2.3
Access is only permitted by using secure protocols (e.g., SSHv2, HTTPS, SNMPv3). The administrator must ensure that any network connection between his workstation or a management system and the operating system to be admin­ istrated is securely authenticated, encrypted and protected against tampering.

Motivation: If the administrator transmits changes to the configuration settings via unencrypted or unsecure connec­ tions, there is a risk that unauthorized parties exploit vulnerabilities. Information could be gained (configuration set­ tings, access IDs, etc.) to exploit additional security vulnerabilities.
For this requirement the following threats are relevant:
· Unauthorized access to the system
· Denial of executed activities


 Req 3.37-6	Kernel based network functions not needed for the operation as a server must be deactivated. Routing functions are not needed on a server; consequently the routing function must be disabled. Additionally the answering routine for broadcast ICMP packages must be disabled. Usually this and other network features are already configured correctly out-of-the-box.	Comment by DTAG3: Copied to clause B.4.3.2

Motivation: The routing functions enable misuse scenarios, meaning that an attack can route malicious packets through the server to connected networks.

For this requirement the following threats are relevant:
· Disruption of availability
· Attacks can go unnoticed



	 Req 3.37-7            The automatic launch of applications on removable media must be deactivated.	Comment by DTAG3: Copied to clause B.4.3.3

Removable media such as CD-, DVD-, USB-Sticks or USB-Storage drives shall not automatically start any applications they contain.	Comment by DTAG3: Copied to clause B.4.3.3

Motivation: Automatic application launch could inadvertently launch malware.

For this requirement the following threats are relevant:
· Attacks can go unnoticed


+++NEXT CHANGE+++


	 Req 3.37-10          Systems must not process IP packets which source address is not reachable via the incoming interface.	Comment by DTAG3: Copied to clause B.4.3.1

It is necessary to ensure there are no unneeded default routes which is typically the case for internal systems.

Motivation: In such a case the IP packet comes from an untrusted source (spoofed address) or a routing error exists in the network. In both cases the packet has to be dropped.
	
Implementation example: Use of "Reverse Path Filter" (RPF) which provides this feature.	Comment by DTAG3: Copied to clause B.4.3.1

For this requirement the following threats are relevant:
· Disruption of availability

+++END OF CHANGES to Annex C (DT’s catalogue) +++

4  New text for Annex B.4.3 “Hardening - Operating Systems”
+++START OF CHANGES to new Annex B+++
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Editor’s note: relates to clause 6.7/RX-2, 7.3, 7.4, 7.5 and Req.s 3.37-3,4, 6,7 from DT’s catalogue.  6.7/RX-2, 7.3, 7.4, 7.5 are present in both B.4.2 and B.4.3. This overlap needs to be addressed.
B.4.3.1 IP-Source address spoofing mitigation	Comment by DTAG3: Copied from clause 7.5
Requirement Name: IP-Source address spoofing mitigation
Requirement Reference: TBA 
Requirement Description: 
Systems shall not process IP packets if their source address is not reachable via the incoming interface. Implementation example: Use of "Reverse Path Filter" (RPF) provides this function.	Comment by DTAG3: Copied from DT Req. 3.37.10 with editorial adaptation	Comment by DTAG3: Copied from DT Req. 3.37.10 with editorial adaptation
Threat References: TBA
Security Objective References: TBA
Test Case: TBA

B.4.3.2 Minimised kernel network functions	Comment by DTAG3: New short headline
Requirement Name: Kernel based network functions not needed for the operation of the network element shall be deactivated.	Comment by DTAG3: Copied from DT Req. 3.37-6 with editorial adaptation
Requirement Reference: TBA 
Requirement Description: 
Kernel based network functions not needed for the operation of the network element shall be deactivated. Examples: IP routing functions are not needed on an MME; consequently the routing function shall be disabled. Additionally the answering routine for broadcast ICMP packets shall be disabled.	Comment by DTAG3: Copied from DT Req. 3.37-6 with editorial adaptation
Note: Full documentation of required kernel network functions of the TOE and their purpose needs to be provided by the vendor as prerequisite for the test case.	Comment by DTAG3: Note added after Jan 2015 SCAS conf call
Threat References: TBA
Security Objective References: TBA
Test Case: TBA

B.4.3.2 Automatic launch of removable media	Comment by DTAG3: New short headline
Requirement Name: Automatic launch of removable media 	Comment by DTAG3: New short name
Requirement Reference: TBA 
Requirement Description: 
The operating system shall not automatically launch applications on removable media such as CD-, DVD-, USB-Sticks or USB-Storage drives. If the operating system supports an automatic launch, it shall be deactivated.	Comment by DTAG3: Copied from DT Req. 3.37-7 with editorial adaptations
Threat References: TBA
Security Objective References: TBA
Test Case: TBA

+++END OF CHANGES to new Annex B +++


