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Abstract of the contribution: This contribution identifies the security threats and the security requirements in the architecture proposed in Solution 1 in SA2 TR 23.708 for AESE.
1 Introduction 
3GPP SA2 is working on Architecture Enhancements for Services Capability Exposure (AESE). 

The Service Capability Exposure Function (SCEF) provides a means to securely expose the services and capabilities provided by 3GPP network interfaces to external application providers. The SCEF provides access to network capabilities through homogenous network application programming interfaces (e.g. Network API) defined by OMA, GSMA, and possibly other standardisation bodies. The SCEF abstracts the services from the underlying 3GPP network interfaces and protocols. 

Individual instances of SCEF may vary depending on what service capabilities are exposed and what API features are supported. 

2 Analysis

In SA2 WG meeting #105, SA2 approved S2-143477 and S2-143756 to be incorporated into TS 23.708. 
S2-143477 and S2-143756 proposed an update of the architecture for Solution 1 in section 6.1 in SA2 TR 23.708 as shown in Figure 1 below.

According to S2-143477: 

The Service Capability Exposure Function could be within the control of one operator, or it could be controlled by a business partner e.g. another operator or a 3rd party. The other operator or 3rd party then exposes the network capabilities to applications that can be outside of the control of the operator or 3rd party or within control. What is important is to separate the entities that are outside of the control (i.e. in this case some of the applications). To enable such separation in the architecture, while enabling the possibility for different deployment options a trust domain has to be introduced to emphasize the difference between the entities out of control. The SCEF is always within the trust domain. The trust domain could either be called e.g. “Trust Domain” or “Operator’s trust domain”.
According to section 6.1.1.2 in TR 23.708 v0.3.0:
The trust domain (see figure 6.1.1.2-1) cover entities that are protected by adequate network domain security. The entities and interfaces within the trust domain may all be within one operator’s control, or some may be controlled by a trusted business partner which has a trust relationship with the operator e.g. another operator or a 3rd party. The security requirements for the trust domain are out of scope of this document and are assumed to be within SA3 scope.
SA2 has defined a ‘trust domain’ as described in the text above from S2-143477 and section 6.1.1.2 in TR 23.708, and as shown in Figure 1 below. According to section 6.1.1.3 in TR 23.708 v0.3.0, the SCEF is always within the trust domain. An application can belong to the trust domain or may lie outside the trust domain. 

Even if SA2 is talking about a ‘trust domain’, which seems to be a business related term, it’s the responsibility of SA3 to look at the network security aspects. It’s our understanding that the term ‘trust domain’ as defined in SA2 does not correspond to a Security Domain in SA3.
It has also been identified according to section 6.1.1.3 in TR 23.708 v0.3.0 (see below), that applications operating in a trust domain can also access network entities directly without the need to go through the SCEF: 

· An application can belong to the trust domain or lie outside the trust domain. 

· Applications operating in the trust domain may utilize only a subset of functionalities (eg authentication, authorization etc) provided by the SCEF.
· Applications operating in the trust domain can also access network entities (e.g. PCRF), wherever the required 3GPP interface(s) are made available, directly without the need to go through the SCEF. 

This scenario described in the quote above is not shown in the architecture figure in Figure 6.1.1.2-1 in SA2 TR 23.708 v0.3.0
The figure below (Figure 1) is copied from SA2 TR 23.708 v 0.3.0, and has been enhanced in this paper with the Application connected directly to the Network Entity as described in section 6.1.1.3 in TR 23.708 v 0.3.0. This figure has also been updated in order to identify the interfaces in this architecture that will be further discussed in this paper.
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Figure 1: Service Capability Exposure Architecture 
Four new interfaces have been identified in this new architecture in Figure 1:

· A1: The interface between the SCEF and the 3GPP Network Entity, where the SCEF could be controlled by the 3GPP operator, or controlled by a business partner e.g. another operator or a 3rd party, which is trusted by the 3GPP operator, and within the same trust domain. 
· A2: The interface between the Application and the SCEF. The Application is controlled by a 3rd party. The operator(s) controlling the SCEF and 3GPP Network Entity is/are exposing network capabilities to the application outside of the control of the operator(s).
· A3: The interface between the Application and the SCEF. The Application is controlled by the 3GPP operator, or controlled by a business partner e.g. another operator or a 3rd party, which is trusted by the 3GPP operator, and within the same trust domain. The operator(s) controlling the SCEF and 3GPP Network Entity is/are exposing network capabilities to the Application.
· A4: The interface between the Application and the 3GPP Network Entity, where the Application could be controlled by the 3GPP operator, or controlled by a business partner e.g. by another operator or a 3rd party, which is trusted by the 3GPP operator, and within the same trust domain. The 3GPP operator controlling the 3GPP Network Entity is exposing network capabilities to the Application.

Interfaces A1 and A4 are identified as within 3GPP scope. Interfaces A2 and A3 are identified as NOT within 3GPP scope.
Interface A1:
When the SCEF is controlled by the 3GPP operator or by a business partner e.g. by another operator than the 3GPP operator controlling the Network Entity or by a 3rd party, then the communication on the interface between the SCEF and the 3GPP Network Entity may take place over an insecure link or over a secured link. In case insecure link, the security threats which may occur on this interface are: 

· A malicious SCEF may request network data from a 3GPP Network Entity.

· A SCEF, which is not authorized for getting certain network and/or UE-related data, may request the data illegitimately from a 3GPP Network Entity.

· Attackers can eavesdrop the network data on the interface between the SCEF and a 3GPP Network Entity.

· Attackers can tamper a request message on the interface between the SCEF and a 3GPP Network Entity.

· Attackers can replay a request message on the interface between SCEF and a 3GPP Network Entity.
When the SCEF is controlled by the 3GPP operator or a business partner e.g. by another operator than the 3GPP operator controlling the Network Entity or by a 3rd party, then the following security requirements apply: 

· The 3GPP Network Entity and the SCEF shall be able to mutually authenticate each other.

· The 3GPP Network Entity shall be able to determine whether the SCEF is authorized to send requests for network data from the 3GPP Network Entity.

· The signalling messages between the 3GPP Network Entity and the SCEF shall be integrity protected.
· The signalling messages between the 3GPP Network Entity and the SCEF should be confidentiality protected.
· The signalling messages between the 3GPP Network Entity and the SCEF shall be protected from replays.
· Ensure the privacy of the 3GPP user, in particular the 3GPP private user identity (IMSI/IMPI) shall not be sent outside the 3GPP domain.
Interface A4:
When the Application is controlled by the 3GPP operator or by a business partner e.g. by another operator than the 3GPP operator controlling the 3GPP Network Entity or by a 3rd party, then the communication on the interface between the Application and the 3GPP Network Entity may take place over an insecure link or over a secured link. In case of an insecure link, the security threats described for this interface A4 are the same as described for interface A1.
When the Application is controlled by the 3GPP operator or by a business partner e.g. by another operator than the 3GPP operator controlling the 3GPP Network Entity or by a 3rd party, then the security requirements for this interface A4 are the same as for interface A1.
3 Proposal
It is proposed to add the following pCR to TR 33.889.
4 pCR
***
BEGIN CHANGES
***
5 Architecture Enhancements for Service capability Exposure (AESE)

5.1 Exposure interface Security
5.1.1 General

This section address the architecture proposal for AESE described in solution 1 in SA2 TR 23.708 [x].

The Service Capability Exposure Function (SCEF) provides a means to securely expose the services and capabilities provided by 3GPP network interfaces to external application providers. The SCEF provides access to network capabilities through homogenous network application programming interfaces (e.g. Network API) defined by OMA, GSMA, and possibly other standardisation bodies. The SCEF abstracts the services from the underlying 3GPP network interfaces and protocols. 

Individual instances of SCEF may vary depending on what service capabilities are exposed and what API features are supported. 

The Service Capability Exposure Function (SCEF) could be within the control of the 3GPP operator, or it could be controlled by a business partner e.g. another operator or a 3rd party. The other operator or 3rd party then expose the network capabilities to applications that can be outside of the control of the operator or 3rd party or within control. 

5.1.2 Issue details
SA2 has defined a ‘trust domain’. We depict an enhanced version of the SA2 SCEF architecture in Figure 5.1.2-1. The SCEF is always within the trust domain. An application can belong to the trust domain or may lie outside the trust domain. There is a trust between the operators or 3rd party controlling the entities residing within the same trust domain. The trust domain has been defined in order to separate the entities that are outside of the control (e.g. in this case some of the applications).

Even if SA2 is talking about a ‘trust domain’, which seems to be a business related term, it’s the responsibility of SA3 to look at the network security aspects. It seems that the term ‘trust domain’ as defined in SA2 does not correspond to a Security Domain in SA3.
According to section 6.1.1.3 in TR 23.708 v0.3.0, applications operating in a trust domain can also access network entities directly without the need to go through the SCEF.

The figure below (Figure 5.1.2-1) has been enhanced with the scenario when the Application is connected directly to the Network Entity as described in section 6.1.1.3 in TR 23.708 v 0.3.0. This figure has also been updated in order to identify the interfaces in this architecture that will be further discussed below.
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Figure 5.1.2-1: Service Capability Exposure Architecture
Four new interfaces have been identified in Figure 5.1.2-1:

· A1: The interface between the SCEF and the 3GPP Network Entity, where the SCEF could be controlled by the 3GPP operator, or controlled by a business partner e.g. another operator or a 3rd party, which is trusted by the 3GPP operator, and within the same trust domain. 
· A2: The interface between the Application and the SCEF. The Application is controlled by a 3rd party. The operator(s) controlling the SCEF and 3GPP Network Entity is/are exposing network capabilities to the application outside of the control of the operator(s).

· A3: The interface between the Application and the SCEF. The Application is controlled by the 3GPP operator, or controlled by a business partner e.g. another operator or a 3rd party, which is trusted by the 3GPP operator, and within the same trust domain. The operator(s) controlling the SCEF and 3GPP Network Entity is/are exposing network capabilities to the Application.

· A4: The interface between the Application and the 3GPP Network Entity, where the Application could be controlled by the 3GPP operator, or controlled by a business partner e.g. by another operator or a 3rd party, which is trusted by the 3GPP operator, and within the same trust domain. The 3GPP operator controlling the 3GPP Network Entity is exposing network capabilities to the Application.

Interfaces A1 and A4 are identified as within 3GPP scope. Interfaces A2 and A3 are identified as NOT within 3GPP scope.
5.1.3 Threats
Interface A1:
When the SCEF is controlled by the 3GPP operator or by a business partner e.g. by another operator than the 3GPP operator controlling the Network Entity or by a 3rd party, then the communication on the interface between the SCEF and the 3GPP Network Entity may take place over an insecure link or over a secured link. In case insecure link, the security threats which may occur on this interface are: 

· A malicious SCEF may request network data from a 3GPP Network Entity.

· A SCEF, which is not authorized for getting certain network and/or UE-related data, may request the data illegitimately from a 3GPP Network Entity.

· Attackers can eavesdrop the network data on the interface between the SCEF and a 3GPP Network Entity.

· Attackers can tamper a request message on the interface between the SCEF and a 3GPP Network Entity.

· Attackers can replay a request message on the interface between SCEF and a 3GPP Network Entity.

Interface A4:
When the Application is controlled by the 3GPP operator or by a business partner e.g. by another operator than the 3GPP operator controlling the 3GPP Network Entity or by a 3rd party, then the communication on the interface between the Application and the 3GPP Network Entity may take place over an insecure link or over a secured link. In case of an insecure link, the security threats for this interface A4 are the same as described for interface A1.
5.1.4 Security requirements

Interface A1:
When the SCEF is controlled by the 3GPP operator or a business partner e.g. by another operator than the 3GPP operator controlling the Network Entity or by a 3rd party, and when the link is over insecure link, then the following security requirements apply: 

· The 3GPP Network Entity and the SCEF shall be able to mutually authenticate each other.

· The 3GPP Network Entity shall be able to determine whether the SCEF is authorized to send requests for network data from the 3GPP Network Entity, where authorization shall be per service per UE.
· The signalling messages between the 3GPP Network Entity and the SCEF shall be integrity protected.
· The signalling messages between the 3GPP Network Entity and the SCEF should be confidentiality protected.
· The signalling messages between the 3GPP Network Entity and the SCEF shall be protected from replays.
· Ensure the privacy of the 3GPP user, in particular the 3GPP private user identity (IMSI/IMPI) shall not be sent outside the 3GPP domain.
Interface A4:
When the Application is controlled by the 3GPP operator or by a business partner e.g. by another operator than the 3GPP operator controlling the 3GPP Network Entity or by a 3rd party, then the security requirements for this interface A4 are the same as for interface A1.
***
END OF CHANGES
***
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