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Abstract of the contribution:
The present contribution proposes text for clause B.3.3.3 “Protecting availability and integrity” of the new Annex B on requirements, based on existing requirements in TR 33.806 and in DT’s catalogue. 

The structure of the new Annex B has been presented in an SCAS conference call and is contained in the companion contribution in S3-142445 entitled “Proposed structure for requirements in TR 33.806”.

It is the intention to eventually add test cases to the new requirements text in Annex B. In some cases however ‘TBA’ has been noted where test case details have not been added yet. 

1 Introduction
This contribution proposes to fill a subsection in the new Annex B. The subclause addressed in the present contribution is B.3.3.3 “Protecting availability and integrity”. The structure of the present contribution is as follows: 

Sections 2 and 3 list existing relevant requirements and propose in NOTEs and Word comments how they should be addressed. Section 4 contains the new requirements text for Annex B. 

In more detail: 
· Section 2 begins with a list of the numbers of all requirements from TR 33.806 that were considerd relevant for subclause B.3.3.3. 
· Similarly, section 3 begins with a list of the numbers of all requirements from DT’s catalogue in the new Annex X (cf. companion contribution in S3-142425) that were considered relevant for the subclause B.3.3.3.
· For both, sections 2 and 3, the lists are taken from the structure document in S3-142445. A list is followed by a pCR that adds Word comments and NOTEs to the full text of the requirements from the list. The Word comments and NOTEs in sections 2 and 3 explain how the requirements are addressed by new text in Annex B. Contrary to what was discussed in an SCAS conference call, no existing text copied in sections 2 and 3 is deleted. This is done to allow for maximum transparencey and traceability of decisions.

· The NOTEs will remain visible in subsequent versions of TR 33.806 while the Word comments will remain visible only in an ‘rm’-version of an update of TR 33.806, but not any more in the ‘cl’-version. 

· Section 4 contains a pCR that adds text to subclause B.3.3.3 with Word comments to explain where the text came from. The Word comments will remain visible only in an ‘rm’-version of an update of TR 33.806, but not any more in the ‘cl’-version. In this way, we will always have a clean version of the accepted requirements.

2 Relevant existing requirements from TR 33.806

The current version v0.5.0 of TR 33.806 contains several requirements on protecting data and information, at least partly. These requirements are (identified by clause number): 

6.5, 6.11,6.13.
The full text of the affected clauses is copied here even if only part of the clause is relevant. 

+++START OF CHANGES to main body of TR 33.806+++

6.5 R3 security requirement for T3: Resource exhaustion attacks prevention 
NOTE: Requirements R3-1 & R3-2 are covered by B.3.3.3.1. Test case text is also copied into Annex B 3.3.3.1 
-
Requirement Name: Resource exhaustion attacks prevention
-
Requirement Reference: to be done later
-
Requirement Description: 
1)
R3-1: Method for prevention of signalling congestion method shall be supported by MME
2)
R3-2: The network, e.g. the MME, needs functionality to detect the signalling or misbehaving UE.

-
Threat Reference: T3
-
Test Case: 
1)
Check if MME has supported the NAS signalling congestion prevention.

2)
Check if the network can provide the method to detect the signalling or misbehaving UE. 
Editor's Note: some overload control of MME has been defined in 23.401, yet it needs FFS to see if it cater for this requirements of SAS. 
Note: The requirement R3-1 “Method for prevention of signalling congestion method shall be supported by MME” has been covered in the FRU_RSA in CC in a general way.  
Editor's Note: it is FFS whether the requirements are needed to be mapped CC if CC has
.
6.11 Security requirement for booting only from intended memory devices 
Note: Requirement RX-1 is covered by B.3.3.3.2. Test case text is also copied into Annex B 3.3.3.2
-
Requirement name: secure boot
-
Requirement reference: to be done later
-
Requirement Description: 

1)
RX-1: MME can boot only from the memory devices intended for this purpose.

-
Threat References: other threat: threat on booting from external device
-
Test Case: 
1)
check if MME can boot only from the internal memory;

6.13 Security requirements on MME software package integrity 
Note: Requirements 1 to 4 covered by B.3.3.3.5. Test case text is also copied into Annex B 3.3.3.5
-
Requirement name: MME Software integrity validation
-
Requirement reference: to be done later
-
Requirement Description: 
1)
Software package integrity shall be validated in installation/upgrade stage.
2)
MME shall support software package integrity validation via cryptographic means, e.g. digital signature.
3)
Tampered software shall not be executed if integrity check fails.
4)
There need a security mechanism to guarantee only authorized individuals can initiate and deploy a software update/the software update is originated from verified sources.
-
Security Objective references: SOFTWARE INTEGRITY
· Test case:
1) Test case 2: This test case fulfils requirement 1, partially requirement 2 for software integrity validation and requirement 3. 
· Pre-conditions: The MME is powered on and the tester has privilege to install/upgrade MME with software package. And one legal software package A is available, one illegal software package B which is tamper with from the legal one is available.
· Steps taken to perform the test:

a) The tester logs in MME.

b) The tester uses software package B to perform install/upgrade.

c) The tester uses software package A to perform install/upgrade.
· Expected results:

a) The installation/upgrade operation is failed when
 using software package B.

b) The installation/upgrade operation is successful when 
using software package A.
Editor’s Note: It is FFS test case of requirement 4 and validation of cryptographic means in requirement 2.

+++END OF CHANGES to main body of TR 33.806+++

3 Relevant existing requirements from DT’s catalogue

DT’s catalogue in the new Annex X (cf. companion contribution in S3-142425) contains several requirements on protecting availability and integrity, at least partly. These requirements are (identified by clause number): 

Req.s 3.01-9, 3.01-10, 3.01-11
The full text of the affected clauses is copied here even if only part of the clause is relevant. 

Note: After reviewing the the text in DT requirement 3.01-7 it was deemed that it should be covered under ‘Protecting data and information’  and so it wasn’t included here. 

+++START OF CHANGES to Annex X (DT’s catalogue) +++
Req 3.01-9            The system must be robust against overload situations. 

A system must provide security measures to deal with overload situations. In particular, partial or complete impairment of system availability must be avoided. Potential protective measures include:

• Restricting of available RAM per application

• Restricting of maximum sessions for a Web application

• Defining the maximum size of a dataset

• Restricting CPU resources per process

• Prioritizing processes

• Limiting of amount or size of transactions of an user or from an IP address in a specific time range



Motivation: An attacker can effect systems availability through targeted exploitation of vulnerabilities in resources ad-
ministration. An attacker can, for example, send bulk queries to a Web server and, by doing so, compromise its avail­
ability if the maximum number of permissible Web sessions is not restricted.


For this requirement the following threats are relevant:

• Disruption of availability



Req 3.01-10          If an overload situation cannot be prevented, the system must act in a predictable way. 

A system must be built in this way that it can react on a overload situation in a controlled way. However it is possible that a situation happens where the security measures are not longer sufficient.

In such case it must be ensured that the system cannot reach an undefined and thus potentially insecure state. In an extreme case this means that a controlled system shutdown is preferable to uncontrolled failure of the security func­ tions and thus loss of system protection.



Motivation: With denial-of-service attacks can an attacker try to overload a system to effect its availability or integrity. Unpredictable acting of the system is then a risk for functionality and data and possibly also for other systems.

For this requirement the following threats are relevant:

• Disruption of availability



Req 3.01-11          The system must be robust against unexpected input
. 
During transmission of data to a system it is necessary to validate this before processing. This includes all data which are send to the system. Examples for this are user input, values in arrays and content in protocols. The following typical implementation mistakes must not be done:

• No validation on the lengths of transferred data

• Incorrect assumptions about data formats

• No validation that received data complies with the specification

• Insufficient handling of protocol errors in received data

• Insufficient restriction on recursion when parsing complex data formats

• White listing or escaping for inputs outside the values margin



Motivation: An attacker can try to put a system in an unsecure state through targeted manipulation of transmitted data. The object of such an attack is to compromise the usability, availability or integrity of individual services or of the entire system. For instance a unclean memory handling can lead to a buffer overflow that allows an attacker to execute arbit­ rary code on the effected system.

For this requirement the following threats are relevant:

• Unauthorized access to the system

• Unauthorized use of services or resources

• Disruption of availability


+++END OF CHANGES to Annex X (DT’s catalogue) +++

4  New text for Annex B.3.3.3 “Protecting availability and integrity”

+++START OF CHANGES to new Annex B+++

B.3.3.3 Protecting availability and integrity
B.3.3.3.1 
Resource exhaustion attacks prevention 
-
Requirement Name: Resource exhaustion attacks prevention
-
Requirement Reference: to be done later
-
Requirement Description: 
1) The system must provide security measures to deal with overload situations which may occur as a result of a denial of service attack or during periods of increased traffic.
 In particular, partial or complete impairment of system availability must be avoided. Potential protective measures include:

• Restricting of available RAM per application

• Restricting of maximum sessions for a Web application

• Defining the maximum size of a dataset

• Restricting CPU resources per process

• Prioritizing processes

• Limiting of amount or size of transactions of an user or from an IP address in a specific time range



2)

A 
method for prevention of signalling congestion method shall be supported by MME
3)
The network, e.g. the MME, shall support functionality to detect signalling congestion 
or a misbehaving UE.

-
Threat Reference: T3
-
Test Case: 

1)
Check if MME has supported the NAS signalling congestion prevention.

2)
Check if the network can provide the method to detect the signalling or misbehaving UE. 
Editor's Note: some overload control of MME has been defined in 23.401, yet it needs FFS to see if it cater for this requirements of SAS. 
Editor’s note: it is FFS as to what additional test cases are required for these requirements.
B.3.3.3.2 Boot from intended memory devices only 

-
Requirement name: Boot from intended memory devices
 only
-
Requirement reference: to be done later
-
Requirement Description: 

1)
 The MME can boot only from the memory devices intended for this purpose.

-
Threat References: other threat: threat on booting from external device
-
Test Case: 
1)
check if MME can boot only from the internal memory;

B.3.3.3.3 System handling during overload situations

Requirement Name: System handling during overload situations
Requirement Reference: TBA
Requirement Description: The system must act in a predictable way if an overload situation cannot be prevented. A system must be built in this way that it can react on a overload situation in a controlled way. However it is possible that a situation happens where the security measures are no longer sufficient.

In such case it must be ensured that the system cannot reach an undefined and thus potentially insecure state. In an extreme case this means that a controlled system shutdown is preferable to uncontrolled failure of the security func­ tions and thus loss of system protection.



Editor’s note: The required level of detail is ffs.  

Threat References: TBA
Security Objective references: tba.
Test case:TBA

B3.3.3.4 System robustness against unexpected input.

Requirement Name: System robustness against unexpected input.
Requirement Reference: TBA
Requirement Description: During transmission of data to a system it is necessary to validate input to the MME 
before processing. This includes all data which is sent to the system. Examples of this are user input, values in arrays and content in protocols. The following typical implementation error must be avoided:

• No validation on the lengths of transferred data

• Incorrect assumptions about data formats

• No validation that received data complies with the specification

• Insufficient handling of protocol errors in received data

• Insufficient restriction on recursion when parsing complex data formats

• White listing or escaping for inputs outside the values margin



Editor’s note: The required level of detail is ffs.  
Threat References: TBA
Security Objective references: tba.
Test case:TBA
B.3.3.3.5 MME software package integrity 
-
Requirement name: MME Software integrity validation
-
Requirement reference: to be done later
-
Requirement Description: 
1)
Software package integrity shall be validated in the installation/upgrade stage.
2)
MME shall support software package integrity validation via cryptographic means, e.g. digital signature.
3)
Tampered software shall not be executed if integrity check fails.
4)
A security mechanism is required to guarantee that only authorized individuals can initiate and deploy a software update and that the software update is originated from verified sources.

 Threat References: TBA

-
Security Objective references: SOFTWARE INTEGRITY
· Test case:
1) Test case 2: This test case fulfils requirement 1, partially requirement 2 for software integrity validation and requirement 3. 
· Pre-conditions: The MME is powered on and the tester has privileges to install/upgrade MME with a software package. One legal software package A and one illegal software package B( which has been tampered with) are available.
· Steps taken to perform the test:

d) The tester logs into MME.

e) The tester uses software package B to perform installation/upgrade.

f) The tester uses software package A to perform installation/upgrade.
· Expected results:

c) The installation/upgrade operation fails when
 using software package B.

d) The installation/upgrade operation is successful when 
using software package A.
Editor’s Note: It is FFS test case of requirement 4 and validation of cryptographic means in requirement 2.


+++END OF CHANGES to new Annex B +++

�Text copied into Annex B.3.3.3.1


�Text copied into Annex B.3.3.3.1


�Text copied into Annex B.3.3.3.2


�Text copied into Annex B.3.3.3.2





�grammar: by->when


�grammar: by->when


�Text copied into Annex B.3.3.3.5


�Title not used in B.3.3.3.1. Instead title from TR is used.


�Text copied into B.3.3.3.1


�Text explaining motivation for an attack can be included under the threat description so its not copied to Annex B.


�This requirement should be tagged to a threat in the Denial of Service category. The threat reference in B.3.3.3.1 will cover this.


�Title is changed to make it shorter and more consise in B.3.3.3.3


�Text copied into B.3.3.3.3


�No text from the motivation paragraph has been moved to Annex B.


�To be replaced by threat reference according to template.


�Title copied into B.3.3.3.4 and shortened to make it more consise.


�Text copied into Annex B.3.3.3.4 with some minor editorial changes.


�No text from the motivation paragraph has been moved to Annex B.


�To be replaced by threat reference according to template.


�Removed requirement numbering and redundant text.


�Text added to describe how overload conditions may occur.


�Text copied from 3.01-9


�Removed original numbering scheme


�Minor editorial changes to improve readability


�Added the word ‘congestion’ to improve readability.


�Text copied from 6.5


�Text copied from 6.5


�Modified title to improve readability to make it consistent with other requirements. Removed word ‘Secure’ from title as a result of discussion on contribution.


�Modified name to align with title.


�Removed original numbering scheme.


�Copied from 6.11


�Copied from 6.11.


�Title is shortened from 3.01-10 and slightly altered.


�Taken from 3.01-10  requirement heading and 1st two paragraphs.


�Test case details to be added later


�Title taken from3.01-11 and slightly modified.


�Replaced the word ‘this’ with ‘input to the MME’.


�Text copied from 3.01-11. Minor editorial changes made.


�Text copied from TR –  6.13. Minor editoral changes to improve readability.


�Add “Threat References: TBA” to align with template.


�grammar: by->when


�grammar: by->when


�Text copied from TR –  6.13. Minor editoral changes to improve readability.





