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1. Overall Description:
Currently, for protected one-to-many communications, the receiving UE gets security information (PGK Identity, PTK Identity and Counter) in the PDCP header of the user data packet to process the received data packet.  

SA3 would like to point out that support of confidentiality is mandatory and usage is configurable by the operator for one-to-many communications, based on network operation/policy. If the operator configuration is not to apply confidentiality then the transmitting UE does not apply encryption and the receiving UE does not require any security information from the PDCP header.
SA3 would like to request RAN2 to decide on the security information fields in the PDCP header, when operator configuration is not to apply confidentiality protection for One-to-many ProSe direct communication. SA3 sees reduced header overhead benefit in not transferring the security information in the PDCP header of the user data packet, when confidentiality protection is not applied.
Further SA3 would like to point out, when confidentiality protection is not applied, transferring counter in the PDCP header is not required in order to reduce PDCP header overhead. However, it is up to RAN2 to determine whether to transfer the counter in the PDCP header for other reasons from RAN2 perspective. 
2. Actions:

To RAN2: 
ACTION: SA3 kindly asks RAN2 to take the above consideration in to account and decide on the security information fields in the PDCP header, when confidentiality protection is not applied. Further SA3 requests RAN2 to provide update on RAN2 decision.
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