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Abstract of the contribution:
The present contribution proposes the general approach to follow when moving the existing threats (in  restructured form, when needed) to the new Annex A and proposes a concrete example for the Information Disclosure threat category with a pCR to TR 33.806, under the assumption that TDs S3-142448 and S3-142449 are agreed during SA3#77.
1 Discussion: Guidelines for threats cleanup work
In order to clean the section 5.4.2 of the TR33.806 v0.5.0, according to the proposal described in contributions S3-142448 and S3-142449, it is proposed to adopt the approach described hereafter while moving the existing threats (in  restructured form, when needed) to Annex A. 
· It has been noted that some overlapping exists within the current threats listed in section 5.4.2. For example the threat T1 Threat from the Internal attacks overlaps T5 Security threats on MME management and maintenance interfaces and, in addition, T1 can fit more than one of the categories proposed in S3-142448 (e.g. Spoofing of Identity, Information Disclousure, Tampering of data). Based on this, during the cleanup work, prior moving the threats in the Annex A,  it is proposed to review each existing threat, including check and resolution of possible overlapping.

In particular,when an existing threat would fit to one or more of the new threats categories listed in S3-142448, then it is proposed to split it in atomic threats each of them fitting one of the new categories.
· Among the existing threats there are cases (e.g. 5.4.2.25
 Threat from misuse of too liberal file permissions) where the previous bullet cannot be applied since the threats are already atomic even they match more than one of the new proposed categories (e.g. Tampering of data, Elevation of Privileges, DoS for . 5.4.2.25
 Threat from misuse of too liberal file permissions). In these cases, in order to identify the category it is proposed to consider only the first action that  is supposed to be used by an attacker to exploit the threat in subject. 
· For the T11 Malware and 5.4.2.40
 Threat of man-in-the-middle attack on MME management and maintenance interface  none of the previous bullets can be applied because they cannot be splitted in  atomic threats and several different first action can occur to exploit each of them. Consequenlty it is proposed to assign these specific threats to more than one category (e.g. Tampering of Data, Spoofing Identity),  but with a description that clearly justify this assignment.
It is also proposed to adopt the approach above to possible new threats agreed from SA3#77 onwards.
Note: The concrete proposal hereafter assumes that S3-142448 and S3-142449 are agreed during SA3#77.

2 Concrete Proposal: pCR to TR33.806 (Main body and Annex A, clause A.6)
+++ first change +++

5.4.2.1
T1 Threat from the Internal attacks 

· Threat Name: Unauthorised access by internal user

· Threat Reference: to be done later 

-
Threat Category: DoS, Unauthorized access, Disclousure of information.

-
Threat Description: A malicious employee or his/her co-worker misuses the network access and management authorization to attack MME.

-
Threatened Asset: all critical assets of MME as listed in 5.2, including hardware assets.

-
Threat Relevance: Mitigate.

+++ next change +++
5.4.2.3
T3 Disclosure of sensitive information in the storage
-
Threat Name: Disclosure of sensitive information in the storage-
Threat Reference: to be done later 

-
Threat Category: Disclosure of Information.

-
Threat Description: MME stores some sensitive information (i.e. communication keys (i.e KNASenc, KNASint, KeNB), administrator password). An attacker (insiders or equipment maintainer from the vendor) can use the access authorization to access the sensitive information. The attacker also can access user's sensitive information in clear text via OAM. The attacker can launch further attacks if the sensitive information has been accessed by the attacker. For example, the attacker can use user's keys to tamper or fake signalling. The attacker can also use user's identity and serving eNB's address to locate and track user.
-
Threatened Asset: all critical data stored in the MME as listed in 5.2.

-
Threat Relevance: Mitigate

+++ next change +++

5.4.2.6 
T6 Security threats on MME user account and password management
-
Threat name: Security threats on MME user account and password management
-
Threat Reference: to be done later 
-
Threat Category: Unauthorized access
-
Threat Description: 
One default user password may be provided on MME and may not be modified in time. The attacker can get this password for low clearance level user, even high clearance level user from document or other approach. With the default password, the attacker can access MME, modify configuration and interference the LTE network.
User password may have low level strength, with not enough character numbers, or composed of simple characters. The attacker can get such kind of passwords with fewer attempts by brute force.
The attacker may get a user password, and not be detected by a legal user. In the situation, security threats can be eliminated by modifying passwords. For convenience, the user may perform modification with historical password, known by the attacker, which would bring a security threat.
This means that user password storage is important. The storage should use encryption techniques to avoid information leaking.

The attacker may use brute force to get passwords, which is simply a matter of time.
-
Threatened Asset: User account data and credentials 

-
Threat relevance: mitigate
+++ next change +++
5.4.2.11
T11 Malware
· Threat Name : Malware


· Threat Reference: to be done later 

-
Threat Category: Malware 

-
Threat Description: A malware can perform malicious acts and cause disruption to the operating system or to the applications/services available on the MME. 

· Threatened Asset: all critical asset in the MME as listed in 5.2 except hardware asset.
· Threat Relevance: Mitigate

+++ next change +++
5.4.2.12
T12 Footprinting

-
Threat Name : Footprinting

-
Threat Reference: to be done later 

-
Threat Category: Footprinting
-
Threat Description: MME footprinting can be used by attackers to glean valuable system-level information which can be used to carry on more significant attacks. The type of information potentially revealed by footprinting includes account details, operating system and other software versions, server names etc..

-
Threatened Asset: all critical asset in the MME as listed in 5.2 except hardware asset.

-
Threat Relevance: Mitigate

+++ next change +++
T14 Use of weak cryptographic algorithms
-
Threat Name : Use of weak cryptographic algorithms

-
Threat Reference: to be done later 



-
Threat Category: Weak cryptographic  algorithms
-
Threat Description: Usage of weak cryptographic algorithms for stored or transmitted sensitive information/data can expose them to unauthorized access and tampering.
-
Threatened Asset: all critical asset  in the MME as listed in 5.2 except hardware asset.

-
Threat Relevance: Mitigate.

+++ next change +++

5.4.2.15
T15 Poor key generation
-
Threat Name: Poor key generation
-
Threat Reference: to be done later 

-
Threat Category: Weak Cryptographic  algorithms
-
Threat Description:a poor key generation may help an attacker to discover the key and then read or modify the encrypted data. Attackers can discover a key, for example, if  :
-
It was generated in a non-random fashion (e.g. insecure random generator).

-
It was generated starting from a passphrase containing a low entropy.

-
The generated key length is too short so the time to retrieve the key by means of dictionary attacks is short.
-
Threatened Asset: all critical asset  in the MME as listed in 5.2 except hardware asset.

-
Threat Relevance: Mitigate.

+++ next change +++
5.4.2.16
T16 Poor key management

-
Threat Name: Poor key managment
-
Threat Reference: to be done later 
-
Threat Category: Weak Cryptographic  algorithms
-
Threat Description: a poor key management may help an attacker to discover the key and then read or modify the encrypted data. Attackers can discover the keys  if, for example:
-
A weak key management protocols are used;
-
The keys are stored in an unencrypted file accessible by everyone;
-
The keys are not renewed/updated regularly;
-
The keys which are text strings can be found by looking for all strings in the system;
-
The keys can be found in memory image of running processes;
-
RAM does not loose contents immediately after power-down;
-
RAM can be investigated for keys;
-
The keys are not safely destroyed after their use.
-
Threatened Asset: all critical asset  in the MME as listed in 5.2 except hardware asset.
-
Threat Relevance: Mitigate 

+++ next change +++
A.6 Information disclosure
Editor’s note: The following threats from clause 5.4 are related to this category: 

5.4.2.7 
T7 Privacy threats of User identities
5.4.2.17
T17 Default insecure MME configuration 

5.4.2.25
Threat from misuse of too liberal file permissions
5.4.2.29
Disclosure of information of the MME via insecure network services by the ports
5.4.2.32
Disclosure of information of the MME via unnecessary network services by the ports
5.4.2.35
T35 Security Threats of Logs access

5.4.2.37 
T37 Security Threats of features and functions related to personal privacy

5.4.2.39

Threat of eavesdropping on MME management and maintenance interface data 
5.4.2.40 Threat of man-in-the-middle attack on MME management and maintenance interface
A.6.1 Poor key generation
-
Threat Name: Poor key generation

-
Threat Reference: to be done later 

-
Threat Category: Information Disclosure
-
Threat Description: A poor key generation may help an attacker to discover and disclosure the key and then read or modify the encrypted data. Attackers can discover a key, for example, if :

-
It was generated in a non-random fashion (e.g. insecure random generator).

-
It was generated starting from a passphrase containing a low entropy.

-
The generated key length is too short so the time to retrieve the key by means of dictionary attacks is short.

-
Threatened Asset: all critical asset  in the MME as listed in 5.2 except hardware asset.
-
Attacker: Internal User | External User
· Target:MME Interfaces (i.e. console (e.g. serial and/or usb ports) and network interfaces)
-
Threat Relevance: Mitigate.

A.6.2 Poor key management
-
Threat Name: Poor key managment

-
Threat Reference: to be done later 

-
Threat Category: Information Disclosure
-
Threat Description: A poor key management may help an attacker to discover the key and then read or modify the encrypted data. Attackers can discover the keys  if, for example:
-
A weak key management protocols are used;
-
The keys are stored in an unencrypted file accessible by everyone;
-
The keys are not renewed/updated regularly;
-
The keys which are text strings can be found by looking for all strings in the system;
-
The keys can be found in memory image of running processes;
-
RAM does not loose contents immediately after power-down;
-
RAM can be investigated for keys;
-
The keys are not safely destroyed after their use.
-
Threatened Asset: all critical asset  in the MME as listed in 5.2 except hardware asset.
-
Attacker: Internal User | External User

-
Threat Relevance: Mitigate 

A.6.3 Weak cryptographic algorithms
-
Threat Name : Use of weak cryptographic algorithms

-
Threat Reference: to be done later 



-
Threat Category: Information Disclosure
-
Threat Description: Usage of weak cryptographic algorithms for stored or transmitted sensitive information/data can expose them to be disclosed and eventually tampered.
-
Threatened Asset: all critical asset  in the MME as listed in 5.2 except hardware asset.

-
Attacker: Internal User | External User
-
Threat Relevance: Mitigate.

A.6.4 Insecure Data Storage

· Threat name: Insecure Data Storage

· Threat Reference: to be done later 

· Threat Category: Information Disclosure
· Threat Description: MME stores locally sensitive data (e.g. communication keys (i.e KNASenc, KNASint, KeNB), passwords). An attacker can retrieve these data if they have been stored in an insecure way (e.g. clear text, unsalted hashes). 
· Attacker: Insider User | External User

· Threatened Asset: Any sensitive data stored locally to the MME 

· Threat relevance: Mitigate
A.6.5 System Fingerprinting
-
Threat Name : System Footprinting

-
Threat Reference: to be done later 

-
Threat Category: Information Disclosure

-
Threat Description: The MME could potentially disclouse information about account details, operating system version and/or other software versions, server names and so on. That can be used by an attacker to perform other attacks.

-
Threatened Asset: all critical asset in the MME as listed in 5.2 except hardware asset.
· Attacker: External User
-
Threat Relevance: Mitigate
A.6.6 Malware
-
Threat Name : Malware
-
Threat Reference: to be done later 



-
Threat Category: Information Disclosure
-
Threat Description: A malware installed on MME can access to all the sensitive data stored locally to the MME (e.g. accounts, keys, user data) .
-
Threatened Asset: all critical asset  in the MME as listed in 5.2 except hardware asset.

-
Attacker: External User
-
Threat Relevance: Mitigate.
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