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Abstract of the contribution: This contribution discusses security issues related to UE-to-Network Relaying.
1 Introduction
UE-to-network relaying allows ProSe-enabled UE to reach the network via the relay node when UE is otherwise out of network coverage. In this case, the UE-to-network relaying node may be acting as another ProSe-enabled UE or an eNB to the ProSe-enabled UE to provide control plane and user plane for ProSe Direct Discovery, 
3 Proposal
It is kindly proposed to add the following PCR into the TR33.833.
********************************Start the First Change****************************************

5.X
Key Issues for UE-to-Network Relays
5.X.1
Key issue details
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Figure 5.X-1: ProSe UE-to-Network Relay

A remote ProSe-enabled public safety UE communicates with UE-to-Network relay via PC5 interface when the remote UE is out of network coverage. When the ProSe-enabled UE acts as the relay, it needs to establish secure connection with the network via Uu interface. In this case, the key issues, security threats, and security requirements in clause 5.4.3 apply. The security mechanisms defined in TS 33.401 Annex D should be used as much as possible and whenever applicable. However, since the UE-to-Network relay may not have the full functionality of a traditional RN node, how much of the security mechanisms can be re-used depend on the capabilities and funcationalities available in the UE-to-Network relay, among other things, such as:
· Security credential used in the UE-to-Network relay for establishing secure connection with the eNB (e.g. certificate, PSK)

· Whether the UE-to-Network relay need to communicate with the OAM

· The security protocol between  the UE-to-Network relay and eNB (e.g. IPsec, TLS)

· Key exchange and agreement between UE-to-Network relay and eNB
· Editor’s Note: Whether the above issues apply depend on SA2 clarification of the capabilities and functionalities of the UE-to-Network relay.
*********************************End of the First change****************************************
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