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1 Introduction
This contribution aims proposes a way forward  to address the following Editor's Note related to Unix-specific requirements in the new requirements structure presented in S3-142558:
Editor’s note: It was questioned whether this level of requirements should be contained here at all, ffs.  
In addition 3 examples of how Unix-specific requirements could be abstracted to a higher level are included in section 3. below
3 2 Unix-specific requirements in the DT list and in the DT's requirements compared to current MME SCAS requirements
The following table is an excerpt of Unix-specific requirements from S3-142558, with Unix-specific requirements added from the TR that have no matching DT requirement in S3-142425. For each requirement, the comment indicates if it can be generalised to be applicable also to non-Unix OSes, without losing essential parts.
The assessment and recommendation is indicated by colors:

	DT requirement short form
	Related TR 33.806 v. 0.5.0 section and/or requirement
	Comment

	Req 3.21-1 Functions not needed for the operation of a server system must be deactivated.
	-
	Can be replaced by dropped, covered by Req 3.37-6

	Req 3.21-3 If available, the function for “rp_filter” (reverse path filter) or the corresponding function of the utilized distribution must be enabled. Likewise, “strict destination multihoming” must be enabled.
	7.5	IP-Source address spoofing mitigation
	Can be replaced dropped, covered by Req 3.37-10

	Req 3.21-4 Support for Trusted Hosts must be disabled.
	-
	GeneralizedIs already generalized in the TR: no "authentication" by source IP address. BUT: practical problem in Unix history. Explicit requirement may help but not strictly needed.

	Req 3.21-5 Protection from buffer overflows must be enabled.
	-
	Can be generalized

	Req 3.21-7	Passwords that are stored on the system must be stored in such a way that unauthorized persons cannot access them.
	6.4 R2 security requirement for T2: Sensitive information storage security - R2-1, R2-3 
6.8 	Security requirements on MME user account and password management - R7-2 d)
	Can be generalized

	Req 3.21-8 The path variable of all accounts must not contain the current directory “.”.
	7.1	Root level access settings - RX-2
	Can be generalizedUnix-specific. Essenstial?

	Req 3.21-9	Configuration files read by processes with root permissions, executable files executed with root permissions (e.g. via cron, "init"-scripts etc.) and directories containing these files must be protected in such a way, that only root users can change these files.
	7.1	Root level access settings - RX-3
7.2	File system rights - RX-2
	Can be generalized

	Req 3.21-11 All processes must be started with the minimal necessary permissions.
	<5.4.2.13	T13 Over-privileged processes/services> mentioned but not covered by requirement.
6.3 	R1 security requirement for T1: Internal attacks prevention - R1-4
6.6		Security requirements on MME console interface - R-2
	Can be generalized

	Req 3.21-13 The mount points for external data storage media which can be mounted by users without root permissions must be assigned the options “nodev” and “nosuid”.
	-
	Can be generalizedUnix-specific

	Req 3.21-16 Each system account must have a unique (numerical) UID.
	-
	Unix-specific. Essential? 

	(Req 3.21-10)
	7.1 RX-1 The umask for root is highly restricted.
	Unix-specific. Essential? Was deselected for MME from DT's list because root working on command line is a rare use case on MME.

	-
	7.1 RX-4 Root is only allowed to log on via console, not by the network.
	Unix-specific. Could be generalized but might not be possible in other OS.

	-
	7.2 RX-1: Sticky bit is set on all directories where all users have write permissions
	Unix-specific. Could be generalized but might not be possible in other OS.

	(Req 3.21-12)
	7.2 RX-2: The number of SUID- and SGID set files are minimized and have not write permissions for any user beside the owner.
	Unix-specific. Could be generalized, but other OS might have different concepts (e.g. "run as"). Was deselected for MME from DT's list because TR requirement is more realistic (minimized instead of none).Can be generalized



3. Examples of how Unix-specific requirements could be abstracted to a higher level

Example 1: Req 3.21-13 The mount points for external data storage media which can be mounted by users without root permissions must be assigned the options “nodev” and “nosuid”.
In Linux systems, administrators shall set the options nodev and nosuid in the /etc/fstab for all filesystems, which also have the “user” option.
Proposed abstracted requirement
The MME shall ensure that users, that don’t have appropriate level of privileges,  are not allowed access to external data storage mediums. 
Without this control malware or unauthorized software residing on the external device may be allowed  to execute.

For example, on Linux based systems the mount points for external data storage media which can be mounted by users without root permissions must be assigned the options “nodev” and “nosuid”.
Example 2: 
Req 3.21-8 (DT catalog) The path variable of all accounts must not contain the current directory “.”.   OR Req 7.1	(TR) Root level access settings - RX-2 : “The ”.” does not exist in the search path for root.”
Additional text in DT Req. 3.21-8 :” System commands have to be started based on a relative or absolute path or can be found in the current PATH variable.
Proposed abstracted requirement

The MME shall ensure that software code may only be executed from specified locations within the MME software file system. 

For example, on Linux based systems the  path variable of all accounts must not contain the current directory “.”.   System commands have to be started based on a relative or absolute path or can be found in the current PATH variable. Malicious / unwanted code may be executed based on the fact, that the user is e. g. in /temp directory containing malicious codes.

Example 3: 
7.2 RX-2: The number of SUID- and SGID set files are minimized and have not write permissions for any user beside the owner.
Proposed abstracted requirement
The MME OS shall minimize ability of users to run software with elevated privileges. 

For example, on Unix based systems,.this requirements is met when the number of SUID- and SGID set files are minimized and have no write permissions for any user beside the owner.

3 4 Proposal
It is proposed to FFS that SA3 agrees the following way to handle Unix-specific requirements in the SCAS: 
1) Unix requirements are generalized so that they are applicable also for other OS. 
2) Examples of how the requirement can be met in Unix may be added below the requirement. 
3) If a Unix requirement can not be generalized, it can only be added to Annex B of the TR if it is agreed by SA3 on a case-by-case basis.
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