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1. Overall Description:

SA3 thanks ITU-T SG17 for the LS COM 17– LS147– E, on technologies involved in countering voice spam in telecommunication organizations. 

On the request to SA3 on any recent activities in 3GPP SA3 regarding technologies involved in countering voice spam in telecommunication organizations, we would like to point out that SA3 did conclude a study report on Spoofed Calls, TR 33.831 (http://www.3gpp.org/DynaReport/33831.htm). 
In this TR, SA3 analyzed and identified about nine spoofed call scenarios and identified security requirements and potential solutions for detecting them. It seems practically infeasible to provide a solution that requires modifications to the Signalling System 7 (SS7). But the solutions in the TR can be done without modifications to existing standards. 
In addition, there are two new 3GPP studies in progress based on the latest work in the IETF Stir working group revisiting the voice call spam issue by focusing the security function on authenticating caller identification information only at the terminating network. One study being developed in 3GPP SA1, TR 22.898, is looking at the user control of calls detected (or not detected) as spoofed calls by the terminating network.  This SA1 study is expected to be completed in March 2015.  SA3 has just begun a new study to consider what is required to support the capabilities to authenticate the caller information in SIP signalling by the terminating network. This SA3 study being developed in TR 33.832 is expected to be completed in June 2015.
2. Actions:

To: ITU-T SG 17.

ACTION: 
SA3 kindly asks ITU-T SG17 to take the above information into account.
3. Date of Next TSG-SA WG3 Meetings:

TSG-SA WG3 Meeting #78
26 - 30 Jan 2015 Sorrento, Italy
TSG-SA WG3 Meeting #79
20 - 24 Apr 2015 Nanjing, China
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