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Abstract of the contribution:

The present contribution contains a proposal for a new structure for capturing the requirements. Guiding principles for the re-structuring are given in section 1 and a pCR implementing the new structure in a new Annex B to TR 33.806 can be found in section 2.
In a companion contribution, we provide a proposal how to use the new structure. The proposal for a new structure can be agreed independently of this second proposal.
The present contribution was updated from S3-142445 to S3-142558 to align with S3-142557 (update of 2426) “Comparison of DT security requirements with requirements in TR 33.806”. S3-142445 contained no revisions in the new Annex B; the revisions in the new Annex B in the present contribution show the differences to S3-142445 for the benefit of the reader. There are also a few Word comments explaining the revisions that need to be removed before implementing the pCR.  

1 Guiding principles for the re-structuring
It was discussed in the SCAS conference call on 29 October 2014 that a re-structuring of the clauses in TR 33.806 that contain requirements would be beneficial. As a result of this discussion, we propose the following: 
· The requirements in TR 33.806 are currently subdivided into functional requirements (clause 6), hardening requirements (clause 7), and Basic Vulnerability Testing requirements (clause 9). This top level structure should be kept. Each of these clauses should then obtain a substructure that follows the structure of the catalogue of security requirements provided by Deutsche Telekom in S3-142033 and, in a cleaned-up form, in S3-142425. 
· In order to ease the re-structuring work from an editorial point of view, it is proposed to include the re-structured requirements clauses in a new Annex B to TR 33.806. (A new Annex A is intended for threats.) This has the advantage that the work on the content can be decoupled from the work on re-structuring. 
· A detailed structure for the new Annex B is contained in section 2 of the present contribution. 
· For each subclause of the new Annex B, we indicate in section 2 of the present contribution which of the requirements from the current version of TR 33.806 as well as from DT’s catalogue have a relation with this subclause. These indications are just placeholders, they imply no decisions. 
It was also suggested in the SCAS conference call on 29 October 2014 that the objectives could be used to give a concise overview of requirements, as is e.g. done in NIAP NDPP. The objectives in the main body could be left as they are for the moment and could be re-written,if needed, and included in Annex B once the requirements are stable, with this role in mind.
· We therefore also include a clause on objectives in the new Annex B that can remain empty until the requirements are stable. 
2 Proposed Structure
All text in this pCR is new; hence no revision marks are used. 
+++START OF pCR+++
[bookmark: _Toc388959155][bookmark: _Toc397964325][bookmark: _Toc398818456]Annex B: Re-structured requirements
B.1 Introduction
Editor’s note: more tba, some text explaining the structure and how to use it in relation to the requirements in the main body is needed. It is clear that there is a lot of overlap among existing requirements in the main body of the TR and with DT requirements, look e.g. at B.3.3.4 Authentication and authorization; these overlaps need to be addressed before moving text to Annex B. 
B.2 Objectives
Editor’s note: Objectives could be used to give a concise overview of the requirements. This subclause can remain empty until the requirements in the present Annex are stable.
B.3 Security Functional Requirements (SFRs)
B.3.1 Introduction
Editor’s note: tba
B.3.2 SFRs deriving from 3GPP specifications
Editor’s note: relates to clause 6.2, no equivalent in DT’s catalogue. Overlap with section B.3.3 should be avoided. 
B.3.3 Technical Baseline 
B.3.3.1 Introduction
B.3.3.2 Protecting data and information
Editor’s note: relates to clause 6.4, 6.7/RX-1, 6.8/R 7-2d), 6.9, 7.6 and Req.s 3.01-7, 3.01-8 from DT’s catalogue.  
Editor’s note: clause 7.6 seems like a functional requirement and should not be under hardening.  
B.3.3.3 Protecting availability and integrity
Editor’s note: relates to clause 6.5, 6.11, 6.13 and Req.s 3.01-9 through 3.01-11 from DT’s catalogue.  
B.3.3.4 Authentication and authorization
Editor’s note: relates to clause 6.3, 6.6, 6.7, 6.8, 6.10, Req.s 3.01-12 through 3.01-19, and Req.s 3.01-23 through 3.01-26 from DT’s catalogue.  It is ffs whether and how 3.01-15 and 3.01-19 should be included. They seem to more address policy topics. They could be turned into  "system must support to do this" requirements (3GPP way for handling operator options).
B.3.3.5 Protecting sessions
Editor’s note: relates to clause 6.7 and Req.s 3.01-20 through 3.01-22 from DT’s catalogue.  
B.3.3.6 Logging
Editor’s note: relates to clause 6.3, 6.6, 6.12 and Req.s 3.01-27 through 3.01-28 from DT’s catalogue.  
B.3.3.7 Personal privacy related features and functions
Editor’s note: relates to clause 6.14, no equivalent in DT’s catalogue.  
B.3.4 Operating Systems
B.3.4.1 Protection of Data and Information	Comment by Deutsche Telekom AG: 3.37-8 not deemed relevant for the SCAS because it refers to DT building security.
Editor’s note: relates to Req 3.37-8 in DT’s catalogue, no equivalent in main body of TR.  
B.3.4.12 Availability and Integrity
Editor’s note: relates to clause 7.5 and Req.s 3.37-9 through 3.37-12 in DT’s catalogue, no equivalent in main body of TR.  
B.3.4.23 Authentication and Authorization
Editor’s note: relates to Req 3.37-143 through 3.37-15 in DT’s catalogue, no equivalent in main body of TR. It is ffs whether and how 3.37-14 should be included. It seems to more address policy topics. It could be turned into a "system must support to do this" requirement (3GPP way for handling operator options). 
B.3.5 UNIX
Editor’s note: It was questioned whether this level of requirements should be contained here at all, ffs.  
B.3.5.1 Authentication and Authorization
Editor’s note: relates to Req 3.3721-16 in DT’s catalogue, no equivalent in main body of TR.  
B.3.6 Web Servers
B.3.6.1 Installation 
Editor’s note: relates to Req 3.03-3 in DT’s catalogue, no equivalent in main body of TR. 
B.3.6.12 HTTPS
Editor’s note: relates to Req 3.03-21, 22, 24 in DT’s catalogue, no equivalent in main body of TR.  
B.3.6.23 Logging
Editor’s note: relates to Req 3.03-25 in DT’s catalogue, no equivalent in main body of TR.  
B.3.7 Network Devices
B.3.7.1 Protection of Data and Information
Editor’s note: relates to clause 6.7 and Req 3.42-7 from DT’s catalogue.  
B.3.7.2 Protecting availability and integrity
Editor’s note: relates to Req 3.42-15 in DT’s catalogue, no equivalent in main body of TR.  
B.3.7.3 Logging
Editor’s note: relates to clause 6.3/R1-2, R1-3, R1-5, clause 6.6/R-3 and clause 6.12 and Req 3.42-17 in DT’s catalogue.  
B.4 Security Requirements related to Hardening
B.4.1 Introduction
Editor’s note: tba
B.4.2 Technical Baseline 
Editor’s note: relates to clause 6.7/RX-2, 7.3, 7.4, 7.5 and Req.s 3.01-1 through 3.01-5 from DT’s catalogue.  
B.4.3 Operating Systems
Editor’s note: relates to clause 6.7/RX-2, 7.3, 7.4, 7.5 and Req.s 3.37-13,4, 6,7 through 3.37-7 from DT’s catalogue.  6.7/RX-2, 7.3, 7.4, 7.5 are present in both B.4.2 and B.4.3. This overlap needs to be addressed.	Comment by gh141113: 3.37-1,2,5 not present in DT's S3-142425
B.4.4 UNIX
Editor’s note: It was questioned whether this level of requirements should be contained here at all, ffs.  
Editor’s note: relates to clause 7.1, 7.2, 7.5 and Req.s 3.21-1, 3, 4, 5, 7, 8, 9,11,13 from DT’s catalogue.  
B.4.5 Web Servers
Editor’s note: relates to Req 3.03-3, 4, 5, 7, 8, 9, 12,13, 15, 16, 17, 18,20  in DT’s catalogue, no equivalent in main body of TR.  	Comment by gh141113: moved from B.3.6.1
B.4.6 Network Devices
Editor’s note: relates to clause 7.3, 7.4, 7.5 and Req.s 3.42-1,3,4,5,6 from DT’s catalogue.  
B.5 Basic Vulnerability Testing (BVT) requirements
Editor’s note: Relates to clause 9. Test cases for hardening requirements may give additional requirement-specific guidelines for configuration of BVT tools. 
B.5.1 Introduction
Editor’s note: tba
B.5.2 Port Scanning
Editor’s note: relates to clause 9.2.  
B.5.3 Vulnerability Scanning
Editor’s note: relates to clause 9.3 and Req 3.01-6 from DT’s catalogue.  
B.5.4 Robustness and fuzz testing
Editor’s note: relates to clause 9.4.  and Req.s 3.01-11 and 3.42-15 from DT’s catalogue, which are also present in B.3.3.3 and B.3.7.2; the impact of these MME requirements on the testing requirements should be taken into account. 
+++END OF pCR+++
3 Proposal 
It is proposed to agree the pCR in section 2. 


