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1
Opening of the Meeting

Anand Prasad (NEC) welcomed the participants to SA3#76 and thanked ETSI for the hosting.

He announced that this meeting would be the closure of Rel-12 and start of work for Rel-13.

The Chairman announced:

"The attention of the delegates to the meeting was drawn to the fact that 3GPP activities were subject to antitrust and competition laws and that compliance with said laws was therefore required by any participant of the meeting, including the Chairman and Vice-Chairmen and were invited to seek any clarification needed with their legal counsel. The present meeting would be conducted with strict impartiality and in the interests of 3GPP. Delegates were reminded that timely submission of work items in advance of TSG/WG meetings was important to allow for full and fair consideration of such matters.

2
Approval of Agenda and Meeting Objectives

S3-142000
Agenda





Source: WG Chairman

Abstract: 

-

Decision: 

The document was approved.



3
IPR Reminder

The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

    to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP.

    to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Information Statement and the Licensing declaration forms

4
Meeting Reports

ETSI SAGE: there are a couple of contributions to this meeting.

3GPP2: Qualcomm said that it is mainly maintenance work, a Softbank requirement on extension of HARPD for satellite band (RAN extensions). Security work is biding devices with subscriptions. No active WIs in Security, just conference calls. F2F meeting in December.

Next year will be mainly electronic meetings on maintenance.

TCG: S3-142041details the status of TCG.

The Chairman gave an update on ETSI TC Cyber: it was the very first meeting, where 10 proposals for Work Items were presented but not agreed. Nokia Networks commented that two of them may overlap with SA3 (security assurance and NFV). The interest is to minimize overlap with 3GPP.

Huawei asked if a LS could be sent to point out the overlap with our work, but the Chairman commented that it is still in very early stage and there is no approved official Work Item yet.

BT was interested in NFV work since there is an existing ISG NFV already, there is a certain inconsistency.

Nokia commented that people are waiting for results in ETSI NFV before starting standardization work.

Huawei: consideration of overlap is premature.

4.1
Approval of the Report from SA3 #75

S3-142003
Report from last SA3 meeting





Source: ETSI Secretariat

Abstract: 

-

Discussion: 

China Mobile have brought contributions for SPOOF, so the action item on TR 33.831 is closed.

Decision: 

The document was approved.



4.2
Report from SA #64

S3-142001
Report from last SA meeting





Source: WG Chairman

Abstract: 

-

Discussion: 

A reminder for delegates: please use meaningful titles for CRs avoiding terms like "correction on clause XYZ".

The title should describe the nature of the change.

Also, do not mention the spec in the CR title.

Decision: 

The document was noted.



4.3
Report from SA3-LI 

Notes to be sent by Alex (BT).

Revised WID on LI13 is on the mailing list to be checked by SA3:SA3LI14_125r1.

S3-142250
Editorial Correction to the insertion of VoIP HI3 Text





33.108
  CR-0228  rev 1 (Rel-12) v12.5.0





Source: SWG Chairman

Discussion: 

Revision of a LI CR that had a coding error.

Decision: 

The document was agreed.



5
Items for early consideration

6
Reports and Liaisons from other Groups

The Chairman gave a brief report on the activities in ETSI TC Cyber:

ETSI TC-CYBER#1: 27 – 28 May, 2014, Sophia Antipolis, France

Purpose: Center point of cyber security activity inside and outside ETSI

Other aspects:

Initial working period of 2 years

Follows normal ETSI procedures

Activities:

Cyber Security

Security of infrastructures, devices, services and protocols

Security advice, guidance and operational security requirements

Security tools and techniques to ensure security

Creation of security specifications

Leadership: 

Chairman: Charles Brookson (Zeata Security Ltd) 

Vice-Chairman: Jean-Pierre Quemard (Cassidian) and Mike Seewald (Cisco)

Participants: Over 60 from various industries.

Future meetings:

CYBER#2
15-16 Oct 2014    ETSI (Amphi Athena)

CYBER#3
03-04 Feb 2015   CEN/CENELEC (Bruxelles) (TBC)

CYBER#4
3-5 June 2015       ETSI

10th Security Workshop
1-3 June 2015 
ETSI

Work items proposed:

Several ideas for work item were presented as possible topics TC-Cyber could work on. Next meeting we expect more detailed WID proposals.

S3-142007
Reply LS on Clarification for Sync Failure during initial IMS registration





Source: C1-143309

Abstract: 

-

Decision: 

The document was noted.



S3-142009
Reply to LS on Maintenance of I-WLAN Solution (SP-140089 /C6-140255)





Source: C6-140294

Abstract: 

-

Decision: 

The document was noted.



S3-142011
Reply LS on Maintenance of I-WLAN Solution





Source: CP-1400457

Abstract: 

-

Decision: 

The document was noted.



S3-142012
LS on Study Item for Low Throughput Internet of Things





Source: GP-140429

Abstract: 

-

Discussion: 

ALU queried that SA3 is using MTC features from SA2 architecture. Is the GERAN architecture different or the same? Do we need a separate WID for this in SA3?

BT agreed with ALU.

VF clarified is about enhancing GERAN to accommodate these new features.

ALU: let's wait and see, they don't know if they will need our support.

VF hasn't had time to discuss this with the different companies that support this WID.

The Chairman proposed that VF should discuss this offline and come back during the meeting.

Decision: 

The document was noted.



S3-142019
Reply LS on Clarification for Sync Failure during initial IMS registration





Source: R5-143217

Abstract: 

-

Discussion: 

NTT-DoCoMo: new values have to be different from the previous ones or resent again? The term is "fresh" in Security.

Nokia Networks: they have to be different.

Decision: 

The document was noted.



S3-142023
Maintenance of I-WLAN specification





Source: S2-142202

Abstract: 

-

Decision: 

The document was noted.



S3-142027
Reply LS on Maintenance of I-WLAN Solution





Source: S5-143431

Abstract: 

-

Decision: 

The document was noted.



S3-142028
Reply LS on Maintenance of I-WLAN Solution





Source: SP-140397

Abstract: 

-

Discussion: 

Ericsson: we can refer to I-WLAN specs, but we should mark that some parts are not to be maintained.

Nokia Networks: should we distinguish between those parts that are maintained and those parts that are not?

The risk is that you may overlook a reference from the non maintained to the maintained parts and that would lead to inconsistencies.

Ericsson: What does maintenance mean? 33.402 is referring to some parts. Identity management is referred to, explicitly. 

Gemalto: there are other specifications referring to this one, not only 33.402.

The Chairman proposed not to mark anything, but every time there is a CR on 33.234 we should check if it is referring to HeNodeB or not.

Nokia Networks proposed to add a Note as a reminder for the new purpose of the TS.

This was to be discussed offline. A CR was proposed in S3-142246.

Decision: 

The document was noted.



S3-142029
LS on ICT counterfeiting





Source: ITU-T SG11

Abstract: 

-

Discussion: 

BT considered to be an issue for GSMA.

Nokia Networks: 3GPP UE has IMEI, so it could be mandated.

BT(Alex): IMEI is mandatory in 3GPP Specs. Nothing in the network mandates you to have an IMEI, though. This is a consequence of people producing things that are out of our control.

Maybe CT  respond since they have the spec where IMEI is defined.

Decision: 

The document was noted.



S3-142246
Adding a Note on new purpose of specification





33.234
  CR-0123  (Rel-12) v12.0.0





Source: Ericsson

Decision: 

The document was agreed.



S3-142293
Reply LS on Clarification for Sync Failure during initial IMS registration





Source: R5-144760

Decision: 

The document was noted.



S3-142348
LS on Security Framework for Cellular IoT





Source: GP-140717

Discussion: 

Ericsson commented that some input from GERAN would be needed to start our work. It was decided to postpone the LS response for next meeting.

Decision: 

The document was postponed.



6.1
3GPP Working Groups

6.2
IETF

6.3
ETSI SAGE

6.4
GSMA

6.5
3GPP2

6.6
OMA

6.7
TCG

S3-142041
TCG progress report in the areas of TMS





n/a v..





Source: Interdigital

Abstract: 

This contribution provides a brief summary of the progress in TCG Trusted Mobility Solutions (TMS) WG

Decision: 

The document was noted.



6.8
oneM2M

6.9
Other Groups

7
Work Areas

7.1
IP Multimedia Subsystem (IMS) Security

7.1.1
Media Plane Security

7.1.1.1
Study on Extended IMS media plane security features

7.1.1.2
Extended IMS media plane security features

S3-142189
Editorial correction of reference to non-existing Annex Y





33.328
  CR-0062  (Rel-12) v12.7.0





Source: Nokia Corporation, Nokia Networks

Abstract: 

-

Decision: 

The document was agreed.



7.1.2
 Security Aspects of Web Real Time Communication (WebRTC) Access to IMS

S3-142141
Updated WID for WebRTC





Source: Ericsson

Abstract: 

-

Discussion: 

Telecom Italia: If we remove LI, there may be a risk that it won't be treated anywhere.

BT: contributions are welcome if they want to address it.

Ericsson: no problem with having it back. Revised to re-introduce the LI issues.

Decision: 

The document was revised to S3-142282.



S3-142282
Updated WID for WebRTC





Source: Ericsson

(Replaces S3-142141)

Decision: 

The document was agreed.



S3-142142
Skeleton for new WebRTC TR





Source: Ericsson

Abstract: 

-

Decision: 

The document was approved.



S3-142086
[WebRTC] R13 Scope





Source: China Mobile, Huawei

Abstract: 

-

Discussion: 

Telecom Italia: the only possible work on Rel-12 is corrections. The spec should treat Rel-13 issues. Nokia agreed.

The last point was removed.

Decision: 

The document was revised to S3-142283.



S3-142283
[WebRTC] R13 Scope





Source: China Mobile, Huawei

(Replaces S3-142086)

Decision: 

The document was approved.



S3-142081
pCR to TR 33.871 - Mapping OAuth 2.0 roles to IMS WebRTC





TR 33.871 v..





Source: Alcatel-Lucent

Abstract: 

Mapping OAuth 2.0 roles to 3GPP IMS WebRTC Architecture

Discussion: 

Telecom Italia agreed with the contribution.

Offline discussions were needed addressing concerns from China Mobile.

Decision: 

The document was revised to S3-142284.



S3-142284
pCR to TR 33.871 - Mapping OAuth 2.0 roles to IMS WebRTC





TR 33.871 v..





Source: Alcatel-Lucent

(Replaces S3-142081)

Decision: 

The document was approved.



S3-142082
pCR to TR 33.871 - Using OAuth2.0 Implicit grant to authenticate the IMS subscriber





TR 33.871 v..





Source: Alcatel-Lucent

Abstract: 

Using OAuth 2.0 Implicit grant based flow to authenticate the IMS subscriber

Discussion: 

China Mobile suggested to add a note in step 2 about how the user authenticate signalling can be protected for further study.

Nokia Networks suggested text on the precondition that the user will have an account that will be authenticated in step 2.

Decision: 

The document was revised to S3-142285.



S3-142285
pCR to TR 33.871 - Using OAuth2.0 Implicit grant to authenticate the IMS subscriber





TR 33.871 v..





Source: Alcatel-Lucent

(Replaces S3-142082)

Decision: 

The document was approved.



S3-142164
[WebRTC] Editor's Notes in WIC authentication with IMS AKA





Source: Gemalto

Abstract: 

WebRTC IMS Client Authentication with use of IMS AKA: editor's notes

Decision: 

The document was noted.



S3-142165
CR to 33.203: WIC authentication with IMS AKA





33.203
  CR-0224  (Rel-12) v12.6.0





Source: Gemalto

Abstract: 

Details on WIC authentication with the use of IMS AKA

Discussion: 

Revised to address comments from Nokia Networks (mentioning 33.220 for KDF among other issues).

First editor's note goes away, the second stays.

China Mobile agreed with Nokia Networks.

Decision: 

The document was revised to S3-142286.



S3-142286
CR to 33.203: WIC authentication with IMS AKA





33.203
  CR-0224  rev 1 (Rel-12) v12.6.0





Source: Gemalto

(Replaces S3-142165)

Decision: 

The document was agreed.



S3-142207
TR 33.871: alignment with TS 33.203





33.871 v..





Source: Gemalto

Abstract: 

TR 33.871: alignment with TS 33.203

Discussion: 

Revised to align with the previous document.

Decision: 

The document was revised to S3-142287.



S3-142287
TR 33.871: alignment with TS 33.203





33.871 v..





Source: Gemalto

(Replaces S3-142207)

Decision: 

The document was approved.



S3-142214
Effects on key theft when using IMS-AKA by the WIC





Source: Samsung

Abstract: 

-

Discussion: 

discussed together with 085 and 215

Decision: 

The document was noted.



S3-142215
Effects on key theft when using IMS-AKA





33.203
  CR-0225  (Rel-12) v12.6.0





Source: Samsung

Abstract: 

-

Decision: 

The document was revised to S3-142288.



S3-142288
Effects on key theft when using IMS-AKA





33.203
  CR-0225  rev 1 (Rel-12) v12.6.0





Source: Samsung

(Replaces S3-142215)

Decision: 

The document was agreed.



S3-142085
[WebRTC] Session key protection for IMS AKA





Source: China Mobile, Huawei

Abstract: 

-

Discussion: 

Vodafone didn't understand the security benefits of this contribution. There were also some concerns from other companies, so no agreement could be made.

Decision: 

The document was noted.



S3-142184
Verification of WIC may not require CORS





33.203
  CR-0221  (Rel-12) v12.6.0





Source: Nokia Corporation, Nokia Networks

Abstract: 

-

Discussion: 

ALU proposed some rewording to align with SA2 language.

Decision: 

The document was revised to S3-142289.



S3-142289
Verification of WIC may not require CORS





33.203
  CR-0221  rev 1 (Rel-12) v12.6.0





Source: Nokia Corporation, Nokia Networks

(Replaces S3-142184)

Decision: 

The document was agreed.



S3-142185
Editorial correction relating to WebRTC registration scenarios





33.203
  CR-0222  (Rel-12) v12.6.0





Source: Nokia Corporation, Nokia Networks

Abstract: 

-

Decision: 

The document was agreed.



S3-142187
Terminology in WebRTC





33.203
  CR-0223  (Rel-12) v12.6.0





Source: Nokia Corporation, Nokia Networks

Abstract: 

-

Discussion: 

China Mobile didn’t agree with the modification of the requirement 2.1, we should remove third party. 

Nokia replied that authentication service is repetitive Orange agreed with this.

Telecom favoured removing the authentication service since there is no definition of this in the document.

Decision: 

The document was agreed.



S3-142157
WebRTC: p-CR requirement of NAT traversal





Source: Huawei HiSilicon

Abstract: 

-

Discussion: 

Telecom Italia: it looks like a service requirement, not a security requirement.

ALU proposed to use the term firewall.

There was no support to this document.

Decision: 

The document was noted.



S3-142158
WebRTC: p-CR requirement of TURN authentication and authorization





Source: Huawei HiSilicon

Abstract: 

-

Decision: 

The document was approved.



S3-142290
Rel-13 draft TR WebRTC





Source: Rapporteur

Decision: 

The document was approved.



S3-142291
Draft TR 33.871





33.871 v..





Source: Rapporteur

Decision: 

The document was left for email approval and approved.



S3-142292
cover sheet TR 33.871





Source: Rapporteur

Decision: 

The document was approved.



7.1.3
Other Common IMS Issues

S3-142136
Correction and clarification of SPI information in Security-client header (R12)





33.203
  CR-0218  (Rel-12) v12.6.0





Source: Ericsson

Abstract: 

-

Discussion: 

Adrian (Qualcomm) commented that the SPIs don’t have to be unique. It should be allowed that both are equal in certain situations. Adrian could live with it if this wasn’t changed anyway.

Only in Rel-12 CR was needed as companies  agreed that this is the general interpretation and therefore is considered to be a clarification, and not a correction

Decision: 

The document was revised to S3-142294.



S3-142294
Correction and clarification of SPI information in Security-client header (R12)





33.203
  CR-0218  rev 1 (Rel-12) v12.6.0





Source: Ericsson

(Replaces S3-142136)

Decision: 

The document was agreed.



S3-142137
Correction and clarification of SPI information in Security-client header (R11)





33.203
  CR-0219  (Rel-11) v11.2.0





Source: Ericsson

Abstract: 

-

Decision: 

The document was noted.



S3-142138
Correction and clarification of SPI information in Security-client header (R10)





33.203
  CR-0220  (Rel-10) v10.3.0





Source: Ericsson

Abstract: 

-

Decision: 

The document was noted.



7.2
Network Domain Security

S3-142065
Analysis of TLS profile Editor Notes in Annex M of TS 33.328





TS 33.238 v..





Source: Alcatel-Lucent

Abstract: 

Analysis of the Editor notes in Annex M of TS 33.328

Decision: 

The document was noted.



S3-142074
Correction to 33.310 of TLS profile regarding NULL encryption





33.310
  CR-0078  (Rel-12) v12.1.0





Source: Nokia Corporation, Nokia Networks

Abstract: 

-

Decision: 

The document was agreed.



S3-142075
Correction to 33.203 of TLS cipher suites profile for IMS access security





33.203
  CR-0216  (Rel-12) v12.6.0





Source: Nokia Corporation, Nokia Networks

Abstract: 

-

Decision: 

The document was revised to S3-142336.



S3-142336
Correction to 33.203 of TLS cipher suites profile for IMS access security





33.203
  CR-0216  rev 1 (Rel-12) v12.6.0





Source: Nokia Corporation, Nokia Networks

(Replaces S3-142075)

Decision: 

The document was agreed.



S3-142076
Correction to 33.310 of TLS profile regarding renegotiation





33.310
  CR-0079  (Rel-12) v12.1.0





Source: Alcatel-Lucent, Nokia Corporation, Nokia Networks

Abstract: 

-

Decision: 

The document was agreed.



S3-142077
Correction to 33.203 of TLS profile regarding renegotiation





33.203
  CR-0217  (Rel-12) v12.6.0





Source: Alcatel-Lucent, Nokia Corporation, Nokia Networks

Abstract: 

-

Decision: 

The document was revised to S3-142337.



S3-142337
Correction to 33.203 of TLS profile regarding renegotiation





33.203
  CR-0217  rev 1 (Rel-12) v12.6.0





Source: Alcatel-Lucent, Nokia Corporation, Nokia Networks

(Replaces S3-142077)

Decision: 

The document was agreed.



S3-142066
Updating TLS profile for TLS session resumption





33.310
  CR-0076  (Rel-12) v12.1.0





Source: Alcatel-Lucent

Abstract: 

Updating TLS Profile with requirement on TLS session resumption

Decision: 

The document was revised to S3-142338.



S3-142338
Updating TLS profile for TLS session resumption





33.310
  CR-0076  rev 1 (Rel-12) v12.1.0





Source: Alcatel-Lucent

(Replaces S3-142066)

Decision: 

The document was agreed.



S3-142063
Defining generic DTLS profile based on TS 33.310 TLS profile





33.310
  CR-0075  (Rel-12) v12.1.0





Source: Alcatel-Lucent, Nokia Corporation, Nokia Networks

Abstract: 

Defining generic DTLS profile based on TLS profile defined in Annex E of TS 33.310

Decision: 

The document was revised to S3-142339.



S3-142339
Defining generic DTLS profile based on TS 33.310 TLS profile





33.310
  CR-0075  rev 1 (Rel-12) v12.1.0





Source: Alcatel-Lucent, Nokia Corporation, Nokia Networks

(Replaces S3-142063)

Decision: 

The document was agreed.



S3-142067
TS 33.328 TLS profile - resolution of Editor's Notes





33.328
  CR-0061  (Rel-12) v12.7.0





Source: Alcatel-Lucent

Abstract: 

Resolution of four Editor Notes in TS 33.328

Decision: 

The document was revised to S3-142340.



S3-142340
TS 33.328 TLS profile - resolution of Editor's Notes





33.328
  CR-0061  rev 1 (Rel-12) v12.7.0





Source: Alcatel-Lucent

(Replaces S3-142067)

Decision: 

The document was agreed.



S3-142070
Correction of SEG Certificate Profile in TS 33.310





33.310
  CR-0077  (Rel-12) v12.1.0





Source: Alcatel-Lucent

Abstract: 

Correcting SEG Certificate profile. Incorrectly makes Key encipherment bit mandatory for SEG Certificate profile.

Decision: 

The document was revised to S3-142341.



S3-142341
Correction of SEG Certificate Profile in TS 33.310





33.310
  CR-0077  rev 1 (Rel-12) v12.1.0





Source: Alcatel-Lucent

(Replaces S3-142070)

Decision: 

The document was agreed.



7.3
UTRAN Network Access Security

S3-142183
Setting AMF bits reserved for future standardization use to zero





33.102
  CR-0267  (Rel-8) v8.6.0





Source: Nokia Corporation, Nokia Networks

Abstract: 

-

Discussion: 

Ericsson asked to be minuted for additional information: the value zero cannot be used for selecting any specific functionality in the future.

Telia-Sonera agreed with Ericsson.

Nokia Networks: this is the situation today as well. The implementer can set these bits to any value and you cannot draw any conclusion from that. This is to say that the bits are intentionally set to zero. If we set it to one it will have a particular meaning.

Huawei: Rel-8 or Rel-9 products are sold already.

Nokia Networks: only Rel-12 would take 

Gemalto: UICCs would be no longer compliant.

NTT-Docomo: it only affects the AUCs, and that is more manageable.

Huawei asked to have the CR to Rel-12 and check internally whether this can be done down to Rel-8.

NTT-Docomo and Qualcomm supported Nokia to go back to Rel-8.

Gemalto was give some review time to make sure that the bits are not used for something else. Later on they replied that there is no conflict from the smart card manufacturer's point of view. They agreed with all mirror CRs as well.

Huawei replied later on that they were fine with having it back to Rel-8.

Vodafone commented that there could be certain impact on their UICC and asked to have a should instead of shall. They needed more time to analyze this.

Telecom Italia and Orange commented that they also needed the time.

The Chairman asked the companies whether it was ok to send an LS to GSMA to let them aware about this, reaching more operators, as proposed by NTT-Docomo.

Nokia commented that it can take a very long time to get an answer.

Vodafone commented that it was not necessary. ALU supported it.

It was agreed to postpone this CR for the next meeting. No LS will be sent to GSMA either, in the next meeting as well.

Nokia Networks asked: If anyone finds that there are proprietary uses for the first 8 bits of the AMF, comply to Rel-8 onwards and do not object to this CR. Huawei and Nokia Networks asked to have this minuted.

It was also commented that this is not allowed anyway.

Nokia Networks asked that the check should be done in the next 5 or 6 weeks in order to have it agreed during the next meeting.

Decision: 

The document was postponed.



7.4
GERAN Network Access Security

S3-142240
DRAFT SID: Study of security aspect of Cellular Systems for Ultra Low Complexity and Low Throughput Internet of Things





Source: Vodafone

Abstract: 

-

Decision: 

The document was withdrawn.



S3-142241
DRAFT LS Reply to LS on Study Item for Low Throughput Internet of Things





Source: Vodafone

Abstract: 

-

Decision: 

The document was noted.



S3-142243

DRAFT SID: Study of security aspect of Cellular Systems for Ultra Low Complexity and Low Throughput Internet of Things





Source: Vodafone

Abstract: 

-

Discussion: 

Postponed in order to give GERAN more time to finish their work and give more time to the companies to review this proposal.

Decision: 

The document was noted.



7.5
GAA

7.5.1
 Security enhancements for usage of GBA from the browser

7.5.2 
GBA extensions for re-use of SIP Digest credentials

7.5.3
 Other GAA Issues

7.6
Multimedia Broadcast/Multicast Service (MBMS)

7.7
SAE/LTE Security

7.7.1
TS 33.401 Issues

7.7.2
Small Cell Enhancement, i.e. Dual Connectivity for LTE

S3-142017
Reply LS on Small Cell Counter (SCC) length and LS on SeNB Key Refresh and Counter Check procedures





Source: R2-142940

Abstract: 

-

Decision: 

The document was noted.



S3-142239
LS on Re-name of SCC





Source: R2-143910

Abstract: 

-

Discussion: 

CRs on using SCG-Counter should be created for the next meetings. Alf will monitor this.

Decision: 

The document was noted.



S3-142018
LS on SeNB Key Refresh and Counter Check procedures





Source: R3-141400

Abstract: 

-

Decision: 

The document was replied to in S3-142295.



S3-142295
Reply to: LS on SeNB Key Refresh and Counter Check procedures





Source: NTT-DoCoMo

Decision: 

The document was approved.



S3-142110
Add Dual Connectivity Acronyms





33.401
  CR-0535  (Rel-12) v12.11.0





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-142296.



S3-142296
Add Dual Connectivity Acronyms





33.401
  CR-0535  rev 1 (Rel-12) v12.11.0





Source: Huawei, HiSilicon

(Replaces S3-142110)

Decision: 

The document was agreed.



S3-142130
Editorial updates to Annex Dual Connectivity





33.401
  CR-0538  (Rel-12) v12.11.0





Source: Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-142297.



S3-142042
CR-Dual Connectivity ENs 33 401





33.401
  CR-0526  (Rel-12) v12.11.0





Source: Alcatel-Lucent

Abstract: 

Removal of ENs and alignment with RAN2/3 decisions.

Decision: 

The document was revised to S3-142297.



S3-142043
SCE: Resolutions for ENs A15





TS 33.401 v..





Source: Alcatel-Lucent

Abstract: 

Addresses EN in clause A.15 of TS 33.01

Decision: 

The document was noted.



S3-142106
Solving editor's note on SCC length





33.401
  CR-0531  (Rel-12) v12.11.0





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-142297.



S3-142297
Solving editor's note on SCC length





33.401
  CR-0526  rev 1 (Rel-12) v12.11.0





Source: Alcatel-Lucent, Ericsson, Nokia Networks, Samsung

(Replaces S3-142106)

Discussion: 

Merge of 106,102,103,042,128,129,130,109,105,104

Decision: 

The document was agreed.



S3-142044
SCE: Resolutions for ENs E1





TS 33.401 v..





Source: Alcatel-Lucent

Abstract: 

Addresses the correction and EN in E.1

Decision: 

The document was withdrawn.



S3-142045
SCE: Resolutions for ENs E22





TS 33.401 v..





Source: Alcatel-Lucent

Abstract: 

addresses EN and corrections needed in E.2.2 of 33.401

Discussion: 

Disagreement between Huawei and ALU on keeping title alignment with RAN on SCG.

ALU: this is not security related, and RAN2 hasn't decided yet.

NTT-Docomo: there is nothing in here that RAN3 would invalidate.

Samsung supported it as it is.

Vodafone supported Huawei's position (contribution 107).

Nokia networks: we should postpone this since we are pending RAN's decision.

Huawei: the problem is in the last paragraph, the "may instead".

Decision: 

The document was noted.



S3-142131
Clarifications to use of KUPenc keys





33.401
  CR-0539  (Rel-12) v12.11.0





Source: Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-142298.



S3-142049
SCE: Resolutions for ENs E 2 5





TS 33.401 v..





Source: Alcatel-Lucent

Abstract: 

addresses EN and changes in E.2.5 of 33.401

Decision: 

The document was noted.



S3-142107
Clarification on S-KeNB update





33.401
  CR-0532  (Rel-12) v12.11.0





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-142298.



S3-142298
Removal of Editor Notes from Sections and clean up related to Dual Connectivity





33.401
  CR-0532  rev 1 (Rel-12) v12.11.0





Source: Alcatel-Lucent, Ericsson, Nokia Networks, Samsung, Huawei, HiSilicon

(Replaces S3-142107)

Discussion: 

Contains sections E.2.2 and E.2.5

Decision: 

The document was agreed.



S3-142108
Clarification on S-KeNB update trigger condition





33.401
  CR-0533  (-) v..





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-142298.



S3-142046
SCE: Resolutions for ENs E23





TS 33.401 v..





Source: Alcatel-Lucent

Abstract: 

addresses EN and changes in E.2.3 of 33.401

Decision: 

The document was noted.



S3-142105
Solving editor's note on SCC transfer





33.401
  CR-0530  (Rel-12) v12.11.0





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was noted.



S3-142109
Some corrections to activation of encryption/decryption





33.401
  CR-0534  (Rel-12) v12.11.0





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-142297.



S3-142047
SCE: Resolutions for ENs E241





TS 33.401 v..





Source: Alcatel-Lucent

Abstract: 

addresses EN and changes in E.2.4.1 of 33.401

Decision: 

The document was withdrawn.



S3-142048
SCE: Resolutions for ENs E243





TS 33.401 v..





Source: Alcatel-Lucent

Abstract: 

addresses EN and changes in E.2.4.3 of 33.401

Decision: 

The document was withdrawn.



S3-142050
SCE: Resolutions for ENs E 2 8





TS 33.401 v..





Source: Alcatel-Lucent

Abstract: 

addresses EN and corrections in E.2.8 of 33.401

Decision: 

The document was noted.



S3-142102
Modifying undetermined reference clauses in E.1 and E.2.3 and Correcting the description about SCC





33.401
  CR-0527  (Rel-12) v12.11.0





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-142297.



S3-142103
Definition of AS SC security context





33.401
  CR-0528  (Rel-12) v12.11.0





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-142297.



S3-142104
Clarification on X2-U interface





33.401
  CR-0529  (Rel-12) v12.11.0





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-142297.



S3-142128
Clarifications to maintenance of SCC in UE





33.401
  CR-0536  (Rel-12) v12.11.0





Source: Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-142297.



S3-142129
Selected encryption algorithm for SCE





33.401
  CR-0537  (Rel-12) v12.11.0





Source: Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-142297.



7.7.3
TS 33.402 Issues

S3-142051
WLCP: TWAN Vulnerability Analysis





TS 33.402 v..





Source: Alcatel-Lucent

Abstract: 

This paper analyses the vulnerability of WLCP protocol in eSAMOG

Decision: 

The document was noted.



S3-142052
WLCP Security CR





33.402
  CR-0118  (Rel-12) v12.3.0





Source: Alcatel-Lucent

Abstract: 

Addition of TWAN WLCP security

Decision: 

The document was noted.



S3-142098
WLCP security discussion





Source: Huawei, HiSilicon, BT

Abstract: 

-

Decision: 

The document was noted.



S3-142144
Introduction of WLCP security





33.402
  CR-0119  (Rel-12) v12.3.0





Source: Ericsson, Qualcomm Incorporated

Abstract: 

-

Decision: 

The document was revised to S3-142343.



S3-142343
Introduction of WLCP security





33.402
  CR-0119  rev 1 (Rel-12) v12.3.0





Source: Ericsson, Qualcomm Incorporated, Nokia Networks, Nokia Corporation, Huawei, HiSilicon, Alcatel-Lucent

(Replaces S3-142144)

Decision: 

The document was agreed.



7.7.4
Other SAE/LTE Security Issues

S3-142120
Isolated E-UTRAN Operation for Public Safety (IOPS): Overview and security challenges





Source: General Dynamics UK Ltd

Abstract: 

The Isolated E-UTRAN Operation for Public Safety (IOPS) Stage 1 Work Item is nearing completion with security requirements having been identified. This document provides SA3 with an introduction to the feature and outlines the challenges in developing a s

Discussion: 

NTT-Docomo commented the time to basically discuss a complete security architecture.

General Dynamics replied that this would go through SA2 first.

BT: we need a permanent solution and this means a lot of work.

General Dynamics clarified that this is about failure.

BT: split into two scenarios, long term and as the figure displays.

The Chairman commented that this is a good approach to what is coming so SA3 can start thinking about the future work.

Decision: 

The document was noted.



7.8
Security Aspects of Home (e)NodeB

S3-142068
Potential risks with common root CA certificate for H(e)NB and SeGW





TS 33.320 v..





Source: Alcatel-Lucent

Abstract: 

Potential Risks with common root CA certificate for H(e)NB and SeGW

Decision: 

The document was noted.



7.8.1
TS 33.320 Issues

S3-142069
Separate root CA certificates for H(e)NB and SeGW





33.320
  CR-0095  (Rel-12) v12.1.0





Source: Alcatel-Lucent

Abstract: 

Modifying existing requirements to address risks with common root CA certificate for H(e)NB and SeGW.

Decision: 

The document was revised to S3-142346.



S3-142346
Separate root CA certificates for H(e)NB and SeGW





33.320
  CR-0095  rev 1 (Rel-12) v12.1.0





Source: Alcatel-Lucent

(Replaces S3-142069)

Decision: 

The document was agreed.



7.8.2
TR 33.820 Issues

7.9
Security Aspects of Public Warning System

S3-142030
Cleaning up TR 33.869  editorial correction





Source: BlackBerry, Vodafone

Abstract: 

-

Discussion: 

Merged with the comments in 235 into the draft TR in 334

Decision: 

The document was revised to S3-142334.



S3-142235
Comments on S3-142030





Source: Nokia Corporation, Nokia Networks

Abstract: 

In SA3#74 and SA3#75 it was agreed that the TR stays as it is, just becomes a 900-er TR. So, the exercise as done by MCC and the contributors of S3-142030 was to just correct the formats, pictures, references, <we>-style, etc.  to fulfil the form.

Discussion: 

Comments were approved. Merged with 2030 into 334.

Decision: 

The document was revised to S3-142334.



S3-142334
new draft TR 33.969 on PWS





Source: Rapporteur

(Replaces S3-142235)

Decision: 

The document was approved.



S3-142335
Cover sheet TR 33.969





Source: Rapporteur

Decision: 

The document was approved.



7.10 
Firewall Traversal

7.10.1
Study on Firewall Traversal

7.10.2
Tunnelling of UE Services over Restrictive Access Networks

7.11
Security Aspects of Proximity-based Services

S3-142224
Revised Rel-12 WID for Proximity-based Services





Source: Qualcomm Incorporated

Abstract: 

-

Discussion: 

Removing the TR 33.833 from the Rel-12 WID SA3 on Prose

Decision: 

The document was agreed.



S3-142225
Revised Rel-12 WID for ProSe to create a dedicated SA3 Study on Security for Proximity-based Services





Source: Qualcomm Incorporated

Abstract: 

-

Discussion: 

It creates a Security Study for TR 33.833.

Supporting companies in SA3 need to be added.

This is done in order to keep the TR open throughout releases without having it under Change Control.

Decision: 

The document was revised to S3-142306.



S3-142306
Revised Rel-12 WID for ProSe to create a dedicated SA3 Study on Security for Proximity-based Services





Source: Qualcomm Incorporated

(Replaces S3-142225)

Decision: 

The document was agreed.



S3-142226
Revised Rel-13 WID for Proximity-based Services





Source: Qualcomm Incorporated

Abstract: 

-

Discussion: 

Adding SA3 aspects in the SA2 WID (normative work in TS 33.303).

Telecom Italia proposed to add a sentence on dependency on SA2.

Decision: 

The document was revised to S3-142307.



S3-142307
Revised Rel-13 WID for Proximity-based Services





Source: Qualcomm Incorporated

(Replaces S3-142226)

Decision: 

The document was agreed.



S3-142005
LS on ProSe Functions reach ability





Source: C1-142124

Abstract: 

-

Decision: 

The document was noted.



S3-142006
Reply LS on parameter synchronization





Source: C1-142971

Abstract: 

-

Decision: 

The document was noted.



S3-142016
Response LS on parameter synchronization





Source: R2-142932

Abstract: 

-

Decision: 

The document was noted.



S3-142026
Reply LS on ProSe Lawful Interception





Source: S5-143384

Abstract: 

-

Decision: 

The document was noted.



S3-142010
Reply LS on Reply LS on ProSe Lawful Interception





Source: C6-140315

Abstract: 

-

Decision: 

The document was replied to in S3-142308.



S3-142229
Comments to S3-142010





Source: Nokia Corporation, Nokia Networks

Abstract: 

-

Discussion: 

Vodafone: How likely  can a public safety terminal be cheated?

Gemalto: the assumption is that if the ME is compromised everything is compromised. She didn’t agree with the LS.

Nokia: how do you avoid that the terminal is lying?

Blackberry supported the LS.

ALU agreed with Nokia Networks. It doesn't help depending on the UICC.

DT supported the LS. We need to look for an UICC based solution. Samsung supported this.

BT: these are devices for public safety function, not the usual terminal. They supported Vodafone.

Huawei supported to capture SA3 decisions about this issue in a separate document and then answer the LS. This was agreed.

The document will reflect the situation when the ME is compromised or secure.

Decision: 

The document was revised to S3-142308.



S3-142308
Reply LS on ProSe Lawful Interception





Source: Nokia Corporation, Nokia Networks

(Replaces S3-142229)

Decision: 

The document was approved.



S3-142013
Reply to 3GPP SA3 on securing interface between Proximity Service UE and SLP server





Source: OMA ARC/SEC

Abstract: 

-

Decision: 

The document was noted.



S3-142014
Reply to 3GPP SA3 on securing interface between Proximity Service UE and SLP server





Source: OMA LOC

Abstract: 

-

Decision: 

The document was noted.



S3-142015
Reply LS on Provisioning of ProSe configuration information in a public safety ProSe enabled UE





Source: R2-142917

Abstract: 

-

Decision: 

The document was noted.



S3-142022
Reply LS on scope of ProSe in Rel-12





Source: S2-142087

Abstract: 

-

Decision: 

The document was noted.



S3-142025
Reply LS on Questions on ProSe





Source: S2-142897

Abstract: 

-

Discussion: 

Some concerns on the use of IMSI as only identification. Open issue to be discussed in SA2.

Nokia: we don’t use MSISDN at all

Decision: 

The document was noted.



S3-142024
Reply LS on impact of PC3 transport protocol on PC3 security





Source: S2-142275

Abstract: 

-

Decision: 

The document was noted.



S3-142034
Response on using the LTE confidentiality algorithms for proximity-based services





Source: ETSI SAGE

Abstract: 

-

Discussion: 

Nokia: what does it imply to our specs?

Qualcomm: some clauses are affected, but no big change.

Nokia: we should have a CR for next meeting, since it is the end of the Rel-12.

ACTION:
Draft a CR to address the LS response

(action on: Qualcomm / due by: 2014-11-15)

Decision: 

The document was noted.



S3-142245
Reply LS on ProSe Lawful Interception





Source: S5-144353

Abstract: 

-

Decision: 

The document was noted.



S3-142073
Addition of abbreviations





33.303
  CR-0002  (Rel-12) v12.0.0





Source: Nokia Technology, Nokia Networks

Abstract: 

-

Decision: 

The document was revised to S3-142310.



S3-142310
Addition of abbreviations





33.303
  CR-0002  rev 1 (Rel-12) v12.0.0





Source: Nokia Technology, Nokia Networks

(Replaces S3-142073)

Decision: 

The document was agreed.



S3-142125
Fix the procedure of Application Server-signed Proximity Request





33.303
  CR-0009  (Rel-12) v12.0.0





Source: ZTE Corporation, China Unicom

Abstract: 

-

Decision: 

The document was revised to S3-142311.



S3-142311
Fix the procedure of Application Server-signed Proximity Request





33.303
  CR-0009  rev 1 (Rel-12) v12.0.0





Source: ZTE Corporation, China Unicom

(Replaces S3-142125)

Decision: 

The document was agreed.



S3-142111
Some corrections to TS 33.303





33.303
  CR-0003  (Rel-12) v12.0.0





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

ALU didn't agree with the note. This was corrected.

Decision: 

The document was revised to S3-142312.



S3-142312
Some corrections to TS 33.303





33.303
  CR-0003  rev 1 (Rel-12) v12.0.0





Source: Huawei, HiSilicon,Ericsson

(Replaces S3-142111)

Discussion: 

Merge of 111,135,126,146

Decision: 

The document was revised to S3-142358.



S3-142358
Some corrections to TS 33.303





33.303
  CR-0003  rev 2 (Rel-12) v12.0.0





Source: Huawei, HiSilicon,Ericsson

(Replaces S3-142312)

Discussion: 

Revised due to the upload of the wrong file

Decision: 

The document was agreed.



S3-142126
Fix the Open Discovery security flows





33.303
  CR-0010  (Rel-12) v12.0.0





Source: ZTE Corporation, China Unicom

Abstract: 

-

Decision: 

The document was revised to S3-142312.



S3-142223
procedure changes in ProSe





33.303
  CR-0031  (Rel-12) v12.0.0





Source: Samsung

Abstract: 

-

Discussion: 

Discussions on the diagram. ZTE disagreed with the change.

The Chairman noted that all this is based on SA2 activity.

Samsung clarified that the security parameters are not described in their diagrams.

The document was finally noted.

Decision: 

The document was noted.



S3-142146
Validity Timer in Open Discovery procedure





33.303
  CR-0013  (Rel-12) v12.0.0





Source: Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-142312.



S3-142135
Correction of wrong reference and alignment of text





33.303
  CR-0015  (Rel-12) v12.0.0





Source: Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-142312.



S3-142132
Discovery Filter using ProSe Application Mask





33.303
  CR-0011  (Rel-12) v12.0.0





Source: Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-142313.



S3-142313
Discovery Filter using ProSe Application Mask





33.303
  CR-0011  rev 1 (Rel-12) v12.0.0





Source: Ericsson

(Replaces S3-142132)

Decision: 

The document was agreed.



S3-142190
Correct the conditions for sending of Match Report in ProSe Direct Discovery





33.303
  CR-0016  (Rel-12) v12.0.0





Source: Qualcomm Incorporated

Abstract: 

-

Decision: 

The document was revised to S3-142314.



S3-142314
Correct the conditions for sending of Match Report in ProSe Direct Discovery





33.303
  CR-0016  rev 1 (Rel-12) v12.0.0





Source: Qualcomm Incorporated

(Replaces S3-142190)

Decision: 

The document was agreed.



S3-142191
Time parameter for ProSe direct discovery MIC computation





Source: Qualcomm Incorporated

Abstract: 

-

Decision: 

The document was noted.



S3-142192
Defining for the time parameter used in ProSe discovery





33.303
  CR-0022  (Rel-12) v12.0.0





Source: Qualcomm Incorporated

Abstract: 

-

Decision: 

The document was revised to S3-142315.



S3-142315
Defining for the time parameter used in ProSe discovery





33.303
  CR-0022  rev 1 (Rel-12) v12.0.0





Source: Qualcomm Incorporated,Samsung

(Replaces S3-142192)

Decision: 

The document was agreed.



S3-142210
Time Synchronization for Open Discovery





Source: Samsung

Abstract: 

-

Decision: 

The document was noted.



S3-142211
Time Synchronization for Open Discovery





33.303
  CR-0025  (-) v..





Source: Samsung

Abstract: 

-

Decision: 

The document was revised to S3-142315.



S3-142193
Response LS on parameter synchronization for ProSe/D2D





Source: Qualcomm Incorporated

Abstract: 

-

Decision: 

The document was revised to S3-142355.



S3-142355
Response LS on parameter synchronization for ProSe/D2D





Source: Qualcomm Incorporated

(Replaces S3-142193)

Decision: 

The document was approved.



S3-142219
[ProSe]: CR: KMS Provisioning Message Formats for media security





33.303
  CR-0027  (Rel-12) v12.0.0





Source: CESG (UK Gov)

Abstract: 

-

Decision: 

The document was revised to S3-142277.



S3-142277
[ProSe]: CR: KMS Provisioning Message Formats for media security





33.303
  CR-0027  rev 1 (Rel-12) v12.0.0





Source: CESG (UK Gov)

(Replaces S3-142219)

Discussion: 

Ericsson commented that it's not a bad idea to reuse IMS profiles.

Nokia commented that with TLS we used profiles everywhere.

The discussion was on the location not on the content.

Decision: 

The document was agreed.



S3-142220
[ProSe]: CR: SRTP/SRTCP Profile for ProSe Media Security





33.303
  CR-0028  (Rel-12) v12.0.0





Source: CESG (UK Gov)

Abstract: 

-

Decision: 

The document was revised to S3-142278.



S3-142278
[ProSe]: CR: SRTP/SRTCP Profile for ProSe Media Security





33.303
  CR-0028  rev 1 (Rel-12) v12.0.0





Source: CESG (UK Gov)

(Replaces S3-142220)

Discussion: 

Nokia commented that the best option is to have SRTP together with SS is the best option. Some offline work is needed for alignment.

CESG: we chose the most efficient algorithm.

It was discussed offline with Nokia.

Decision: 

The document was agreed.



S3-142221
[ProSe]: CR: MIKEY message formats for media security





33.303
  CR-0029  (Rel-12) v12.0.0





Source: CESG (UK Gov)

Abstract: 

-

Decision: 

The document was revised to S3-142279.



S3-142279
[ProSe]: CR: MIKEY message formats for media security





33.303
  CR-0029  rev 1 (Rel-12) v12.0.0





Source: CESG (UK Gov)

(Replaces S3-142221)

Discussion: 

The content was agreed but where to place it needed offline discussions.

Decision: 

The document was agreed.



S3-142222
[ProSe]: CR: Clarification on link between Group UIDs and GMKs





33.303
  CR-0030  (Rel-12) v12.0.0





Source: CESG (UK Gov)

Abstract: 

-

Decision: 

The document was revised to S3-142280.



S3-142280
[ProSe]: CR: Clarification on link between Group UIDs and GMKs





33.303
  CR-0030  rev 1 (Rel-12) v12.0.0





Source: CESG (UK Gov)

(Replaces S3-142222)

Decision: 

The document was agreed.



S3-142195
Alignment of identifier definitions for ProSe one-to-many communications





33.303
  CR-0017  (Rel-12) v12.0.0





Source: Qualcomm Incorporated

Abstract: 

-

Decision: 

The document was revised to S3-142316.



S3-142316
Alignment of identifier definitions for ProSe one-to-many communications





33.303
  CR-0017  rev 1 (Rel-12) v12.0.0





Source: Qualcomm Incorporated

(Replaces S3-142195)

Decision: 

The document was revised to S3-142357.



S3-142357
Alignment of identifier definitions for ProSe one-to-many communications





33.303
  CR-0017  rev 2 (Rel-12) v12.0.0





Source: Qualcomm Incorporated

(Replaces S3-142316)

Discussion: 

Revised due to the inclusion of a wrong document in the zip file.

Decision: 

The document was agreed.



S3-142177
[ProSe] Mandating GBA for securing PC3 interface and UE-KMS interface





Source: Vodafone, BT, China Mobile, China Unicom, Gemalto, U.S. Department of Commerce

Abstract: 

-

Decision: 

The document was withdrawn.



S3-142212
Support for Multiple PDCP entities





Source: Samsung

Abstract: 

-

Discussion: 

The proposals were endorsed by the group.

Decision: 

The document was noted.



S3-142213
Support for multiple PDCP entities for a Group





33.303
  CR-0024  (Rel-12) v12.0.0





Source: Samsung

Abstract: 

-

Decision: 

The document was revised to S3-142317.



S3-142317
Support for multiple PDCP entities for a Group





33.303
  CR-0024  rev 1 (Rel-12) v12.0.0





Source: Samsung

(Replaces S3-142213)

Decision: 

The document was agreed.



S3-142202
Clarifying PTK handling for one-to-many communications





33.303
  CR-0023  (Rel-12) v12.0.0





Source: Qualcomm Incorporated

Abstract: 

-

Decision: 

The document was postponed.



S3-142113
ProSe PTK Calculation





33.303
  CR-0004  (Rel-12) v12.0.0





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-142319.



S3-142114
ProSe PTK ID





33.303
  CR-0005  (Rel-12) v12.0.0





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-142318.



S3-142318
ProSe PTK ID





33.303
  CR-0005  rev 1 (Rel-12) v12.0.0





Source: Huawei, HiSilicon

(Replaces S3-142114)

Decision: 

The document was agreed.



S3-142119
ProSe PEK clarification





33.303
  CR-0007  (Rel-12) v12.0.0





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was agreed.



S3-142133
EPS encryption algorithm in ProSe Direct Communication





33.303
  CR-0012  (Rel-12) v12.0.0





Source: Ericsson

Abstract: 

-

Discussion: 

ALU commented that the algorithm is dictated by the eNodeB. Why do we have two different algorithms?

Blackberry wondered whether there is a problem or this already exists (they didn’t object).

Revised to remove the note.

Decision: 

The document was revised to S3-142320.



S3-142319
ProSe PTK Calculation





33.303
  CR-0004  rev 1 (Rel-12) v12.0.0





Source: Huawei, HiSilicon

(Replaces S3-142113)

Decision: 

The document was agreed.



S3-142320
EPS encryption algorithm in ProSe Direct Communication





33.303
  CR-0012  rev 1 (Rel-12) v12.0.0





Source: Ericsson

(Replaces S3-142133)

Decision: 

The document was revised to S3-142354.



S3-142354
EPS encryption algorithm in ProSe Direct Communication





33.303
  CR-0012  rev 2 (Rel-12) v12.0.0





Source: Ericsson

(Replaces S3-142320)

Decision: 

The document was agreed.



S3-142134
Deletion of parameters related to PGK key





33.303
  CR-0014  (Rel-12) v..





Source: Ericsson

Abstract: 

-

Decision: 

The document was revised to S3-142321.



S3-142321
Deletion of parameters related to PGK key





33.303
  CR-0014  rev 1 (Rel-12) v12.0.0





Source: Ericsson

(Replaces S3-142134)

Decision: 

The document was agreed.



S3-142118
ProSe Group Key Clarification





33.303
  CR-0006  (Rel-12) v12.0.0





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-142322.



S3-142322
ProSe Group Key Clarification





33.303
  CR-0006  rev 1 (Rel-12) v12.0.0





Source: Huawei, HiSilicon

(Replaces S3-142118)

Discussion: 

Change of shall to should

Decision: 

The document was agreed.



S3-142197
Discussion on sending only LSB of PGK ID in PDCP header





Source: Qualcomm Incorporated

Abstract: 

-

Decision: 

The document was noted.



S3-142201
Sending only the LSB of PGK Id in the PDCP header





33.303
  CR-0018  (Rel-12) v12.0.0





Source: Qualcomm Incorporated

Abstract: 

-

Decision: 

The document was revised to S3-142323.



S3-142323
Sending only the LSB of PGK Id in the PDCP header





33.303
  CR-0018  rev 1 (Rel-12) v12.0.0





Source: Qualcomm Incorporated

(Replaces S3-142201)

Decision: 

The document was agreed.



S3-142203
Adding the details of the PGK delivery





33.303
  CR-0019  (Rel-12) v12.0.0





Source: Qualcomm Incorporated

Abstract: 

-

Discussion: 

AT&T:I don't think that this is implementable. We can define GBA as part of the solution but we need something else because GBA will not be there all the time.

Blackberry wanted to leave this issue open. So did Huawei.

Vodafone commented that we should discuss just the security solutions, this discussion is for something else.

Nokia Networks: functional equivalents to GBA are not as well designed as GBA and require changes to the HSS and/or other nodes.

AT&T: appropriate technical evaluation of alternatives needs contributions.

Qualcomm: no technical issues with terminals supporting GBA.

Decision: 

The document was postponed.



S3-142204
Adding Ua security protocol identifier for ProSe





33.220
  CR-0181  (Rel-12) v12.3.0





Source: Qualcomm Incorporated

Abstract: 

-

Decision: 

The document was postponed.



S3-142206
Correcting the one-to-many security flows figure





33.303
  CR-0021  (Rel-12) v12.0.0





Source: Qualcomm Incorporated

Abstract: 

-

Discussion: 

merged with 320

Decision: 

The document was revised to S3-142354.



S3-142122
Discussion on protection of UE identity confidentiality in direct discovery





Source: ZTE Corporation, China Unicom

Abstract: 

-

Decision: 

The document was noted.



S3-142123
Protection of UE identity on PC3 interface





33.303
  CR-0008  (Rel-12) v12.0.0





Source: ZTE Corporation, China Unicom

Abstract: 

-

Discussion: 

Vodafone: The first requirement is not needed

ALU: nothing wrong with temporary identities.

No support with the first change.

Decision: 

The document was revised to S3-142325.



S3-142325
Protection of UE identity on PC3 interface





33.303
  CR-0008  rev 1 (Rel-12) v12.0.0





Source: ZTE Corporation, China Unicom

(Replaces S3-142123)

Decision: 

The document was agreed.



S3-142124
Proposed Reply LS on Reply LS on Questions on Prose





Source: ZTE Corporation, China Unicom

Abstract: 

-

Decision: 

The document was noted.



S3-142170
Resolving Editor's Note for the authentication request times of the PC3 interface





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Ericsson objected to the proposed change. there was no agreement and the document was noted.

Decision: 

The document was noted.



S3-142171
Resolving Editor's Note for the relationship between AKA and IPsec





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

ALU: There is one more than solution for security in the PC3 interface. More than one solution could be standardized for PC3.

Ericsson: we would need a table on why some solutions are preferred over other ones if we brought new solutions.

There was no support for this change.

Decision: 

The document was noted.



S3-142172
Resolving Editor's Note for the synchronization of the PC3 interface





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Deutsche Telekom commented that it is not correct to delete the editor's note for SQN. Nokia agreed with that.

ALU supported the deletion of the Editor's note.

Revised to find a sentence explaining how this issue is solved.

Decision: 

The document was revised to S3-142326.



S3-142326
Resolving Editor's Note for the synchronization of the PC3 interface





Source: Huawei, HiSilicon

(Replaces S3-142172)

Decision: 

The document was approved.



S3-142173
Resolving Editor's Note for the roaming scenario of the PC3 interface





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Ericsson commented that the changes are old since there are decisions from the last SA2 meeting in July that would invalidate this pCR.

It was discussed offline and revised to address this issue. Also, an overlap with 213

Decision: 

The document was revised to S3-142331.



S3-142331
Resolving Editor's Note for the roaming scenario of the PC3 interface





Source: Huawei, HiSilicon

(Replaces S3-142173)

Decision: 

The document was agreed.



S3-142071
Correction of key on Ua interface





33.303
  CR-0001  (Rel-12) v12.0.0





Source: Nokia Technology, Nokia Networks

Abstract: 

-

Discussion: 

Gemalto proposed to keep the KMS (NAF), but Nokia disagreed. A compromise was made in the revision.

Decision: 

The document was revised to S3-142327.



S3-142327
Correction of key on Ua interface





33.303
  CR-0001  rev 1 (Rel-12) v12.0.0





Source: Nokia Technology, Nokia Networks

(Replaces S3-142071)

Decision: 

The document was agreed.



S3-142072
Correction of key on Ua interface





33.833 v..





Source: Nokia Technology, Nokia Networks

Abstract: 

-

Decision: 

The document was revised to S3-142328.



S3-142328
Correction of key on Ua interface





33.833 v..





Source: Nokia Technology, Nokia Networks

(Replaces S3-142072)

Decision: 

The document was approved.



S3-142217

[ProSe] Mandating GBA for securing PC3 interface and UE-KMS interface





33.303
  CR-0026  (Rel-12) v12.0.0





Source: Vodafone, BT, China Unicom, Gemalto, Orange, U.S. Department of Commerce

Abstract: 

-

Discussion: 

Putting GBA as a Shall will delay the deployment of safety networks. AT&T does not support GBA as the only option for authentication.

Vodafone commented that they didn’t want to restrict it to one solution.

ALU supported AT&T: deployment of VoLTE opened the door for other solutions to be used. GSMA recommends the UE to support GBA for authentication, but it is open to other options.

Blackberry: Approach from VoLTE would be the best.

Ericsson: what other solutions to PC3 are there in the market?

ALU: RFC 41.069 as deployed as GBA or more.

Huawei: technical advantages of GBA should be clearly clarified.

Gemalto: it is the opposite, other solutions should convince us.

Orange: GBA is available since many years, what's the problem of GBA now?

AT&T:GBA is not deployed yet due to interoperability issues, functionality has been proved in the standards.

Ericsson: we cannot put any shoulds or mays until we have another solution in the table.

Blackberry: I don’t think that the government should be mandated to support GBA in their UE.

BT suggested to add to the requirement "as a minimum ProSe UE shall support GBA".

ALU didn't support this contribution. The change is not in the right place.

Offline discussion was encouraged by the Chairman to proceed in this issue.

Decision: 

The document was revised to S3-142345.



S3-142345

[ProSe] Mandating GBA for securing PC3 interface and UE-KMS interface





33.303
  CR-0026  rev 1 (Rel-12) v12.0.0





Source: Vodafone, BT, China Unicom, Gemalto, Orange, U.S. Department of Commerce

(Replaces S3-142217)

Discussion: 

AT&T,Blackberry and ALU objected to 344 and 345.

The Chairman proposed a show of hands on 344 and 345 (mandatory support of GBA).

Vodafone,BT,Ericsson China Mobile, Qualcomm, CESG, Telecom Italia, Orange, Gemalto, US department of Commerce, Nokia Networks and Nokia, BMWi, DT, and China Unicom said yes.

NO: Huawei, AT&T, HiSilicon, Blackberry, Alcatel Lucent, Interdigital.

BT proposed:

"North American market will require a second solution. Let's agree on two potential solutions for the PC3 interface. North American colleagues can work on the other option before the next meeting. Both solutions would go in a Super-CR, so both will be going or none will be going. It will be discussed differently for both public safety environment and for the non safety environment(commercial cases). Public safety will have to support one of the two, being mandatory, and then which one will depend on the regulator.

We agree on having more than one.

We agree on the second option."

AT&T agreed with this proposal.

Vodafone: regulators don’t care about PC3 interface. It's operator's matter.

AT&T: this is not true in USA.

CESG: in UK both commercial and safety will use ProSe.

Nokia: small countries will not have specific variants.

AT&T clarified that if there is an agreement before the next meeting, a technical vote would be cancelled.

Nokia Networks: if there is no agreement, we run the risk of not having a standardized solution for Rel-12.

BT's proposal was written in S3-142354.

The Chairman commented that the ProSe WID needed an exception sheet in order to delay the completion for Rel-12. This was agreed and created in S3-142355.

A technical vote would be announced for next SA3 meeting for the way forward. Go for 344 or not, go for 345 or not. These would be roughly the questions for the technical votes.

AT&T clarified that 71% and not the simple majority will be needed for the success of the voting.

Telecom Italia: what happens if only one CR is approved?

Vodafone: one is stage 3 and the other one is what we need to support.

Decision: 

The document was postponed.



S3-142205
Adding details of the PC3 message security





33.303
  CR-0020  (Rel-12) v12.0.0





Source: Qualcomm Incorporated

Abstract: 

-

Decision: 

The document was revised to S3-142344.



S3-142344
Adding details of the PC3 message security





33.303
  CR-0020  rev 1 (Rel-12) v12.0.0





Source: Qualcomm Incorporated

(Replaces S3-142205)

Discussion: 

Vodafone commented that the objecting companies hadn't provided any alternatives.

ALU: ProSe can work securely; there are other external to 3GPP tools that can provide with security.

Decision: 

The document was postponed.



S3-142112
Security for EPC supported WLAN direct discovery and communication





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Nokia asked about the scope in Rel-12. WLAN direct discovery should not be here.

Huawei: it is in scope.

Samsung proposed to have it in the Study (TR). Blackberry supported this.

It was taken offline to confirm if there was WLAN content elsewhere.

This was later confirmed.

Decision: 

The document was revised to S3-142342.



S3-142216
ProSe security reference point





Source: Samsung

Abstract: 

-

Discussion: 

Approving this would mean that an editor's note in 173 would have to be removed. This was agreed.

Decision: 

The document was approved.



S3-142218
security aspects for ProSe release 13





Source: Samsung

Abstract: 

-

Discussion: 

Telecom Italia: This is now an independent TR. Should we have a specific scope for this TR? Or two scopes? What to do with the scope of this TR or TS if we have this clause here? we should have a change in the scope.

It was agreed to modify the document to address these issues.

Decision: 

The document was revised to S3-142332.



S3-142332
security aspects for ProSe release 13





Source: Samsung

(Replaces S3-142218)

Decision: 

The document was approved.



S3-142160
Assumptions on out of network discovery





Source: BlackBerry UK Ltd.

Abstract: 

-

Discussion: 

Removal of "without the assistance of additional entities" was agreed.

ALU: network provisioning for safety purposes is not always ensured. Ability of the UE to be pre-configured out of coverage.

Telecom Italia: this is not a security aspect. Orange and Vodafone agreed.

Nokia Networks: this is a job for SA2.

Telecom Italia proposed to wait for the solution in SA2 and come back with this. Offline discussion had to take place.

Decision: 

The document was noted.



S3-142309
Discussion on ProSe Lawful Interception (pre-LS)





Source: Nokia Corporation

Discussion: 

Text proposal for the LS to SA5 on UICC based charging (tdoc 308).

The text was agreed and incorporated into the LS.

Decision: 

The document was noted.



S3-142329
draft TR 33.833





33.833 v..





Source: Rapporteur

Decision: 

The document was left for email approval and approved.



S3-142342
Security for EPC supported WLAN direct discovery and communication





Source: Huawei, HiSilicon

(Replaces S3-142112)

Decision: 

The document was noted.



S3-142351
Ls on assumptions for out of network coverage discovery





Source: Blackberry

Discussion: 

Orange: why do we need to send this LS? Why not direct contribution to SA2?

The document was revised addressing comments from Orange.

Decision: 

The document was approved.



S3-142352
Proposal on way forward for PC3 interface





Source: BT

Discussion: 

Qualcomm and Vodafone didn't feel comfortable with going ahead with opening the door to another solution that hasn’t been presented yet. Telecom Italia agreed.

BT: this is different from other elections we had in the past since we have the role of the regulators here and we have to follow public safety requirements.

They clarified that if we all agree on this paper we will have consensus.

The Implementation solutions are optional.

Nokia Networks asked to include that this procedure, particular for Public Safety purposes, will not take precedence for future selection criteria in SA3.

The Chairman announced that there will be a technical vote in SA3#77. The subject was agreed and the question will be announced up to three weeks before the meeting takes place.

This document was also endorsed by the group.

Decision: 

The document was noted.



S3-142353
ProSe exception sheet





Source: Rapporteur

Decision: 

The document was approved.



7.12
Security Aspects of Group Communication System Enablers for LTE

S3-142008
Reply LS on GCSE security





Source: C3-142350

Abstract: 

-

Decision: 

The document was replied to in S3-142273.



S3-142273
Reply to: Reply LS on GCSE security





Source: Huawei,Nokia Networks

Decision: 

The document was approved.



S3-142101
Solving editor's note on mutual authentication between GCS AS and BM-SC





33.246
  CR-0184  (Rel-12) v12.0.0





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

ALU commented that the new section is not needed.

Reformulation of first change and second change removed.

Decision: 

The document was revised to S3-142274.



S3-142274
Solving editor's note on mutual authentication between GCS AS and BM-SC





33.246
  CR-0184  rev 1 (Rel-12) v12.0.0





Source: Huawei, HiSilicon,Nokia Corporation,Nokia Networks

(Replaces S3-142101)

Decision: 

The document was agreed.



S3-142099
Solving editor's note on Diameter security mechanism





33.246
  CR-0183  (Rel-12) v12.0.0





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Nokia Networks didn't agree fully with this but proposed to merge with 236.

Decision: 

The document was revised to S3-142275.



S3-142275
Solving editor's note on Diameter security mechanism





33.246
  CR-0180  rev 1 (Rel-12) v12.0.0





Source: Huawei, HiSilicon,Nokia Corporation, Nokia Networks

(Replaces S3-142099)

Decision: 

The document was agreed.



S3-142236
Commenting on S3-142055





33.246
  CR-0180  (Rel-12) v12.0.0





Source: Nokia Corporation, Nokia Networks

Abstract: 

Update to S3-142055

Decision: 

The document was revised to S3-142275.



S3-142054
CR-0179 TR 33.246 GCSE resolving ed note in Annex N.1.2





33.246
  CR-0179  (Rel-12) v12.0.0





Source: Nokia Corporation, Nokia Networks

Abstract: 

-

Decision: 

The document was revised to S3-142276.



S3-142116
CR--Integrity protection on MB2-U interface





33.246
  CR-0185  (Rel-12) v12.0.0





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-142276.



S3-142143
Integrity protection on MB2-U





33.246
  CR-0186  (Rel-12) v12.0.0





Source: Ericsson

Abstract: 

-

Discussion: 

Nokia Networks: we shouldn't address the confidentiality part, it's out of scope.

Ericsson agreed with taking it away.

The proposal was to remove Ericsson's and Nokia's notes, also any reference to confidentiality.

143,116 and 054 were merged into 276.

Decision: 

The document was revised to S3-142276.



S3-142276
Integrity protection on MB2-U





33.246
  CR-0179  rev 1 (Rel-12) v12.0.0





Source: Nokia Corporation, Nokia Networks, Huawei, Ericsson

(Replaces S3-142143)

Discussion: 

Merge of 143 (change in N.1.2),116 and 054

Decision: 

The document was agreed.



S3-142056
CR-0181 TR 33.246 GCSE MB2-U interface solution





33.246
  CR-0181  (Rel-12) v12.0.0





Source: Nokia Corporation, Nokia Networks

Abstract: 

-

Discussion: 

Ericsson: do we need to support IPSec or DTLS or both?

If we specify both how we decide which one to use?

Nokia Networks commented that CT3 would take care of the negotiation part.

Deutsche Telekom: it's a deployment option.

ALU: CT3 is not supporting any NAT.

Decision: 

The document was revised to S3-142281.



S3-142281
CR-0181 TR 33.246 GCSE MB2-U interface solution





33.246
  CR-0181  rev 1 (Rel-12) v12.0.0





Source: Nokia Corporation, Nokia Networks

(Replaces S3-142056)

Decision: 

The document was agreed.



S3-142058
CR-0001 TR 33.888 GCSE Clarification to key issue MB2 interface





33.888
  CR-0001  (Rel-12) v..





Source: Nokia Corporation, Nokia Networks

Abstract: 

-

Decision: 

The document was revised to S3-142299.



S3-142299
CR-0001 TR 33.888 GCSE Clarification to key issue MB2 interface





33.888
  CR-0001  rev 1 (Rel-12) v12.0.0





Source: Nokia Corporation, Nokia Networks

(Replaces S3-142058)

Decision: 

The document was agreed.



S3-142060
CR-0003 TR 33.888 GCSE MB2-U requirement





33.888
  CR-0003  (Rel-12) v12.0.0





Source: Nokia Corporation, Nokia Networks

Abstract: 

-

Decision: 

The document was revised to S3-142301.



S3-142301
CR-0003 TR 33.888 GCSE MB2-U requirement





33.888
  CR-0003  rev 1 (Rel-12) v12.0.0





Source: Nokia Corporation, Nokia Networks,Huawei

(Replaces S3-142060)

Decision: 

The document was agreed.



S3-142061
CR-0004 TR 33.888 GCSE MB2-U interface solution





33.888
  CR-0004  (Rel-12) v..





Source: Nokia Corporation, Nokia Networks

Abstract: 

-

Decision: 

The document was revised to S3-142302.



S3-142302
CR-0004 TR 33.888 GCSE MB2-U interface solution





33.888
  CR-0004  rev 1 (Rel-12) v12.0.0





Source: Nokia Corporation, Nokia Networks

(Replaces S3-142061)

Decision: 

The document was agreed.



S3-142115
PCR-Integrity protection on MB2-U interface





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-142300.



S3-142300
PCR-Integrity protection on MB2-U interface





33.888
  CR-0006  (Rel-12) v12.0.0





Source: Huawei,Nokia Corporation,Nokia Networks

(Replaces S3-142115)

Decision: 

The document was agreed.



S3-142237
Commenting on S3-142059





33.888
  CR-0002  rev 1 (Rel-12) v..





Source: Nokia Corporation, Nokia Networks

Abstract: 

Update of S3-142059

Decision: 

The document was revised to S3-142303.



S3-142303
Commenting on S3-142059





33.888
  CR-0002  rev 2 (Rel-12) v12.0.0





Source: Nokia Corporation, Nokia Networks

(Replaces S3-142237)

Decision: 

The document was agreed.



S3-142062
CR-0005 TR 33.888 GCSE conclusion





33.888
  CR-0005  (Rel-12) v..





Source: Nokia Corporation, Nokia Networks

Abstract: 

-

Decision: 

The document was revised to S3-142304.



S3-142304
CR-0005 TR 33.888 GCSE conclusion





33.888
  CR-0005  rev 1 (Rel-12) v12.0.0





Source: Nokia Corporation, Nokia Networks

(Replaces S3-142062)

Decision: 

The document was agreed.



S3-142100
LS for Diameter security mechanism on Tsp interface





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-142305.



S3-142238
Commenting on S3-142008 and S3-142100 LS_reply to CT3





Source: Nokia Networks

Abstract: 

LS-out proposal addressing the concerns raised in editor's notes in TS 33.246 and TR 33.888 as well as by S3-142100. It is about the usage of RFC3588 and RFC 6733 security mechanisms.    Since GCSE MB2-C is re-using the mechanisms defined for MTC Tsp in

Decision: 

The document was revised to S3-142305.



S3-142305
Commenting on S3-142008 and S3-142100 LS_reply to CT3





Source: Nokia Networks,Huawei

(Replaces S3-142238)

Discussion: 

Update of the discussion paper, reply of the LS is handled in tdoc S3-142273

Decision: 

The document was approved.



S3-142053
CR-0178 TR 33.246 GCSE resolving of editor’s note under N.1





33.246
  CR-0178  (Rel-12) v12.0.0





Source: Nokia Corporation, Nokia Networks

Abstract: 

-

Decision: 

The document was agreed.



S3-142057
CR-0182 TR 33.246 editorial





33.246
  CR-0182  (Rel-12) v12.0.0





Source: Nokia Corporation, Nokia Networks

Abstract: 

-

Decision: 

The document was agreed.



S3-142055
CR-0180 TR 33.246 GCSE resolving ed note in Annex N.2 on MB2-C





33.246
  CR-0180  (-) v..





Source: Nokia Corporation, Nokia Networks

Abstract: 

-

Decision: 

The document was withdrawn.



S3-142059
CR-0002 TR 33.888 GCSE MB2-C solution clarification





33.888
  CR-0002  (-) v..





Source: Nokia Corporation, Nokia Networks

Abstract: 

-

Decision: 

The document was withdrawn.



7.13
Security Assurance Specification for 3GPP Network Products

S3-142161
PCR on TR 33.916-definition of the evaluation report





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-142251.



S3-142251
PCR on TR 33.916-definition of the evaluation report





Source: Huawei, HiSilicon

(Replaces S3-142161)

Decision: 

The document was approved.



S3-142162
PCR on 33.916-clarification of the requirement evidences in the requirement template





Source: Huawei, HiSilicon, Nokia Networks, China Mobile

Abstract: 

-

Discussion: 

ALU: we need to go through the TR and check the requirements evidences that may be there.

The Chairman proposed that ALU and Huawei check together the impact of this proposal in the rest of the spec, checking if there are more requirement evidences.

Decision: 

The document was approved.



S3-142175
Threats Categorization





TR 33.806 v..





Source: Telecom Italia

Abstract: 

Threats Categorisation is proposed, to be used to reference each threat.

Discussion: 

175,232 and 182 were noted after an offline conference call held with Telecom Italia. More conference calls are planned in the future.

Decision: 

The document was noted.



S3-142232
Commenting contribution on S3-142175 (SCAS threats)





Source: Nokia Networks

Abstract: 

-

Decision: 

The document was noted.



S3-142182
Threats Alignment





Draft-TR 33.806 v..





Source: Telecom Italia, Teliasonera

Abstract: 

This pseudo-CR proposes to align clauses 5.4.1 and 5.4.2 to the categorization proposed in the companion pCR  TD S3-142175 on

Decision: 

The document was noted.



S3-142096
Deleting two editor's notes in clause 5.4.2.2 of TR33.806 according to SA3#75 e-mail discussion





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Nokia Networks: What's the role that the attacker model plays? Where is it considered when removing these references?

Ericsson agreed, although they had no problem with removing the editor's note there seems to be no place for the attacker model.

Decision: 

The document was revised to S3-142253.



S3-142253
Deleting two editor's notes in clause 5.4.2.2 of TR33.806 according to SA3#75 e-mail discussion





Source: Huawei, HiSilicon

(Replaces S3-142096)

Discussion: 

First editor's note will be removed and the second one to be moved to the attacker's model clause (5.3).

Decision: 

The document was approved.



S3-142031
Way forward on SCAS requirements





Source: Deutsche Telekom AG

Abstract: 

This contribution proposes a way to structure requirements for the MME SCAS

Discussion: 

Telia-Sonera: also short listing could be a solution (prioritization).

Nokia Networks was in line with this approach and they had another contribution together with other vendors proposing something similar.

Juniper supported this contribution.

NTT-DoCoMo: capture this in 33.916 (prepare a pCR).

China Mobile proposed to agree on the way forward and have the pCR for the next meeting, to have the time to prepare it.

Decision: 

The document was noted.



S3-142032
DT Security Requirements





Source: Deutsche Telekom AG

Abstract: 

This contribution proposes to consider DT security requirements as source or reference for defining SCAS security requirements

Discussion: 

BT wondered about the sets of requirements that in the future the operator may have: the one from GSMA/3GPP and the one from the operator.

Huawei: most of the PDF requirements are hardening requirements.

NTT-DoCoMo: the requirements in the PDF, is this the level of detail we want?

Decision: 

The document was noted.



S3-142033
Proposed security requirements for MME





Source: Deutsche Telekom AG

Abstract: 

This contribution shows how a complete set of requirements for an MME would be selected out of the DT security requirements.

Discussion: 

Ericsson: it is too difficult to go so deep into the requirements.

Nokia Networks proposed to use DT's requirements for consistency, or taking the best ones. We don't want to end having overlapping requirements between DT and the requirements in the TR.

DT commented that level one and two match well with the requirements that are in the TR.

The Chairman commented to compare both sets of requirements and look for overlaps

Decision: 

The document was noted.



S3-142194
Approach to selecting requirements in the SCAS for the MME





Source: Alcatel-Lucent, Ericsson, Juniper Networks, Nokia Networks

Abstract: 

-

Discussion: 

Telia-Sonera commented that there haven't been O.S. flavour related issues yet (there is no problem with them at the moment). It's not easy for the operator what is implementation specific and what is not either.

Ericsson: if you take different LINUX flavours there are many different configurations.

Juniper: we don't want to create standards for a group of companies alone, but for everybody.

NTT-DoCoMo: where do we draw the line of what is implementation specific and what is not?

Nokia Networks: DT did something like this already.

NTT-DocoMo: can we have specific test cases based on each requirement? 

Nokia Networks : not for all of them.

The Chairman proposed that we accept the outline in section 3 as a way forward. Requirements from DT can be studied before the next SA3 meeting.

This way forward was endorsed by the group.

Decision: 

The document was noted.



S3-142196
Overlap of SCAS hardening requirements with BVT





Source: Alcatel-Lucent, Ericsson, Juniper Networks, Nokia Networks

Abstract: 

-

Discussion: 

There was agreement on the structure in 199.

Deutsche Telekom: Some expert should review the pre-requisites from the vendors. 

China Mobile didn't agree with the removal of several R requirements in clause 7.4 of 142200.

DT proposed to include editor's notes.

Juniper: we need to come up with a list of unacceptable requirements.

DT: A plain list of services will not work because it will also be specific.

Nokia Networks proposed the editor's note: How to review the list of services for each interface against each requirement is for further study. This wasn't accepted.

BT: in 7.3 better to list unnecessary ports, not to remove everything.

BT: let's not try to write an ever expanding list to be continuously maintained. I tend to go to the direction of the pCR rather than what we have.

Nokia Networks: test tools are updated probably at a higher speed than the 3GPP specs and they could address those which are insecure automatically, which would address BT's concern.

Ericsson: we can disable any number of services, opening what is needed.

Juniper rectified and commented that having a list is not a good idea. An editor's note should be added that this is an outstanding issue. Remove R6.

BT: the problem is that we could recommend for example a version of SSL that months later becomes insecure.

It was agreed to remove R6 and include an editor's note. China Mobile didn't agree with this, they wanted to remove the list. 

China Mobile didn't agree with removing R4. R1 is before testing and R4 is after testing. Their concerns were taken offline.

The agreements were taken in the revision in 257.

Decision: 

The document was noted.



S3-142199
SCAS - pCR to TR 33.806: adding structure and general description of BVT to clause 9





Source: Alcatel-Lucent, Ericsson, Juniper Networks, Nokia Networks

Abstract: 

-

Decision: 

The document was revised to S3-142257.



S3-142200
SCAS - pCR to TR 33.806: adding BVT port scanning and vulnerability scanning description, removing redundant requirements text





Source: Alcatel-Lucent, Ericsson, Juniper Networks, Nokia Networks

Abstract: 

-

Decision: 

The document was revised to S3-142257.



S3-142257
SCAS - pCR to TR 33.806: adding BVT port scanning and vulnerability scanning description, removing redundant requirements text





Source: Alcatel-Lucent, Ericsson, Juniper Networks, Nokia Networks

(Replaces S3-142200)

Discussion: 

Merge of 199 and 200

Decision: 

The document was approved.



S3-142121
The MME Application - definition





TR 33.806 v..





Source: TeliaSonera, China Unicom, Telecom Italia

Abstract: 

-

Discussion: 

Vodafone queried about the running process against software package. OAM function should be part of its own application.

Nokia Networks: MME functions are defined somewhere else. Making references to MME functions seems fine.

BT preferred to keep OAM functions like this and not having it separate.

NTT-Docomo proposed to add an editor's note leaving this issue open.

Guenther didn't understand the separate access to the MME application and the MME operating system. Deutsche Telekom found it better to have it in a note instead of the definition.

It was agreed to remove this sentence.

Decision: 

The document was revised to S3-142258.



S3-142258
The MME Application - definition





TR 33.806 v..





Source: TeliaSonera, China Unicom, Telecom Italia

(Replaces S3-142121)

Decision: 

The document was approved.



S3-142163
MME OS type basic assumption





TR 33.806 v..





Source: TeliaSonera, China Unicom

Abstract: 

-

Discussion: 

Ericsson objected to this since there are other operative systems different from UNIx. Juniper and Orange supported this.

Decision: 

The document was noted.



S3-142093
Test cases for Rx Requirements of Logs Protection and Management





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

NTT-DoCoMo and Vodafone had problems with test case one.. 

Ericsson wanted to extend the test cases, they are not enough to test this.

Nobody supported test case one

Test case did not have any objection. It will be incorporated in the revision.

Decision: 

The document was revised to S3-142261.



S3-142261
Test cases for Rx Requirements of Logs Protection and Management





Source: Huawei, HiSilicon

(Replaces S3-142093)

Decision: 

The document was approved.



S3-142094
Test cases for Security requirements on MME software package integrity





Source: Huawei, Hisilicon, China Unicom

Abstract: 

-

Discussion: 

ALU: "b)
The tester uses the tool to verify the software package integrity". It is the MME who checks this.

NTT-DoCoMo: test case one doesn’t map into any of the requirements.

Test case two was valid for several requirements but not all.

It was proposed that second half of requirement four needs further clarification.

First test case will be removed.

The Chairman proposed that the test case two will be clarified for which requirements is valid, and add an editor's note on requirement two and four.

Decision: 

The document was revised to S3-142262.



S3-142262
Test cases for Security requirements on MME software package integrity





Source: Huawei, Hisilicon, China Unicom

(Replaces S3-142094)

Decision: 

The document was approved.



S3-142083
System group account limitation





TR 33.806 v..





Source: TeliaSonera, China Unicom

Abstract: 

-

Discussion: 

NTT-DoCoMo: databases run with a special account, would that be a group account?

Ericsson: there is no functional way of blocking this. No functional requirement for this, fine with definition and threat not the requirement. Docomo agreed.

DT: what does special privilege mean? Admin privilege, root? Find a better term.

BT was fine with the definition.

Revised to remove the requirement.

Decision: 

The document was revised to S3-142263.



S3-142263
System group account limitation





TR 33.806 v..





Source: TeliaSonera, China Unicom

(Replaces S3-142083)

Decision: 

The document was approved.



S3-142064
Centralized security management





TR 33.806 v..





Source: TeliaSonera

Abstract: 

We address DT requirement 3.01-19 in S3-142033.

Discussion: 

ALU didn’t agree with the contribution as tdoc 230 states. Juniper didn’t agree either.

There were concerns among DT, BT and ALU on the requirements for centralized management (too specific implementation mechanisms).

Nokia Networks: why would the independent databases be independent? Is it central storage or central management? There must be backups and this seems to rule out this possibility.

Decision: 

The document was revised to S3-142254.



S3-142230
SCAS: Comments on S3-142064 - Centralized Security management





Source: Alcatel-Lucent

Abstract: 

-

Decision: 

The document was noted.



S3-142079
SCAS - Security requirements on MME user account and password management





Source: Alcatel-Lucent

Abstract: 

-

Decision: 

The document was withdrawn.



S3-142095
Test cases for Security requirements on MME user account and password management





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

Ericsson needed more steps in Test Case 2.

BT: there are no databases with credentials in the MME. Colin however supported the contribution.

Huawei: this is not covered in this contribution, we can add that requirement.

Nokia Networks didn’t fully understand test 4. It was agreed to remove it.

The document was revised to address these concerns.

Decision: 

The document was revised to S3-142265.



S3-142265
Test cases for Security requirements on MME user account and password management





Source: Huawei, HiSilicon

(Replaces S3-142095)

Decision: 

The document was approved.



S3-142090
Test case for OAM privilege management requirements on MME Management and Maintenance





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was approved.



S3-142080
SCAS- OAM communications security





Source: Alcatel-Lucent

Abstract: 

-

Decision: 

The document was approved.



S3-142092
Test case for Security requirements on MME Management and Maintenance interface





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

NTT Docomo wanted to add another step in Test Case 1.

Also, some problem with having the MME on in the pre-condition for RX-2.

BT didn’t agree with test case for RX-2.It's not implementable.Nokia Networks agreed, removing ports is not something that can be done.

It was agreed to remove the test case RX-2 and write an editor's note: Physical removing ports is impractical.

Test case RX-1 should match the requirement as pointed out by Nokia Networks. An editor's note was agreed.

A revision was made to address these concerns.

Decision: 

The document was revised to S3-142266.



S3-142266
Test case for Security requirements on MME Management and Maintenance interface





Source: Huawei, HiSilicon

(Replaces S3-142092)

Decision: 

The document was approved.



S3-142179
[SCAS] adding new SFR on IP spoofing attack





Source: Vodafone

Abstract: 

-

Discussion: 

ALU suggested a rewording for IP level attacks.

Ericsson: I would like to know where the threat is coming from. Juniper agreed and commented that there is no security interface required for the management interface.

RX-1was agreed to be removed.

IP source address spoofing instead of spoofing attack, as proposed by Nokia Networks.

Juniper preferred to delete the reference to LINUX.

These and other comments were addressed in the revision.

Orange: how do we deal with other O.S? What if we use Windows? 

BT: we have given an example, we don't need to worry about the rest of O.S.

Orange agreed with that statement but didn’t find the test case useful.

Decision: 

The document was revised to S3-142267.



S3-142267
[SCAS] adding new SFR on IP spoofing attack





Source: Vodafone

(Replaces S3-142179)

Decision: 

The document was revised to S3-142333.



S3-142333
[SCAS] adding new SFR on IP spoofing attack





Source: Vodafone

(Replaces S3-142267)

Decision: 

The document was approved.



S3-142180
[SCAS] adding new SFR on Reverse source IP routing-based attacks





Source: Vodafone

Abstract: 

-

Discussion: 

Nokia Networks: this whole feature is specific to SOLARIS.DT supported Nokia Networks here. This meant that the test case should not be there. For this reason the document was noted.

Decision: 

The document was noted.



S3-142036
Threats clarification on MME management and maintenance interfaces





Source: China Unicom, Huawei, HiSilicon, ZTE Corporation

Abstract: 

-

Decision: 

The document was revised to S3-142268.



S3-142268
Threats clarification on MME management and maintenance interfaces





Source: China Unicom, Huawei, HiSilicon, ZTE Corporation

(Replaces S3-142036)

Discussion: 

Merge of 2036 and 2078

Decision: 

The document was approved.



S3-142078
SCAS - Threat Clarifications





Source: Alcatel-Lucent

Abstract: 

-

Discussion: 

This contribution and China Unicom's suggest changes to the same area. ALU proposed to merge both.

Decision: 

The document was revised to S3-142268.



S3-142089
SCAS privacy related functions protection





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

It was finally merged with 227 into 228

Decision: 

The document was noted.



S3-142227
Comments to 142089 Requirements for protecting privacy related functions





Source: China Mobile

Abstract: 

-

Discussion: 

Merged with 089 into 228

Decision: 

The document was noted.



S3-142228
Merge of S3-142089 and S3-142227- Requirements for protecting sensitive functions





Source: Huawei, HiSilicon, China Mobile

Abstract: 

-

Discussion: 

DT supported this except the use of the word "sensitive". It could be accepted without this word.

Juniper: which operator are we testing for? I don’t agree with the requirement. Nokia Networks agreed.

There was no general support for this document.

Decision: 

The document was noted.



S3-142231
SCAS: Comments on Merge of S3-142089 and S3-142227- Requirements for protecting sensitive functions





Source: Alcatel-Lucent

Abstract: 

-

Decision: 

The document was noted.



S3-142091
Test case for Rx Requirements of user identities





Source: Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-142269.



S3-142269
Test case for Rx Requirements of user identities





Source: Huawei, HiSilicon

(Replaces S3-142091)

Discussion: 

Test case one modified and test case removed.

Decision: 

The document was approved.



S3-142181
[SCAS] adding new SFR on user location/tracking leakage





Source: Vodafone

Abstract: 

-

Discussion: 

Juniper, Nokia Networks and NTT-Docomo didn't agree with having the requirement.

NTT-Docomo: we need to figure out where it needs to go.

Nokia Networks: I thought we had agreed that we would not repeat requirements that are in other 3GPP specs.

The Chairman noted that this is addressing a new discussion that should be treated offline (3GPP functions that could or could not be considered in our activity).

Requirements one two and three should not be here. Requirement four is to be modified.

Decision: 

The document was revised to S3-142270.



S3-142270
[SCAS] adding new SFR on user location/tracking leakage





Source: Vodafone

(Replaces S3-142181)

Decision: 

The document was approved.



S3-142148
Requirement of logs Protection and Management





Source: China Mobile

Abstract: 

-

Discussion: 

Nokia Networks and Ericsson didn't support this. Integrity protection is also needed.

Decision: 

The document was noted.



S3-142149
Security requirement for T2: Sensitive information storage security





Source: China Mobile

Abstract: 

-

Discussion: 

Ericsson: sensitive info should be access control.

BT: delete requirement 4 since it is covered by requirement five.

Decision: 

The document was revised to S3-142271.



S3-142271
Security requirement for T2: Sensitive information storage security





Source: China Mobile

(Replaces S3-142149)

Decision: 

The document was approved.



S3-142252
Fixing 33.806 editorials





Source: Huawei,Alcatel-Lucent

Decision: 

The document was approved.



S3-142254
Centralized security management





Source: TeliaSonera

(Replaces S3-142064)

Decision: 

The document was approved.



S3-142255
pCR on way forward for SCAS requirements





Source: NTT-DoCoMo

Discussion: 

Telia Sonera: the objectives were not decided yet.

DT: details requirements shall derive from more general requirements. Objectives are the most general requirements we have.

The document was discussed offline and revised to address all concerns.

Decision: 

The document was approved.



S3-142259
Draft TR 33.806





Source: Rapporteur

Decision: 

The document was left for email approval and approved.



S3-142260
Draft TR 33.916





Source: Rapporteur

Decision: 

The document was left for email approval and approved.



7.14
Specification of the TUAK Algorithm Set

S3-142035
LS on TUAK design and evaluation report





Source: ETSI SAGE

Abstract: 

-

Discussion: 

Blackberry supported the proposal.

Offline discussions with MCC are needed in order to decide how to address the PDF documents, since it would require a lot of work to rewrite them in doc files.

The could be uploaded to a public location but having the link broken in the future is a risk.

The word document,TUAK evaluation report, will also need editorial review by MCC.

It was decided to take an action point for the next meeting for the handling of these documents.

ACTION:
Vodafone to follow discussions with MCC on the handling of the documents.

(action on: Chairman / due by: 2014-11-16)

Decision: 

The document was noted.



7.15
Security Aspects related to Machine-Type Communication

S3-142020
Reply to 3GPP SA3 LS on Interactions with Underlying Networks





Source: OneM2M

Abstract: 

-

Decision: 

The document was noted.



S3-142021
Reply LS on MTC Device Identification for LI





Source: S1-141384

Abstract: 

-

Discussion: 

This was handled by SA3-LI already

Decision: 

The document was noted.



S3-142208
Skeleton and initial text for TR 33.889





Source: Rapporteur

Abstract: 

-

Discussion: 

Ericsson proposed to add key issues under the different groups.

Decision: 

The document was noted.



S3-142234
Comments on Skeleton and initial text for TR 33.889





Source: Nokia Networks

Abstract: 

-

Decision: 

The document was revised to S3-142247.



S3-142247
Comments on Skeleton and initial text for TR 33.889





33.889 v..





Source: Rapporteur

(Replaces S3-142234)

Discussion: 

Comments by Nokia Networks were approved and added to the initial proposal from Samsung.

S3-142248 will gather all the pCRs from this meeting.

Decision: 

The document was approved.



S3-142087
[MTCe] Proposal for group authentication requirement





Source: China Mobile

Abstract: 

-

Discussion: 

BT: rather than Smart Meter we should generalize to MTC Device in the diagram.

Nokia Networks: how do you do mutual authentication in GSM?

China Mobile: these issues should have come earlier in our MTC discussions.

Nokia Networks didn't find clear the group authentication issue. It looks like coming from a solution than a standalone requirement.

Telecom Italia queried whether there will be general requirements or specific to certain solutions. The Chairman answered that both.

Huawei didn't find any issue about GSM in SA2 specs, so they didn’t find any issue with this.

Ericsson commented that the requirement for mutual authentication was superfluous.

The requirement for mutual authentication was agreed to be moved to the solution part.

On the second requirement, there were concerns about the "could". China Mobile clarified that it means "may".

BT: which part of the network?

Decision: 

The document was revised to S3-142249.



S3-142249
[MTCe] Proposal for group authentication requirement





Source: China Mobile

(Replaces S3-142087)

Decision: 

The document was approved.



S3-142088
[MTCe] Proposal for group authentication mechanism





Source: China Mobile

Abstract: 

-

Discussion: 

ALU: distribution of key supply; the agent becomes a micro HSS? He queried about the sequence numbers. Gemalto agreed with ALU.

Judy replied that the sequence number is kept in the HSS during external authentification and not related to the one used in the internal authentification.

Nokia Networks had problems with phase two, especially the absence of AUTN. Gemalto agreed.

NTT-DoCoMo proposed to collect comments for this proposal but the contribution needed to be re-written.

BT: we end up with thousands of challenges-responses this way.

Gemalto: there are no mutual authentication here, we are challenging the current model we have here.

The Chairman proposed to note this contributions and collect comments offline for presenting an updated contribution for the next meeting.

China Mobile commented that this is an important issue and some other companies should also contribute in the next meeting proposing alternatives for this issue.

Decision: 

The document was noted.



S3-142117
Key issues of AESE





Source: Huawei, HiSilicon

Abstract: 

-

Discussion: 

ALU: should we copy the SA2 architecture into our TR?

Nokia Networks: It's in TR23.708. The proposal is for solution one, but that is not in 3GPP scope. The other is in scope but doesn't use SCEF.

The Chairman suggested to check SA2 activity and come back with an update in the next meeting.

Decision: 

The document was noted.



S3-142248
Draft TR 33.889





33.889 v..





Source: Rapporteur

Decision: 

The document was approved.



7.16
Security Aspects of WLAN Network Selection for 3GPP Terminals

7.17
Other areas

S3-142037
Way forward on security aspects for enhanced CSFB





Source: China Unicom

Abstract: 

-

Discussion: 

Commented in 2233

Decision: 

The document was noted.



S3-142038
Update SA2 WID on enhanced CSFB





Source: China Unicom, ZTE Corporation, CATR, CATT,Huawei, HiSilicon

Abstract: 

-

Decision: 

The document was revised to S3-142264.



S3-142264
Update SA2 WID on enhanced CSFB





Source: China Unicom, ZTE Corporation, CATR, CATT,Huawei, HiSilicon

(Replaces S3-142038)

Discussion: 

Ericsson proposed to have SA3's own study and TR.

discussions on whether this was necessary (NTT- Docomo wasn't sure about having an own SA3 study, and they had preference anyway on a VoLTE solution). Orange,Huawei and Nokia Networks agreed with NTT-Docomo. A TR is not necessary either. Our procedures could be embedded into the SA2's work.

Telecom Italia proposed to wait until next meeting to decide the start of work.

Huawei commented that it was necessary to trigger the work as soon as possible since it is a problem that operators are facing now. There are solutions on the table already and there is no need to wait.

China Unicom commented that SA2's work is going for approval in December.

It was agreed not to have a TR, but to work with CRs.

NTT Docomo commented that the objective is to make sure that optimizations are still secure.

Decision: 

The document was agreed.



S3-142233
Comments on 2037 Way forward on security aspects for enhanced CSFB





Source: Nokia Networks

Abstract: 

-

Decision: 

The document was noted.



S3-142242
re- Comments on 2037 Way forward on security aspects for enhanced CSFB





Source: China Unicom

Abstract: 

-

Decision: 

The document was noted.



8
Studies

8.1 
Study on Security aspects of Integration of Single Sign-On (SSO) frameworks with 3GPP networks

S3-142140
Rationale for Updated WID for SSO





Source: Ericsson

Abstract: 

-

Decision: 

The document was noted.



S3-142139
Updated WID for SSO





Source: Ericsson,AT&T, Interdigital

Abstract: 

-

Decision: 

The document was revised to S3-142324.



S3-142324
Updated WID for SSO





Source: Ericsson,AT&T, Interdigital

(Replaces S3-142139)

Discussion: 

Nokia Networks: there is not much activity in the SA1 TS. They also commented that there is not much activity in SA3 either. Why to carry on till Rel-13?

Ericsson commented that they would like to finish to fulfil SA requirements, there is input for this meeting already.

BT and AT&T commented that if it carries on till Rel-13 they are fine with it, as long as there are supporting companies.

Decision: 

The document was revised to S3-142347.



S3-142347
Updated WID for SSO





Source: Ericsson,AT&T, Interdigital

(Replaces S3-142324)

Decision: 

The document was agreed.



S3-142039
PCR to 33.895: Section 7.3.5





33.895 v..





Source: Interdigital

Abstract: 

This PCR adds content to Section 7.3.5 of TR 33.895 v.0.9.0

Discussion: 

Nokia: the table is more useful for a discussion paper, but not for the TR.

Decision: 

The document was approved.



S3-142040
PCR to 33.895: Section 7.4.X





33.895 v..





Source: Interdigital

Abstract: 

This PCR adds content to Section 7.4.X of TR 33.895 v.0.9.0

Discussion: 

Nokia: Requirements 8 and 10 are contradicting, there is no consistency in SA1 requirements.

Decision: 

The document was noted.



S3-142084
PCR to 33.895: Section 7.4.Y





33.895 v..





Source: Interdigital

Abstract: 

This PCR adds Section 7.4.Y which contains functional architecture for local user authentication described in detail in Section 7.4.3.

Discussion: 

Nokia: this level of detail doesn’t belong here. I object to this pCR.

ALU: the Interfaces here are not in our scope.

There was no agreement on this contribution.

Decision: 

The document was noted.



S3-142349
draft TR 33.895





Source: Rapporteur

Decision: 

The document was approved.



8.2 
Security Study on Spoofed Call Detection and Prevention

S3-142150
Amendment of FS_SPOOF





Source: China Mobile

Abstract: 

-

Decision: 

The document was withdrawn.



S3-142244
pCR to  FS_SPOOF





Source: China Mobile

Abstract: 

-

Discussion: 

Approved with comments from Alcatel Lucent implemented in 330.

Decision: 

The document was approved.



S3-142256
Presentation sheet for Spoof specification TR 33.831





Source: Rapporteur

Decision: 

The document was approved.



S3-142330
corrections on draft TR SPOOF





33.831 v..





Source: MCC

Discussion: 

Version 0.5.1 of the spec containing MCC's editorial changes. It will be the baseline to implement the pCR approved in this meeting.

Decision: 

The document was approved.



S3-142350
draft TR 33.831





Source: Rapporteur

Discussion: 

Version 0.6.0 containing the approved pCR and the editorial changes from MCC.

Decision: 

The document was approved.



8.3 
Study Item on Security Assurance Methodology for 3GPP Network Elements

S3-142174
Threats Categorization





TR 33.806 v..





Source: Telecom Italia

Abstract: 

A Threats Categorisation is proposed, to be used to reference each threat.

Decision: 

The document was withdrawn.



8.4 
Study on Subscriber Privacy Impact in 3GPP

S3-142186
Handling of Editors Notes in 4





Source: Nokia Corporation, Nokia Networks

Abstract: 

The first Editors Note in chapter 4 on the term organization is clarified.

Decision: 

The document was left for email approval.



S3-142188
Handling of second Editors Note in 4





Source: Nokia Corporation, Nokia Networks

Abstract: 

The second Editors Note in chapter 4 on protection within an operator network is clarified.

Decision: 

The document was left for email approval and approved.



S3-142155
Conceptual view





Source: China Unicom

Abstract: 

-

Decision: 

The document was left for email approval and revised to S3-142362.

S3-142362
Conceptual view





Source: China Unicom

(Replaces S3-142155)-

Decision: 

The document was approved.
S3-142147
Personally Identifiable Information Supplement





Source: China Mobile

Abstract: 

-

Decision: 

The document was left for email approval and revised to S3-142360.



S3-142169
Handling of Editor's Notes in 5.8.3





Source: Nokia Corporation, Nokia Networks

Abstract: 

This contribution resolves an editor's note on the privacy requirements. There exist non-technical reason why data has to be kept for some period of time e.g. due to billing or for legal reasons. This information is added to the text.

Decision: 

The document was left for email approval and approved.



S3-142154
Changes for the expression





Source: China Unicom, ZTE Corporation

Abstract: 

-

Decision: 

The document was left for email approval and revised to S3-142360.



S3-142153
Key issue - privacy information sharing in business collaborations





Source: China Unicom, ZTE Corporation, TeliaSonera

Abstract: 

-

Decision: 

The document was left for email approval and revised to S3-142361.

S3-142361
Key issue - personal information sharing in business collaborations





Source: China Unicom, ZTE Corporation, TeliaSonera

(Replaces S3-142153)
Decision: 

The document was approved.
S3-142152
Restructure of key issues





Source: China Unicom, ZTE Corporation

Abstract: 

-

Decision: 

The document was left for email approval.



S3-142166
Identification of Privacy Impact Procedure





Source: Nokia Corporation, Nokia Networks

Abstract: 

This contribution outlines a process in the Technical Report Guideline section, which allows identifying the potential privacy impacts during the progress of the work on a new technical topic. The methodology is following the approach taken in ISO / IEC J

Decision: 

The document was left for email approval and approved.



S3-142156
On Solution #1 - Privacy protection methodology





Source: China Unicom

Abstract: 

-

Decision: 

The document was left for email approval and approved.



S3-142159
Threat mitigation - explicit user consent





Source: China Unicom, ZTE Corporation,TeliaSonera

Abstract: 

-

Decision: 

The document was left for email approval and approved.



S3-142198
Threat mitigation: anonymization





Source: Nokia Corporation, Nokia Networks

Abstract: 

This contribution suggests improvements on the text about the usage of anonymity technology for privacy threat mitigation.

Decision: 

The document was left for email approval and approved.



S3-142097
Privacy Guidelines





Source: Huawei, Hisilicon,CATR, China Unicom

Abstract: 

-

Decision: 

The document was left for email approval and revised to S3-142359.

S3-142359
Privacy Guidelines





Source: Huawei, Hisilicon,CATR, China Unicom

(Replaces S3-142097)
Decision: 

The document was approved
S3-142151
Reference addition





Source: China Unicom, Huawei, HiSilicon, ZTE Coporation

Abstract: 

-

Decision: 

The document was left for email approval and approved.



S3-142167
General improvements of readability





Source: Nokia Corporation, Nokia Networks

Abstract: 

This contribution targets to improve the general readability of the document. References are fixed, typos, fonts, line spacing, removal of hanging paragraph and colours are corrected and some sentences are rephrased to make the statements clearer. 

Decision: 

The document was left for email approval and revised to S3-142360.

S3-142360
General improvements of readability
Source: Nokia Corporation, Nokia Networks, China Mobile, China Unicom, ZTE Corporation
(Replaces S3-142167,154 and 147)

Abstract: 

Merge of 167,154 and 147

Decision: 

The document was approved.



S3-142168
Annex C Reference Clean Up





Source: Nokia Corporation, Nokia Networks

Abstract: 

This contribution cleans up the references in the Annex C to avoid that within the same document there are references with the same numbers. In addition the Annexes are renumbered, since there are currently two Annex C.

Decision: 

The document was left for email approval and approved.



S3-142145
Ongoing privacy work in NIST





Source: Ericsson

Abstract: 

-

Decision: 

The document was left for email approval and noted.



S3-142356
new draft TR Privacy





Source: Rapporteur

Decision: 

The document was left for email approval and approved.



8.5
Other Study Areas

S3-142127
New study on IMS call spoofing detection and prevention





Source: Sprint, AT&T, Bell Mobility

Abstract: 

-

Decision: 

The document was revised to S3-142272.



S3-142272
New study on IMS call spoofing detection and prevention





Source: Sprint, AT&T, Bell Mobility

(Replaces S3-142127)

Decision: 

The document was agreed.



S3-142176
NFV Security Discussion





Source: China Mobile

Abstract: 

-

Discussion: 

Orange: WE should follow the SA2 status and not open a WID here without them. Telecom Italia supported this.

BT supported for SA2. They pointed out that after the ISG restart they are looking for normative work.

ALU said that there is no point until SA has done anything about it.

China Mobile commented that we need to provide SA5 with security solutions to what they are working on now.

Nokia Networks commented that we had too many Study Items that gave no result for various reasons. Technical contributions are welcome.

Decision: 

The document was noted.



S3-142178
NFV Security Study Item for Management





Source: China Mobile

Abstract: 

-

Discussion: 

Ericsson: it is too early.

IPCom: we need a reliable stage 1. Stage one is planned for Rel-14 in 3GPP.

The Chairman commented that once we have identified the issues in SA5, when they have finished, we can start work on it. This would be starting a proposal without having a specific thing to do.

China Mobile welcomes technical discussion documents from the companies about NFV for the next meeting.

Decision: 

The document was noted.



9
Review and Update of Work Plan 

S3-142004
SA3 Work Plan





Source: ETSI Secretariat

Abstract: 

-

Decision: 

The document was noted.



10
Future Meeting Dates and Venues

S3-142002
SA3 meeting calendar





Source: ETSI Secretariat

Abstract: 

-

Decision: 

The document was noted.



11
Any Other Business

The Chairman announced that Judy (China Mobile) has resigned as Vice Chairman since she is changing companies, and that elections will take place next SA3 meeting.

Marcus Wong (Huawei) said a few words to  say goodbye to Judy and thank her for the great work in SA3 after 6 years. She was given a few very special certificates and a congratulations card.

Anja and Guenther (Nokia Networks) also dedicated a few words and gifts to Silke (Nokia) who was also leaving the group to face new challenges in her career. She had spent 10 years in SA3. She decided to donate the money the delegates have gathered to the Syrian refugees.

After this, the Chairman closed the meeting.

Report prepared by: Mirko Cano Soveri

Annex A: List of contribution documents

	Document
	Title
	Source
	Decision
	Replaces
	Replaced by

	S3-142000
	Agenda
	WG Chairman
	approved
	-
	-

	S3-142001
	Report from last SA meeting
	WG Chairman
	noted
	-
	-

	S3-142002
	SA3 meeting calendar
	ETSI Secretariat
	noted
	-
	-

	S3-142003
	Report from last SA3 meeting
	ETSI Secretariat
	approved
	-
	-

	S3-142004
	SA3 WorkPlan
	ETSI Secretariat
	noted
	-
	-

	S3-142005
	LS on ProSe Functions reachability
	C1-142124
	noted
	-
	-

	S3-142006
	Reply LS on parameter synchronization
	C1-142971
	noted
	-
	-
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	Reply LS on Clarification for Sync Failure during initial IMS registration
	C1-143309
	noted
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	-
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	Reply LS on GCSE security
	C3-142350
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	-
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	S3-142009
	Reply to LS on Maintenance of I-WLAN Solution (SP-140089 /C6-140255)
	C6-140294
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	Reply LS on Reply LS on ProSe Lawful Interception
	C6-140315
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	S3-142011
	Reply LS on Maintenance of I-WLAN Solution
	CP-1400457
	noted
	-
	-

	S3-142012
	LS on Study Item for Low Throughput Internet of Things
	GP-140429
	noted
	-
	-

	S3-142013
	Reply to 3GPP SA3 on securing interface between Proximity Service UE and SLP server
	OMA ARC/SEC
	noted
	-
	-

	S3-142014
	Reply to 3GPP SA3 on securing interface between Proximity Service UE and SLP server
	OMA LOC
	noted
	-
	-

	S3-142015
	Reply LS on Provisioning of ProSe configuration information in a public safety ProSe enabled UE
	R2-142917
	noted
	-
	-

	S3-142016
	Response LS on parameter synchronization
	R2-142932
	noted
	-
	-

	S3-142017
	Reply LS on Small Cell Counter (SCC) length and LS on SeNB Key Refresh and Counter Check procedures
	R2-142940
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	-
	-

	S3-142018
	LS on SeNB Key Refresh and Counter Check procedures
	R3-141400
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	R5-143217
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	OneM2M
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	S1-141384
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	-
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	Reply LS on scope of ProSe in Rel-12
	S2-142087
	noted
	-
	-

	S3-142023
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	S2-142202
	noted
	-
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	S3-142024
	Reply LS on impact of PC3 transport protocol on PC3 security
	S2-142275
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	S5-143384
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	-
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	Reply LS on Maintenance of I-WLAN Solution
	SP-140397
	noted
	-
	-

	S3-142029
	LS on ICT counterfeiting
	ITU-T SG11
	noted
	-
	-

	S3-142030
	Cleaning up TR 33.869  editorial correction
	BlackBerry, Vodafone
	revised
	-
	S3-142334

	S3-142031
	Way forward on SCAS requirements
	Deutsche Telekom AG
	noted
	-
	-

	S3-142032
	DT Security Requirements
	Deutsche Telekom AG
	noted
	-
	-

	S3-142033
	Proposed security requirements for MME
	Deutsche Telekom AG
	noted
	-
	-

	S3-142034
	Response on using the LTE confidentiality algorithms for proximity-based services
	ETSI SAGE
	noted
	-
	-

	S3-142035
	LS on TUAK design and evaluation report
	ETSI SAGE
	noted
	-
	-

	S3-142036
	Threats clarification on MME management and maintenance interfaces
	China Unicom, Huawei, HiSilicon, ZTE Corporation
	revised
	-
	S3-142268

	S3-142037
	Way forward on security aspects for enhanced CSFB
	China Unicom
	noted
	-
	-

	S3-142038
	Update SA2 WID on enhanced CSFB
	China Unicom, ZTE Corporation, CATR, CATT,Huawei, HiSilicon
	revised
	-
	S3-142264

	S3-142039
	PCR to 33.895: Section 7.3.5
	Interdigital
	approved
	-
	-

	S3-142040
	PCR to 33.895: Section 7.4.X
	Interdigital
	noted
	-
	-

	S3-142041
	TCG progress report in the areas of TMS
	Interdigital
	noted
	-
	-

	S3-142042
	CR-Dual Connectivity ENs 33 401
	Alcatel-Lucent
	revised
	-
	S3-142297

	S3-142043
	SCE: Resolutions for ENs A15
	Alcatel-Lucent
	noted
	-
	-

	S3-142044
	SCE: Resolutions for ENs E1
	Alcatel-Lucent
	withdrawn
	-
	-

	S3-142045
	SCE: Resolutions for ENs E22
	Alcatel-Lucent
	noted
	-
	-

	S3-142046
	SCE: Resolutions for ENs E23
	Alcatel-Lucent
	noted
	-
	-

	S3-142047
	SCE: Resolutions for ENs E241
	Alcatel-Lucent
	withdrawn
	-
	-

	S3-142048
	SCE: Resolutions for ENs E243
	Alcatel-Lucent
	withdrawn
	-
	-

	S3-142049
	SCE: Resolutions for ENs E 2 5
	Alcatel-Lucent
	noted
	-
	-

	S3-142050
	SCE: Resolutions for ENs E 2 8
	Alcatel-Lucent
	noted
	-
	-

	S3-142051
	WLCP: TWAN Vulnerability Analysis
	Alcatel-Lucent
	noted
	-
	-

	S3-142052
	WLCP Security CR
	Alcatel-Lucent
	noted
	-
	-

	S3-142053
	CR-0178 TR 33.246 GCSE resolving of editor’s note under N.1
	Nokia Corporation, Nokia Networks
	agreed
	-
	-

	S3-142054
	CR-0179 TR 33.246 GCSE resolving ed note in Annex N.1.2
	Nokia Corporation, Nokia Networks
	revised
	-
	S3-142276

	S3-142055
	CR-0180 TR 33.246 GCSE resolving ed note in Annex N.2 on MB2-C
	Nokia Corporation, Nokia Networks
	withdrawn
	-
	-

	S3-142056
	CR-0181 TR 33.246 GCSE MB2-U interface solution
	Nokia Corporation, Nokia Networks
	revised
	-
	S3-142281

	S3-142057
	CR-0182 TR 33.246 editorial
	Nokia Corporation, Nokia Networks
	agreed
	-
	-

	S3-142058
	CR-0001 TR 33.888 GCSE Clarification to key issue MB2 interface
	Nokia Corporation, Nokia Networks
	revised
	-
	S3-142299

	S3-142059
	CR-0002 TR 33.888 GCSE MB2-C solution clarification
	Nokia Corporation, Nokia Networks
	withdrawn
	-
	-

	S3-142060
	CR-0003 TR 33.888 GCSE MB2-U requirement
	Nokia Corporation, Nokia Networks
	revised
	-
	S3-142301

	S3-142061
	CR-0004 TR 33.888 GCSE MB2-U interface solution
	Nokia Corporation, Nokia Networks
	revised
	-
	S3-142302

	S3-142062
	CR-0005 TR 33.888 GCSE conclusion
	Nokia Corporation, Nokia Networks
	revised
	-
	S3-142304

	S3-142063
	Defining generic DTLS profile based on TS 33.310 TLS profile
	Alcatel-Lucent, Nokia Corporation, Nokia Networks
	revised
	-
	S3-142339

	S3-142064
	Centralized security management
	TeliaSonera
	revised
	-
	S3-142254

	S3-142065
	Analysis of TLS profile Editor Notes in Annex M of TS 33.328
	Alcatel-Lucent
	noted
	-
	-

	S3-142066
	Updating TLS profile for TLS session resumption
	Alcatel-Lucent
	revised
	-
	S3-142338

	S3-142067
	TS 33.328 TLS profile - resolution of Editor's Notes
	Alcatel-Lucent
	revised
	-
	S3-142340

	S3-142068
	Potential risks with common root CA certificate for H(e)NB and SeGW
	Alcatel-Lucent
	noted
	-
	-

	S3-142069
	Separate root CA certificates for H(e)NB and SeGW
	Alcatel-Lucent
	revised
	-
	S3-142346

	S3-142070
	Correction of SEG Certificate Profile in TS 33.310
	Alcatel-Lucent
	revised
	-
	S3-142341

	S3-142071
	Correction of key on Ua interface
	Nokia Technology, Nokia Networks
	revised
	-
	S3-142327

	S3-142072
	Correction of key on Ua interface
	Nokia Technology, Nokia Networks
	revised
	-
	S3-142328

	S3-142073
	Addition of abbreviations
	Nokia Technology, Nokia Networks
	revised
	-
	S3-142310

	S3-142074
	Correction to 33.310 of TLS profile regarding NULL encryption
	Nokia Corporation, Nokia Networks
	agreed
	-
	-

	S3-142075
	Correction to 33.203 of TLS cipher suites profile for IMS access security
	Nokia Corporation, Nokia Networks
	revised
	-
	S3-142336

	S3-142076
	Correction to 33.310 of TLS profile regarding renegotiation
	Alcatel-Lucent, Nokia Corporation, Nokia Networks
	agreed
	-
	-

	S3-142077
	Correction to 33.203 of TLS profile regarding renegotiation
	Alcatel-Lucent, Nokia Corporation, Nokia Networks
	revised
	-
	S3-142337

	S3-142078
	SCAS - Threat Clarifications
	Alcatel-Lucent
	revised
	-
	S3-142268

	S3-142079
	SCAS - Security requirements on MME user account and password management
	Alcatel-Lucent
	withdrawn
	-
	-

	S3-142080
	SCAS- OAM communications security
	Alcatel-Lucent
	approved
	-
	-

	S3-142081
	pCR to TR 33.871 - Mapping OAuth 2.0 roles to IMS WebRTC
	Alcatel-Lucent
	revised
	-
	S3-142284

	S3-142082
	pCR to TR 33.871 - Using OAuth2.0 Implicit grant to authenticate the IMS subscriber
	Alcatel-Lucent
	revised
	-
	S3-142285

	S3-142083
	System group account limitation
	TeliaSonera, China Unicom
	revised
	-
	S3-142263

	S3-142084
	PCR to 33.895: Section 7.4.Y
	Interdigital
	noted
	-
	-

	S3-142085
	[WebRTC] Session key protection for IMS AKA
	China Mobile, Huawei
	noted
	-
	-

	S3-142086
	[WebRTC] R13 Scope
	China Mobile, Huawei
	revised
	-
	S3-142283

	S3-142087
	[MTCe] Proposal for group authentication requirement
	China Mobile
	revised
	-
	S3-142249

	S3-142088
	[MTCe] Proposal for group authentication mechanism
	China Mobile
	noted
	-
	-

	S3-142089
	SCAS privacy related functions protection
	Huawei, HiSilicon
	noted
	-
	-

	S3-142090
	Test case for OAM privilege management requirements on MME Management and Maintenance
	Huawei, HiSilicon
	approved
	-
	-

	S3-142091
	Test case for Rx Requirements of user identities
	Huawei, HiSilicon
	revised
	-
	S3-142269

	S3-142092
	Test case for Security requirements on MME Management and Maintenance interface
	Huawei, HiSilicon
	revised
	-
	S3-142266

	S3-142093
	Test cases for Rx Requirements of Logs Protection and Management
	Huawei, HiSilicon
	revised
	-
	S3-142261

	S3-142094
	Test cases for Security requirements on MME software package integrity
	Huawei, Hisilicon, China Unicom
	revised
	-
	S3-142262

	S3-142095
	Test cases for Security requirements on MME user account and password management
	Huawei, HiSilicon
	revised
	-
	S3-142265

	S3-142096
	Deleting two editor's notes in clause 5.4.2.2 of TR33.806 according to SA3#75 e-mail discussion
	Huawei, HiSilicon
	revised
	-
	S3-142253

	S3-142097
	Privacy Guidelines
	Huawei, Hisilicon,CATR, China Unicom
	revised
	-
	S3-142359

	S3-142098
	WLCP security discussion
	Huawei, HiSilicon, BT
	noted
	-
	-

	S3-142099
	Solving editor's note on Diameter security mechanism
	Huawei, HiSilicon
	revised
	-
	S3-142275

	S3-142100
	LS for Diameter security mechanism on Tsp interface
	Huawei, HiSilicon
	revised
	-
	S3-142305

	S3-142101
	Solving editor's note on mutual authentication between GCS AS and BM-SC
	Huawei, HiSilicon
	revised
	-
	S3-142274

	S3-142102
	Modifying undetermined reference clauses in E.1 and E.2.3 and Correcting the description about SCC
	Huawei, HiSilicon
	revised
	-
	S3-142297

	S3-142103
	Definition of AS SC security context
	Huawei, HiSilicon
	revised
	-
	S3-142297

	S3-142104
	Clarification on X2-U interface
	Huawei, HiSilicon
	revised
	-
	S3-142297

	S3-142105
	Solving editor's note on SCC transfer
	Huawei, HiSilicon
	noted
	-
	S3-142297

	S3-142106
	Solving editor's note on SCC length
	Huawei, HiSilicon
	revised
	-
	S3-142297

	S3-142107
	Clarification on S-KeNB update
	Huawei, HiSilicon
	revised
	-
	S3-142298

	S3-142108
	Clarification on S-KeNB update trigger condition
	Huawei, HiSilicon
	revised
	-
	S3-142298

	S3-142109
	Some corrections to activation of encryption/decryption
	Huawei, HiSilicon
	revised
	-
	S3-142297

	S3-142110
	Add Dual Connectivity Acronyms
	Huawei, HiSilicon
	revised
	-
	S3-142296

	S3-142111
	Some corrections to TS 33.303
	Huawei, HiSilicon
	revised
	-
	S3-142312

	S3-142112
	Security for EPC supported WLAN direct discovery and communication
	Huawei, HiSilicon
	revised
	-
	S3-142342

	S3-142113
	ProSe PTK Calculation
	Huawei, HiSilicon
	revised
	-
	S3-142319

	S3-142114
	ProSe PTK ID
	Huawei, HiSilicon
	revised
	-
	S3-142318

	S3-142115
	PCR-Integrity protection on MB2-U interface
	Huawei, HiSilicon
	revised
	-
	S3-142300

	S3-142116
	CR--Integrity protection on MB2-U interface
	Huawei, HiSilicon
	revised
	-
	S3-142276

	S3-142117
	Key issues of AESE
	Huawei, HiSilicon
	noted
	-
	-

	S3-142118
	ProSe Group Key Clarification
	Huawei, HiSilicon
	revised
	-
	S3-142322

	S3-142119
	ProSe PEK clarification
	Huawei, HiSilicon
	agreed
	-
	-

	S3-142120
	Isolated E-UTRAN Operation for Public Safety (IOPS): Overview and security challenges
	General Dynamics UK Ltd
	noted
	-
	-

	S3-142121
	The MME Application - definition
	TeliaSonera, China Unicom, Telecom Italia
	revised
	-
	S3-142258

	S3-142122
	Discussion on protection of UE identity confidentiality in direct discovery
	ZTE Corporation, China Unicom
	noted
	-
	-

	S3-142123
	Protection of UE identity on PC3 interface
	ZTE Corporation, China Unicom
	revised
	-
	S3-142325

	S3-142124
	Proposed Reply LS on Reply LS on Questions on Prose
	ZTE Corporation, China Unicom
	noted
	-
	-

	S3-142125
	Fix the procedure of Application Server-signed Proximity Request
	ZTE Corporation, China Unicom
	revised
	-
	S3-142311

	S3-142126
	Fix the Open Discovery security flows
	ZTE Corporation, China Unicom
	revised
	-
	S3-142312

	S3-142127
	New study on IMS call spoofing detection and prevention
	Sprint, AT&T, Bell Mobility
	revised
	-
	S3-142272

	S3-142128
	Clarifications to maintenance of SCC in UE
	Ericsson
	revised
	-
	S3-142297

	S3-142129
	Selected encryption algorithm for SCE
	Ericsson
	revised
	-
	S3-142297

	S3-142130
	Editorial updates to Annex Dual Connectivity
	Ericsson
	revised
	-
	S3-142297

	S3-142131
	Clarifications to use of KUPenc keys
	Ericsson
	revised
	-
	S3-142298

	S3-142132
	Discovery Filter using ProSe Application Mask
	Ericsson
	revised
	-
	S3-142313

	S3-142133
	EPS encryption algorithm in ProSe Direct Communication
	Ericsson
	revised
	-
	S3-142320

	S3-142134
	Deletion of parameters related to PGK key
	Ericsson
	revised
	-
	S3-142321

	S3-142135
	Correction of wrong reference and alignment of text
	Ericsson
	revised
	-
	S3-142312

	S3-142136
	Correction and clarification of SPI information in Security-client header (R12)
	Ericsson
	revised
	-
	S3-142294

	S3-142137
	Correction and clarification of SPI information in Security-client header (R11)
	Ericsson
	noted
	-
	-

	S3-142138
	Correction and clarification of SPI information in Security-client header (R10)
	Ericsson
	noted
	-
	-

	S3-142139
	Updated WID for SSO
	Ericsson,AT&T, Interdigital
	revised
	-
	S3-142324

	S3-142140
	Rationale for Updated WID for SSO
	Ericsson
	noted
	-
	-

	S3-142141
	Updated WID for WebRTC
	Ericsson
	revised
	-
	S3-142282

	S3-142142
	Skeleton for new WebRTC TR
	Ericsson
	approved
	-
	-

	S3-142143
	Integrity protection on MB2-U
	Ericsson
	revised
	-
	S3-142276

	S3-142144
	Introduction of WLCP security
	Ericsson, Qualcomm Incorporated
	revised
	-
	S3-142343

	S3-142145
	Ongoing privacy work in NIST
	Ericsson
	noted
	-
	-

	S3-142146
	Validity Timer in Open Discovery procedure
	Ericsson
	revised
	-
	S3-142312

	S3-142147
	Personally Identifiable Information Supplement
	China Mobile
	revised
	-
	S3-142360

	S3-142148
	Requirement of logs Protection and Management
	China Mobile
	noted
	-
	-

	S3-142149
	Security requirement for T2: Sensitive information storage security
	China Mobile
	revised
	-
	S3-142271

	S3-142150
	Amendment of FS_SPOOF
	China Mobile
	withdrawn
	-
	-

	S3-142151
	Reference addition
	China Unicom, Huawei, HiSilicon, ZTE Coporation
	approved
	-
	-

	S3-142152
	Restructure of key issues
	China Unicom, ZTE Corporation
	approved
	-
	-

	S3-142153
	Key issue - privacy information sharing in business collaborations
	China Unicom, ZTE Corporation, TeliaSonera
	revised
	-
	S3-142361

	S3-142154
	Changes for the expression
	China Unicom, ZTE Corporation
	revised
	-
	S3-142360

	S3-142155
	Conceptual view
	China Unicom
	revised
	-
	S3-142362

	S3-142156
	On Solution #1 - Privacy protection methodology
	China Unicom
	approved
	-
	-

	S3-142157
	WebRTC: p-CR requirment of NAT traversal
	Huawei HiSilicon
	noted
	-
	-

	S3-142158
	WebRTC: p-CR requirment of TURN authentication and authorization
	Huawei HiSilicon
	approved
	-
	-

	S3-142159
	Threat mitigation - explicit user consent
	China Unicom, ZTE Corporation,TeliaSonera
	approved
	-
	-

	S3-142160
	Assumptions on out of network discovery
	BlackBerry UK Ltd.
	noted
	-
	-

	S3-142161
	PCR on TR 33.916-definition of the evalution report
	Huawei, HiSilicon
	revised
	-
	S3-142251

	S3-142162
	PCR on 33.916-clarification of the requirement evidences in the requirement template
	Huawei, HiSilicon, Nokia Networks, China Mobile
	approved
	-
	-

	S3-142163
	MME OS type basic assumption
	TeliaSonera, China Unicom
	noted
	-
	-

	S3-142164
	[WebRTC] Editor's Notes in WIC authentication with IMS AKA
	Gemalto
	noted
	-
	-

	S3-142165
	CR to 33.203: WIC authentication with IMS AKA
	Gemalto
	revised
	-
	S3-142286

	S3-142166
	Identification of Privacy Impact Procedure
	Nokia Corporation, Nokia Networks
	approved
	-
	-

	S3-142167
	General improvements of readability
	Nokia Corporation, Nokia Networks
	revised
	-
	S3-142360

	S3-142168
	Annex C Reference Clean Up
	Nokia Corporation, Nokia Networks
	approved
	-
	-

	S3-142169
	Handling of Editor's Notes in 5.8.3
	Nokia Corporation, Nokia Networks
	approved
	-
	-

	S3-142170
	Resolving Editor's Note for the authentication request times of the PC3 interface
	Huawei, HiSilicon
	noted
	-
	-

	S3-142171
	Resolving Editor's Note for the relationship between AKA and IPsec
	Huawei, HiSilicon
	noted
	-
	-

	S3-142172
	Resolving Editor's Note for the synchronization of the PC3 interface
	Huawei, HiSilicon
	revised
	-
	S3-142326

	S3-142173
	Resolving Editor's Note for the roaming scenario of the PC3 interface
	Huawei, HiSilicon
	revised
	-
	S3-142331

	S3-142174
	Threats Categorization
	Telecom Italia
	withdrawn
	-
	-

	S3-142175
	Threats Categorization
	Telecom Italia
	noted
	-
	-

	S3-142176
	NFV Security Discussion
	China Mobile
	noted
	-
	-

	S3-142177
	[ProSe] Mandating GBA for securing PC3 interface and UE-KMS interface
	Vodafone, BT, China Mobile, China Unicom, Gemalto, U.S. Department of Commerce
	withdrawn
	-
	-

	S3-142178
	NFV Security Study Item for Management
	China Mobile
	noted
	-
	-

	S3-142179
	[SCAS] adding new SFR on IP spoofing attack
	Vodafone
	revised
	-
	S3-142267

	S3-142180
	[SCAS] adding new SFR on Reverse source IP routing-based attacks
	Vodafone
	noted
	-
	-

	S3-142181
	[SCAS] adding new SFR on user location/tracking leakage
	Vodafone
	revised
	-
	S3-142270

	S3-142182
	Threats Alignment
	Telecom Italia, Teliasonera
	noted
	-
	-

	S3-142183
	Setting AMF bits reserved for future standardization use to zero
	Nokia Corporation, Nokia Networks
	postponed
	-
	-

	S3-142184
	Verification of WIC may not require CORS
	Nokia Corporation, Nokia Networks
	revised
	-
	S3-142289

	S3-142185
	Editorial correction relating to WebRTC registration scenarios
	Nokia Corporation, Nokia Networks
	agreed
	-
	-

	S3-142186
	Handling of Editors Notes in 4
	Nokia Corporation, Nokia Networks
	left for email approval
	-
	-

	S3-142187
	Terminology in WebRTC
	Nokia Corporation, Nokia Networks
	agreed
	-
	-

	S3-142188
	Handling of second Editors Note in 4
	Nokia Corporation, Nokia Networks
	approved
	-
	-

	S3-142189
	Editorial correction of reference to non-existing Annex Y
	Nokia Corporation, Nokia Networks
	agreed
	-
	-

	S3-142190
	Correct the conditions for sending of Match Report in ProSe Direct Discovery
	Qualcomm Incorporated
	revised
	-
	S3-142314

	S3-142191
	Time parameter for ProSe direct discovery MIC computation
	Qualcomm Incorporated
	noted
	-
	-

	S3-142192
	Defining for the time parameter used in ProSe discovery
	Qualcomm Incorporated
	revised
	-
	S3-142315

	S3-142193
	Response LS on parameter synchronization for ProSe/D2D
	Qualcomm Incorporated
	revised
	-
	S3-142355

	S3-142194
	Approach to selecting requirements in the SCAS for the MME
	Alcatel-Lucent, Ericsson, Juniper Networks, Nokia Networks
	noted
	-
	-

	S3-142195
	Alignment of identifier definitions for ProSe one-to-many communications
	Qualcomm Incorporated
	revised
	-
	S3-142316

	S3-142196
	Overlap of SCAS hardening requirements with BVT
	Alcatel-Lucent, Ericsson, Juniper Networks, Nokia Networks
	noted
	-
	-

	S3-142197
	Discussion on sending only LSB of PGK ID in PDCP header
	Qualcomm Incorporated
	noted
	-
	-

	S3-142198
	Threat mitigation: anonymization
	Nokia Corporation, Nokia Networks
	approved
	-
	-

	S3-142199
	SCAS - pCR to TR 33.806: adding structure and general description of BVT to clause 9
	Alcatel-Lucent, Ericsson, Juniper Networks, Nokia Networks
	revised
	-
	S3-142257

	S3-142200
	SCAS - pCR to TR 33.806: adding BVT port scanning and vulnerability scanning description, removing redundant requirements text
	Alcatel-Lucent, Ericsson, Juniper Networks, Nokia Networks
	revised
	-
	S3-142257

	S3-142201
	Sending only the LSB of PGK Id in the PDCP header
	Qualcomm Incorporated
	revised
	-
	S3-142323

	S3-142202
	Clarifying PTK handling for one-to-many commuications
	Qualcomm Incorporated
	postponed
	-
	-

	S3-142203
	Adding the details of the PGK delivery
	Qualcomm Incorporated
	postponed
	-
	-

	S3-142204
	Adding Ua security protocol identifier for ProSe
	Qualcomm Incorporated
	postponed
	-
	-

	S3-142205
	Adding details of the PC3 message security
	Qualcomm Incorporated
	revised
	-
	S3-142344

	S3-142206
	Correcting the one-to-many security flows figure
	Qualcomm Incorporated
	revised
	-
	S3-142354

	S3-142207
	TR 33.871: alignment with TS 33.203
	Gemalto
	revised
	-
	S3-142287

	S3-142208
	Skeleton and initial text for TR 33.889
	Rapporteur
	noted
	-
	-

	S3-142210
	Time Synchronization for Open Discovery
	Samsung
	noted
	-
	-

	S3-142211
	Time Synchronization for Open Discovery
	Samsung
	revised
	-
	S3-142315

	S3-142212
	Support for Multiple PDCP entities
	Samsung
	noted
	-
	-

	S3-142213
	Support for multiple PDCP entities for a Group
	Samsung
	revised
	-
	S3-142317

	S3-142214
	Effects on key theft when using IMS-AKA by the WIC
	Samsung
	noted
	-
	-

	S3-142215
	Effects on key theft when using IMS-AKA
	Samsung
	revised
	-
	S3-142288

	S3-142216
	ProSe security reference point
	Samsung
	approved
	-
	-

	S3-142217
	
[ProSe] Mandating GBA for securing PC3 interface and UE-KMS interface
	Vodafone, BT, China Unicom, Gemalto, Orange, U.S. Department of Commerce
	revised
	-
	S3-142345

	S3-142218
	security aspects for ProSe release 13
	Samsung
	revised
	-
	S3-142332

	S3-142219
	[ProSe]: CR: KMS Provisioning Message Formats for media security
	CESG (UK Gov)
	revised
	-
	S3-142277

	S3-142220
	[ProSe]: CR: SRTP/SRTCP Profile for ProSe Media Security
	CESG (UK Gov)
	revised
	-
	S3-142278

	S3-142221
	[ProSe]: CR: MIKEY message formats for media security
	CESG (UK Gov)
	revised
	-
	S3-142279

	S3-142222
	[ProSe]: CR: Clarification on link between Group UIDs and GMKs
	CESG (UK Gov)
	revised
	-
	S3-142280

	S3-142223
	procedure changes in ProSe
	Samsung
	noted
	-
	-

	S3-142224
	Revised Rel-12 WID for Proximity-based Services
	Qualcomm Incorporated
	agreed
	-
	-

	S3-142225
	Revised Rel-12 WID for ProSe to create a dedicated SA3 Study on Security for Proximity-based Services
	Qualcomm Incorporated
	revised
	-
	S3-142306

	S3-142226
	Revised Rel-13 WID for Proximity-based Services
	Qualcomm Incorporated
	revised
	-
	S3-142307

	S3-142227
	Commments to 142089 Requirements for protecting privacy related functions
	China Mobile
	noted
	-
	-

	S3-142228
	Merge of S3-142089 and S3-142227- Requirements for protecting sensitive functions
	Huawei, HiSilicon, China Mobile
	noted
	-
	-

	S3-142229
	Comments to S3-142010
	Nokia Corporation, Nokia Networks
	revised
	-
	S3-142308

	S3-142230
	SCAS: Comments on S3-142064 - Centralized Security management
	Alcatel-Lucent
	noted
	-
	-

	S3-142231
	SCAS: Comments on Merge of S3-142089 and S3-142227- Requirements for protecting sensitive functions
	Alcatel-Lucent
	noted
	-
	-

	S3-142232
	Commenting contribution on S3-142175 (SCAS threats)
	Nokia Networks
	noted
	-
	-

	S3-142233
	Comments on 2037 Way forward on security aspects for enhanced CSFB
	Nokia Networks
	noted
	-
	-

	S3-142234
	Comments on Skeleton and initial text for TR 33.889
	Nokia Networks
	revised
	-
	S3-142247

	S3-142235
	Comments on S3-142030
	Nokia Corporation, Nokia Networks
	revised
	-
	S3-142334

	S3-142236
	Commenting on S3-142055
	Nokia Corporation, Nokia Networks
	revised
	-
	S3-142275

	S3-142237
	Commenting on S3-142059
	Nokia Corporation, Nokia Networks
	revised
	-
	S3-142303

	S3-142238
	Commenting on S3-142008 and S3-142100 LS_reply to CT3
	Nokia Networks
	revised
	-
	S3-142305

	S3-142239
	LS on Re-name of SCC
	R2-143910
	noted
	-
	-

	S3-142240
	DRAFT SID: Study of security aspect of Cellular Systems for Ultra Low Complexity and Low Throughput Internet of Things
	Vodafone
	withdrawn
	-
	-

	S3-142241
	DRAFT LS Reply to LS on Study Item for Low Throughput Internet of Things
	Vodafone
	noted
	-
	-

	S3-142242
	re- Comments on 2037 Way forward on security aspects for enhanced CSFB
	China Unicom
	noted
	-
	-

	S3-142243
	
DRAFT SID: Study of security aspect of Cellular Systems for Ultra Low Complexity and Low Throughput Internet of Things
	Vodafone
	noted
	-
	-

	S3-142244
	pCR to  FS_SPOOF
	China Mobile
	approved
	-
	-

	S3-142245
	Reply LS on ProSe Lawful Interception
	S5-144353
	noted
	-
	-

	S3-142246
	Adding a Note on new purpose of specification
	Ericsson
	agreed
	-
	-

	S3-142247
	Comments on Skeleton and initial text for TR 33.889
	Rapporteur
	approved
	S3-142234
	-

	S3-142248
	Draft TR 33.889
	Rapporteur
	approved
	-
	-

	S3-142249
	[MTCe] Proposal for group authentication requirement
	China Mobile
	approved
	S3-142087
	-

	S3-142250
	Editorial Correction to the insertion of VoIP HI3 Text
	SWG Chairman
	agreed
	-
	-

	S3-142251
	PCR on TR 33.916-definition of the evalution report
	Huawei, HiSilicon
	approved
	S3-142161
	-

	S3-142252
	Fixing 33.806 editorials
	Huawei,Alcatel-Lucent
	approved
	-
	-

	S3-142253
	Deleting two editor's notes in clause 5.4.2.2 of TR33.806 according to SA3#75 e-mail discussion
	Huawei, HiSilicon
	approved
	S3-142096
	-

	S3-142254
	Centralized security management
	TeliaSonera
	approved
	S3-142064
	-

	S3-142255
	pCR on way forward for SCAS requirements
	NTT-DoCoMo
	approved
	-
	-

	S3-142256
	Presentation sheet for Spoof specification TR 33.831
	Rapporteur
	approved
	-
	-

	S3-142257
	SCAS - pCR to TR 33.806: adding BVT port scanning and vulnerability scanning description, removing redundant requirements text
	Alcatel-Lucent, Ericsson, Juniper Networks, Nokia Networks
	approved
	S3-142200
	-

	S3-142258
	The MME Application - definition
	TeliaSonera, China Unicom, Telecom Italia
	approved
	S3-142121
	-

	S3-142259
	Draft TR 33.806
	Rapporteur
	approved
	-
	-

	S3-142260
	Draft TR 33.916
	Rapporteur
	approved
	-
	-

	S3-142261
	Test cases for Rx Requirements of Logs Protection and Management
	Huawei, HiSilicon
	approved
	S3-142093
	-

	S3-142262
	Test cases for Security requirements on MME software package integrity
	Huawei, Hisilicon, China Unicom
	approved
	S3-142094
	-

	S3-142263
	System group account limitation
	TeliaSonera, China Unicom
	approved
	S3-142083
	-

	S3-142264
	Update SA2 WID on enhanced CSFB
	China Unicom, ZTE Corporation, CATR, CATT,Huawei, HiSilicon
	agreed
	S3-142038
	-

	S3-142265
	Test cases for Security requirements on MME user account and password management
	Huawei, HiSilicon
	approved
	S3-142095
	-

	S3-142266
	Test case for Security requirements on MME Management and Maintenance interface
	Huawei, HiSilicon
	approved
	S3-142092
	-

	S3-142267
	[SCAS] adding new SFR on IP spoofing attack
	Vodafone
	revised
	S3-142179
	S3-142333

	S3-142268
	Threats clarification on MME management and maintenance interfaces
	China Unicom, Huawei, HiSilicon, ZTE Corporation
	approved
	S3-142036
	-

	S3-142269
	Test case for Rx Requirements of user identities
	Huawei, HiSilicon
	approved
	S3-142091
	-

	S3-142270
	[SCAS] adding new SFR on user location/tracking leakage
	Vodafone
	approved
	S3-142181
	-

	S3-142271
	Security requirement for T2: Sensitive information storage security
	China Mobile
	approved
	S3-142149
	-

	S3-142272
	New study on IMS call spoofing detection and prevention
	Sprint, AT&T, Bell Mobility
	agreed
	S3-142127
	-

	S3-142273
	Reply to: Reply LS on GCSE security
	Huawei,Nokia Networks
	approved
	-
	-

	S3-142274
	Solving editor's note on mutual authentication between GCS AS and BM-SC
	Huawei, HiSilicon,Nokia Corporation,Nokia Networks
	agreed
	S3-142101
	-

	S3-142275
	Solving editor's note on Diameter security mechanism
	Huawei, HiSilicon,Nokia Corporation, Nokia Networks
	agreed
	S3-142099
	-

	S3-142276
	Integrity protection on MB2-U
	Nokia Corporation, Nokia Networks, Huawei, Ericsson
	agreed
	S3-142143
	-

	S3-142277
	[ProSe]: CR: KMS Provisioning Message Formats for media security
	CESG (UK Gov)
	agreed
	S3-142219
	-

	S3-142278
	[ProSe]: CR: SRTP/SRTCP Profile for ProSe Media Security
	CESG (UK Gov)
	agreed
	S3-142220
	-

	S3-142279
	[ProSe]: CR: MIKEY message formats for media security
	CESG (UK Gov)
	agreed
	S3-142221
	-

	S3-142280
	[ProSe]: CR: Clarification on link between Group UIDs and GMKs
	CESG (UK Gov)
	agreed
	S3-142222
	-

	S3-142281
	CR-0181 TR 33.246 GCSE MB2-U interface solution
	Nokia Corporation, Nokia Networks
	agreed
	S3-142056
	-

	S3-142282
	Updated WID for WebRTC
	Ericsson
	agreed
	S3-142141
	-

	S3-142283
	[WebRTC] R13 Scope
	China Mobile, Huawei
	approved
	S3-142086
	-

	S3-142284
	pCR to TR 33.871 - Mapping OAuth 2.0 roles to IMS WebRTC
	Alcatel-Lucent
	approved
	S3-142081
	-

	S3-142285
	pCR to TR 33.871 - Using OAuth2.0 Implicit grant to authenticate the IMS subscriber
	Alcatel-Lucent
	approved
	S3-142082
	-

	S3-142286
	CR to 33.203: WIC authentication with IMS AKA
	Gemalto
	agreed
	S3-142165
	-

	S3-142287
	TR 33.871: alignment with TS 33.203
	Gemalto
	approved
	S3-142207
	-

	S3-142288
	Effects on key theft when using IMS-AKA
	Samsung
	agreed
	S3-142215
	-

	S3-142289
	Verification of WIC may not require CORS
	Nokia Corporation, Nokia Networks
	agreed
	S3-142184
	-

	S3-142290
	Rel-13 draft TR WebRTC
	Rapporteur
	approved
	-
	-

	S3-142291
	Draft TR 33.871
	Rapporteur
	approved
	-
	-

	S3-142292
	cover sheet TR 33.871
	Rapporteur
	approved
	-
	-

	S3-142293
	Reply LS on Clarification for Sync Failure during initial IMS registration
	R5-144760
	noted
	-
	-

	S3-142294
	Correction and clarification of SPI information in Security-client header (R12)
	Ericsson
	agreed
	S3-142136
	-

	S3-142295
	Reply to: LS on SeNB Key Refresh and Counter Check procedures
	NTT-DoCoMo
	approved
	-
	-

	S3-142296
	Add Dual Connectivity Acronyms
	Huawei, HiSilicon
	agreed
	S3-142110
	-

	S3-142297
	Solving editor's note on SCC length
	Alcatel-Lucent, Ericsson, Nokia Networks, Samsung
	agreed
	S3-142106
	-

	S3-142298
	Removal of Editor Notes from Sections and clean up related to Dual Connectivity
	Alcatel-Lucent, Ericsson, Nokia Networks, Samsung, Huawei, HiSilicon
	agreed
	S3-142107
	-

	S3-142299
	CR-0001 TR 33.888 GCSE Clarification to key issue MB2 interface
	Nokia Corporation, Nokia Networks
	agreed
	S3-142058
	-

	S3-142300
	PCR-Integrity protection on MB2-U interface
	Huawei,Nokia Corporation,Nokia Networks
	agreed
	S3-142115
	-

	S3-142301
	CR-0003 TR 33.888 GCSE MB2-U requirement
	Nokia Corporation, Nokia Networks,Huawei
	agreed
	S3-142060
	-

	S3-142302
	CR-0004 TR 33.888 GCSE MB2-U interface solution
	Nokia Corporation, Nokia Networks
	agreed
	S3-142061
	-

	S3-142303
	Commenting on S3-142059
	Nokia Corporation, Nokia Networks
	agreed
	S3-142237
	-

	S3-142304
	CR-0005 TR 33.888 GCSE conclusion
	Nokia Corporation, Nokia Networks
	agreed
	S3-142062
	-

	S3-142305
	Commenting on S3-142008 and S3-142100 LS_reply to CT3
	Nokia Networks,Huawei
	approved
	S3-142238
	-

	S3-142306
	Revised Rel-12 WID for ProSe to create a dedicated SA3 Study on Security for Proximity-based Services
	Qualcomm Incorporated
	agreed
	S3-142225
	-

	S3-142307
	Revised Rel-13 WID for Proximity-based Services
	Qualcomm Incorporated
	agreed
	S3-142226
	-

	S3-142308
	Reply LS on ProSe Lawful Interception
	Nokia Corporation, Nokia Networks
	approved
	S3-142229
	-

	S3-142309
	Discussion on ProSe Lawful Interception (pre-LS)
	Nokia Corporation
	noted
	-
	-

	S3-142310
	Addition of abbreviations
	Nokia Technology, Nokia Networks
	agreed
	S3-142073
	-

	S3-142311
	Fix the procedure of Application Server-signed Proximity Request
	ZTE Corporation, China Unicom
	agreed
	S3-142125
	-

	S3-142312
	Some corrections to TS 33.303
	Huawei, HiSilicon,Ericsson
	revised
	S3-142111
	S3-142358

	S3-142313
	Discovery Filter using ProSe Application Mask
	Ericsson
	agreed
	S3-142132
	-

	S3-142314
	Correct the conditions for sending of Match Report in ProSe Direct Discovery
	Qualcomm Incorporated
	agreed
	S3-142190
	-

	S3-142315
	Defining for the time parameter used in ProSe discovery
	Qualcomm Incorporated,Samsung
	agreed
	S3-142192
	-

	S3-142316
	Alignment of identifier definitions for ProSe one-to-many communications
	Qualcomm Incorporated
	revised
	S3-142195
	S3-142357

	S3-142317
	Support for multiple PDCP entities for a Group
	Samsung
	agreed
	S3-142213
	-

	S3-142318
	ProSe PTK ID
	Huawei, HiSilicon
	agreed
	S3-142114
	-

	S3-142319
	ProSe PTK Calculation
	Huawei, HiSilicon
	agreed
	S3-142113
	-

	S3-142320
	EPS encryption algorithm in ProSe Direct Communication
	Ericsson
	revised
	S3-142133
	S3-142354

	S3-142321
	Deletion of parameters related to PGK key
	Ericsson
	agreed
	S3-142134
	-

	S3-142322
	ProSe Group Key Clarification
	Huawei, HiSilicon
	agreed
	S3-142118
	-

	S3-142323
	Sending only the LSB of PGK Id in the PDCP header
	Qualcomm Incorporated
	agreed
	S3-142201
	-

	S3-142324
	Updated WID for SSO
	Ericsson,AT&T, Interdigital
	revised
	S3-142139
	S3-142347

	S3-142325
	Protection of UE identity on PC3 interface
	ZTE Corporation, China Unicom
	agreed
	S3-142123
	-

	S3-142326
	Resolving Editor's Note for the synchronization of the PC3 interface
	Huawei, HiSilicon
	approved
	S3-142172
	-

	S3-142327
	Correction of key on Ua interface
	Nokia Technology, Nokia Networks
	agreed
	S3-142071
	-

	S3-142328
	Correction of key on Ua interface
	Nokia Technology, Nokia Networks
	approved
	S3-142072
	-

	S3-142329
	draft TR 33.833
	Rapporteur
	approved
	-
	-

	S3-142330
	corrections on draft TR SPOOF
	MCC
	approved
	-
	-

	S3-142331
	Resolving Editor's Note for the roaming scenario of the PC3 interface
	Huawei, HiSilicon
	agreed
	S3-142173
	-

	S3-142332
	security aspects for ProSe release 13
	Samsung
	approved
	S3-142218
	-

	S3-142333
	[SCAS] adding new SFR on IP spoofing attack
	Vodafone
	approved
	S3-142267
	-

	S3-142334
	new draft TR 33.969 on PWS
	Rapporteur
	approved
	S3-142235
	-

	S3-142335
	Cover sheet TR 33.969
	Rapporteur
	approved
	-
	-

	S3-142336
	Correction to 33.203 of TLS cipher suites profile for IMS access security
	Nokia Corporation, Nokia Networks
	agreed
	S3-142075
	-

	S3-142337
	Correction to 33.203 of TLS profile regarding renegotiation
	Alcatel-Lucent, Nokia Corporation, Nokia Networks
	agreed
	S3-142077
	-

	S3-142338
	Updating TLS profile for TLS session resumption
	Alcatel-Lucent
	agreed
	S3-142066
	-

	S3-142339
	Defining generic DTLS profile based on TS 33.310 TLS profile
	Alcatel-Lucent, Nokia Corporation, Nokia Networks
	agreed
	S3-142063
	-

	S3-142340
	TS 33.328 TLS profile - resolution of Editor's Notes
	Alcatel-Lucent
	agreed
	S3-142067
	-

	S3-142341
	Correction of SEG Certificate Profile in TS 33.310
	Alcatel-Lucent
	agreed
	S3-142070
	-

	S3-142342
	Security for EPC supported WLAN direct discovery and communication
	Huawei, HiSilicon
	noted
	S3-142112
	-

	S3-142343
	Introduction of WLCP security
	Ericsson, Qualcomm Incorporated, Nokia Networks, Nokia Corporation, Huawei, HiSilicon, Alcatel-Lucent
	agreed
	S3-142144
	-

	S3-142344
	Adding details of the PC3 message security
	Qualcomm Incorporated
	postponed
	S3-142205
	-

	S3-142345
	
[ProSe] Mandating GBA for securing PC3 interface and UE-KMS interface
	Vodafone, BT, China Unicom, Gemalto, Orange, U.S. Department of Commerce
	postponed
	S3-142217
	-

	S3-142346
	Separate root CA certificates for H(e)NB and SeGW
	Alcatel-Lucent
	agreed
	S3-142069
	-

	S3-142347
	Updated WID for SSO
	Ericsson,AT&T, Interdigital
	agreed
	S3-142324
	-

	S3-142348
	LS on Security Framework for Cellular IoT
	GP-140717
	postponed
	-
	-

	S3-142349
	draft TR 33.895
	Rapporteur
	approved
	-
	-

	S3-142350
	draft TR 33.831
	Rapporteur
	approved
	-
	-

	S3-142351
	Ls on assumptions for out of network coverage discovery
	Blackberry
	approved
	-
	-

	S3-142352
	Proposal on way forward for PC3 interface
	BT
	noted
	-
	-

	S3-142353
	ProSe exception sheet
	Rapporteur
	approved
	-
	-

	S3-142354
	EPS encryption algorithm in ProSe Direct Communication
	Ericsson
	agreed
	S3-142320
	-

	S3-142355
	Response LS on parameter synchronization for ProSe/D2D
	Qualcomm Incorporated
	approved
	S3-142193
	-

	S3-142356
	new draft TR Privacy
	Rapporteur
	approved
	-
	-

	S3-142357
	Alignment of identifier definitions for ProSe one-to-many communications
	Qualcomm Incorporated
	agreed
	S3-142316
	-

	S3-142358
	Some corrections to TS 33.303
	Huawei, HiSilicon,Ericsson
	agreed
	S3-142312
	-

	S3-142359
	Privacy Guidelines
	Huawei, Hisilicon,CATR, China Unicom
	approved
	S3-142097
	-

	S3-142360
	General improvements of readability
	Nokia Corporation, Nokia Networks,China Mobile,ZTE, China Unicom
	approved
	S3-142167,154,147
	-

	S3-142361
	Key issue -personal information sharing in business collaborations
	China Unicom, ZTE Corporation, TeliaSonera
	approved
	S3-142153
	-

	S3-142362
	Conceptual view
	China Unicom
	approved
	S3-142155
	-
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	S3-142177
	[ProSe] Mandating GBA for securing PC3 interface and UE-KMS interface
	Vodafone, BT, China Mobile, China Unicom, Gemalto, U.S. Department of Commerce
	-
	-
	-
	-
	-
	-
	withdrawn

	S3-142183
	Setting AMF bits reserved for future standardization use to zero
	Nokia Corporation, Nokia Networks
	33.102
	0267
	-
	Rel-8
	F
	SAES
	postponed

	S3-142250
	Editorial Correction to the insertion of VoIP HI3 Text
	SWG Chairman
	33.108
	0228
	1
	Rel-12
	D
	LI12
	agreed

	S3-142075
	Correction to 33.203 of TLS cipher suites profile for IMS access security
	Nokia Corporation, Nokia Networks
	33.203
	0216
	-
	Rel-12
	F
	TEI12
	revised

	S3-142336
	Correction to 33.203 of TLS cipher suites profile for IMS access security
	Nokia Corporation, Nokia Networks
	33.203
	0216
	1
	Rel-12
	F
	TEI12
	agreed

	S3-142077
	Correction to 33.203 of TLS profile regarding renegotiation
	Alcatel-Lucent, Nokia Corporation, Nokia Networks
	33.203
	0217
	-
	Rel-12
	F
	TEI12
	revised

	S3-142337
	Correction to 33.203 of TLS profile regarding renegotiation
	Alcatel-Lucent, Nokia Corporation, Nokia Networks
	33.203
	0217
	1
	Rel-12
	F
	TEI12
	agreed

	S3-142136
	Correction and clarification of SPI information in Security-client header (R12)
	Ericsson
	33.203
	0218
	-
	Rel-12
	A
	TEI10
	revised

	S3-142294
	Correction and clarification of SPI information in Security-client header (R12)
	Ericsson
	33.203
	0218
	1
	Rel-12
	F
	TEI12
	agreed

	S3-142137
	Correction and clarification of SPI information in Security-client header (R11)
	Ericsson
	33.203
	0219
	-
	Rel-11
	A
	TEI10
	noted

	S3-142138
	Correction and clarification of SPI information in Security-client header (R10)
	Ericsson
	33.203
	0220
	-
	Rel-10
	F
	TEI10
	noted

	S3-142184
	Verification of WIC may not require CORS
	Nokia Corporation, Nokia Networks
	33.203
	0221
	-
	Rel-12
	F
	IMS_WebRTC
	revised

	S3-142289
	Verification of WIC may not require CORS
	Nokia Corporation, Nokia Networks
	33.203
	0221
	1
	Rel-12
	F
	IMS_WebRTC
	agreed

	S3-142185
	Editorial correction relating to WebRTC registration scenarios
	Nokia Corporation, Nokia Networks
	33.203
	0222
	-
	Rel-12
	D
	IMS_WebRTC
	agreed

	S3-142187
	Terminology in WebRTC
	Nokia Corporation, Nokia Networks
	33.203
	0223
	-
	Rel-12
	F
	IMS_WebRTC
	agreed

	S3-142165
	CR to 33.203: WIC authentication with IMS AKA
	Gemalto
	33.203
	0224
	-
	Rel-12
	F
	IMS_WebRTC
	revised

	S3-142286
	CR to 33.203: WIC authentication with IMS AKA
	Gemalto
	33.203
	0224
	1
	Rel-12
	F
	IMS_WebRTC
	agreed

	S3-142215
	Effects on key theft when using IMS-AKA
	Samsung
	33.203
	0225
	-
	Rel-12
	F
	IMS_WebRTC
	revised

	S3-142288
	Effects on key theft when using IMS-AKA
	Samsung
	33.203
	0225
	1
	Rel-12
	F
	IMS_WebRTC
	agreed

	S3-142204
	Adding Ua security protocol identifier for ProSe
	Qualcomm Incorporated
	33.220
	0181
	-
	Rel-12
	F
	Prose
	postponed

	S3-142246
	Adding a Note on new purpose of specification
	Ericsson
	33.234
	0123
	-
	Rel-12
	F
	TEI12
	agreed

	S3-142053
	CR-0178 TR 33.246 GCSE resolving of editor’s note under N.1
	Nokia Corporation, Nokia Networks
	33.246
	0178
	-
	Rel-12
	F
	GCSE_LTE
	agreed

	S3-142054
	CR-0179 TR 33.246 GCSE resolving ed note in Annex N.1.2
	Nokia Corporation, Nokia Networks
	33.246
	0179
	-
	Rel-12
	B
	GCSE_LTE
	revised

	S3-142276
	Integrity protection on MB2-U
	Nokia Corporation, Nokia Networks, Huawei, Ericsson
	33.246
	0179
	1
	Rel-12
	B
	GCSE_LTE
	agreed

	S3-142055
	CR-0180 TR 33.246 GCSE resolving ed note in Annex N.2 on MB2-C
	Nokia Corporation, Nokia Networks
	33.246
	0180
	-
	-
	-
	-
	withdrawn

	S3-142236
	Commenting on S3-142055
	Nokia Corporation, Nokia Networks
	33.246
	0180
	-
	Rel-12
	F
	GCSE_LTE
	revised

	S3-142275
	Solving editor's note on Diameter security mechanism
	Huawei, HiSilicon,Nokia Corporation, Nokia Networks
	33.246
	0180
	1
	Rel-12
	F
	GCSE_LTE
	agreed

	S3-142056
	CR-0181 TR 33.246 GCSE MB2-U interface solution
	Nokia Corporation, Nokia Networks
	33.246
	0181
	-
	Rel-12
	B
	GCSE_LTE
	revised

	S3-142281
	CR-0181 TR 33.246 GCSE MB2-U interface solution
	Nokia Corporation, Nokia Networks
	33.246
	0181
	1
	Rel-12
	B
	GCSE_LTE
	agreed

	S3-142057
	CR-0182 TR 33.246 editorial
	Nokia Corporation, Nokia Networks
	33.246
	0182
	-
	Rel-12
	D
	GCSE_LTE
	agreed

	S3-142099
	Solving editor's note on Diameter security mechanism
	Huawei, HiSilicon
	33.246
	0183
	-
	Rel-12
	F
	GCSE_LTE
	revised

	S3-142101
	Solving editor's note on mutual authentication between GCS AS and BM-SC
	Huawei, HiSilicon
	33.246
	0184
	-
	Rel-12
	F
	GCSE_LTE
	revised

	S3-142274
	Solving editor's note on mutual authentication between GCS AS and BM-SC
	Huawei, HiSilicon,Nokia Corporation,Nokia Networks
	33.246
	0184
	1
	Rel-12
	F
	GCSE_LTE
	agreed

	S3-142116
	CR--Integrity protection on MB2-U interface
	Huawei, HiSilicon
	33.246
	0185
	-
	Rel-12
	C
	GCSE_LTE
	revised

	S3-142143
	Integrity protection on MB2-U
	Ericsson
	33.246
	0186
	-
	Rel-12
	B
	GCSE_LTE
	revised

	S3-142071
	Correction of key on Ua interface
	Nokia Technology, Nokia Networks
	33.303
	0001
	-
	Rel-12
	F
	ProSe
	revised

	S3-142327
	Correction of key on Ua interface
	Nokia Technology, Nokia Networks
	33.303
	0001
	1
	Rel-12
	F
	ProSe
	agreed

	S3-142073
	Addition of abbreviations
	Nokia Technology, Nokia Networks
	33.303
	0002
	-
	Rel-12
	F
	ProSe
	revised

	S3-142310
	Addition of abbreviations
	Nokia Technology, Nokia Networks
	33.303
	0002
	1
	Rel-12
	F
	ProSe
	agreed

	S3-142111
	Some corrections to TS 33.303
	Huawei, HiSilicon
	33.303
	0003
	-
	Rel-12
	F
	ProSe
	revised

	S3-142312
	Some corrections to TS 33.303
	Huawei, HiSilicon,Ericsson
	33.303
	0003
	1
	Rel-12
	F
	ProSe
	revised

	S3-142358
	Some corrections to TS 33.303
	Huawei, HiSilicon,Ericsson
	33.303
	0003
	2
	Rel-12
	F
	ProSe
	agreed

	S3-142113
	ProSe PTK Calculation
	Huawei, HiSilicon
	33.303
	0004
	-
	Rel-12
	F
	ProSe
	revised

	S3-142319
	ProSe PTK Calculation
	Huawei, HiSilicon
	33.303
	0004
	1
	Rel-12
	F
	ProSe
	agreed

	S3-142114
	ProSe PTK ID
	Huawei, HiSilicon
	33.303
	0005
	-
	Rel-12
	F
	ProSe
	revised

	S3-142318
	ProSe PTK ID
	Huawei, HiSilicon
	33.303
	0005
	1
	Rel-12
	F
	ProSe
	agreed

	S3-142118
	ProSe Group Key Clarification
	Huawei, HiSilicon
	33.303
	0006
	-
	Rel-12
	F
	Prose
	revised

	S3-142322
	ProSe Group Key Clarification
	Huawei, HiSilicon
	33.303
	0006
	1
	Rel-12
	F
	Prose
	agreed

	S3-142119
	ProSe PEK clarification
	Huawei, HiSilicon
	33.303
	0007
	-
	Rel-12
	F
	ProSe
	agreed

	S3-142123
	Protection of UE identity on PC3 interface
	ZTE Corporation, China Unicom
	33.303
	0008
	-
	Rel-12
	C
	Prose
	revised

	S3-142325
	Protection of UE identity on PC3 interface
	ZTE Corporation, China Unicom
	33.303
	0008
	1
	Rel-12
	C
	Prose
	agreed

	S3-142125
	Fix the procedure of Application Server-signed Proximity Request
	ZTE Corporation, China Unicom
	33.303
	0009
	-
	Rel-12
	F
	ProSe
	revised

	S3-142311
	Fix the procedure of Application Server-signed Proximity Request
	ZTE Corporation, China Unicom
	33.303
	0009
	1
	Rel-12
	F
	ProSe
	agreed

	S3-142126
	Fix the Open Discovery security flows
	ZTE Corporation, China Unicom
	33.303
	0010
	-
	Rel-12
	F
	ProSe
	revised

	S3-142132
	Discovery Filter using ProSe Application Mask
	Ericsson
	33.303
	0011
	-
	Rel-12
	F
	Prose
	revised

	S3-142313
	Discovery Filter using ProSe Application Mask
	Ericsson
	33.303
	0011
	1
	Rel-12
	F
	Prose
	agreed

	S3-142133
	EPS encryption algorithm in ProSe Direct Communication
	Ericsson
	33.303
	0012
	-
	Rel-12
	F
	ProSe
	revised

	S3-142320
	EPS encryption algorithm in ProSe Direct Communication
	Ericsson
	33.303
	0012
	1
	Rel-12
	F
	ProSe
	revised

	S3-142354
	EPS encryption algorithm in ProSe Direct Communication
	Ericsson
	33.303
	0012
	2
	Rel-12
	F
	ProSe
	agreed

	S3-142146
	Validity Timer in Open Discovery procedure
	Ericsson
	33.303
	0013
	-
	Rel-12
	F
	Prose
	revised

	S3-142134
	Deletion of parameters related to PGK key
	Ericsson
	33.303
	0014
	-
	Rel-12
	-
	-
	revised

	S3-142321
	Deletion of parameters related to PGK key
	Ericsson
	33.303
	0014
	1
	Rel-12
	F
	Prose
	agreed

	S3-142135
	Correction of wrong reference and alignment of text
	Ericsson
	33.303
	0015
	-
	Rel-12
	F
	Prose
	revised

	S3-142190
	Correct the conditions for sending of Match Report in ProSe Direct Discovery
	Qualcomm Incorporated
	33.303
	0016
	-
	Rel-12
	F
	Prose
	revised

	S3-142314
	Correct the conditions for sending of Match Report in ProSe Direct Discovery
	Qualcomm Incorporated
	33.303
	0016
	1
	Rel-12
	F
	Prose
	agreed

	S3-142195
	Alignment of identifier definitions for ProSe one-to-many communications
	Qualcomm Incorporated
	33.303
	0017
	-
	Rel-12
	F
	ProSe
	revised

	S3-142316
	Alignment of identifier definitions for ProSe one-to-many communications
	Qualcomm Incorporated
	33.303
	0017
	1
	Rel-12
	F
	ProSe
	revised

	S3-142357
	Alignment of identifier definitions for ProSe one-to-many communications
	Qualcomm Incorporated
	33.303
	0017
	2
	Rel-12
	F
	ProSe
	agreed

	S3-142201
	Sending only the LSB of PGK Id in the PDCP header
	Qualcomm Incorporated
	33.303
	0018
	-
	Rel-12
	F
	ProSe
	revised

	S3-142323
	Sending only the LSB of PGK Id in the PDCP header
	Qualcomm Incorporated
	33.303
	0018
	1
	Rel-12
	C
	ProSe
	agreed

	S3-142203
	Adding the details of the PGK delivery
	Qualcomm Incorporated
	33.303
	0019
	-
	Rel-12
	F
	Prose
	postponed

	S3-142205
	Adding details of the PC3 message security
	Qualcomm Incorporated
	33.303
	0020
	-
	Rel-12
	F
	ProSe
	revised

	S3-142344
	Adding details of the PC3 message security
	Qualcomm Incorporated
	33.303
	0020
	1
	Rel-12
	F
	ProSe
	postponed

	S3-142206
	Correcting the one-to-many security flows figure
	Qualcomm Incorporated
	33.303
	0021
	-
	Rel-12
	F
	ProSe
	revised

	S3-142192
	Defining for the time parameter used in ProSe discovery
	Qualcomm Incorporated
	33.303
	0022
	-
	Rel-12
	F
	Prose
	revised

	S3-142315
	Defining for the time parameter used in ProSe discovery
	Qualcomm Incorporated,Samsung
	33.303
	0022
	1
	Rel-12
	F
	Prose
	agreed

	S3-142202
	Clarifying PTK handling for one-to-many commuications
	Qualcomm Incorporated
	33.303
	0023
	-
	Rel-12
	F
	ProSe
	postponed

	S3-142213
	Support for multiple PDCP entities for a Group
	Samsung
	33.303
	0024
	-
	Rel-12
	F
	ProSe
	revised

	S3-142317
	Support for multiple PDCP entities for a Group
	Samsung
	33.303
	0024
	1
	Rel-12
	F
	ProSe
	agreed

	S3-142211
	Time Synchronization for Open Discovery
	Samsung
	33.303
	0025
	-
	-
	-
	-
	revised

	S3-142217
	
[ProSe] Mandating GBA for securing PC3 interface and UE-KMS interface
	Vodafone, BT, China Unicom, Gemalto, Orange, U.S. Department of Commerce
	33.303
	0026
	-
	Rel-12
	B
	ProSe
	revised

	S3-142345
	
[ProSe] Mandating GBA for securing PC3 interface and UE-KMS interface
	Vodafone, BT, China Unicom, Gemalto, Orange, U.S. Department of Commerce
	33.303
	0026
	1
	Rel-12
	B
	ProSe
	postponed

	S3-142219
	[ProSe]: CR: KMS Provisioning Message Formats for media security
	CESG (UK Gov)
	33.303
	0027
	-
	Rel-12
	C
	ProSe
	revised

	S3-142277
	[ProSe]: CR: KMS Provisioning Message Formats for media security
	CESG (UK Gov)
	33.303
	0027
	1
	Rel-12
	C
	ProSe
	agreed

	S3-142220
	[ProSe]: CR: SRTP/SRTCP Profile for ProSe Media Security
	CESG (UK Gov)
	33.303
	0028
	-
	Rel-12
	C
	ProSe
	revised

	S3-142278
	[ProSe]: CR: SRTP/SRTCP Profile for ProSe Media Security
	CESG (UK Gov)
	33.303
	0028
	1
	Rel-12
	C
	ProSe
	agreed

	S3-142221
	[ProSe]: CR: MIKEY message formats for media security
	CESG (UK Gov)
	33.303
	0029
	-
	Rel-12
	F
	ProSe
	revised

	S3-142279
	[ProSe]: CR: MIKEY message formats for media security
	CESG (UK Gov)
	33.303
	0029
	1
	Rel-12
	F
	ProSe
	agreed

	S3-142222
	[ProSe]: CR: Clarification on link between Group UIDs and GMKs
	CESG (UK Gov)
	33.303
	0030
	-
	Rel-12
	C
	ProSe
	revised

	S3-142280
	[ProSe]: CR: Clarification on link between Group UIDs and GMKs
	CESG (UK Gov)
	33.303
	0030
	1
	Rel-12
	C
	ProSe
	agreed

	S3-142223
	procedure changes in ProSe
	Samsung
	33.303
	0031
	-
	Rel-12
	B
	Prose
	noted

	S3-142063
	Defining generic DTLS profile based on TS 33.310 TLS profile
	Alcatel-Lucent, Nokia Corporation, Nokia Networks
	33.310
	0075
	-
	Rel-12
	F
	TEI12, NDSAFTLS
	revised

	S3-142339
	Defining generic DTLS profile based on TS 33.310 TLS profile
	Alcatel-Lucent, Nokia Corporation, Nokia Networks
	33.310
	0075
	1
	Rel-12
	F
	TEI12, NDSAFTLS
	agreed

	S3-142066
	Updating TLS profile for TLS session resumption
	Alcatel-Lucent
	33.310
	0076
	-
	Rel-12
	F
	TEI12, NDSAFTLS
	revised

	S3-142338
	Updating TLS profile for TLS session resumption
	Alcatel-Lucent
	33.310
	0076
	1
	Rel-12
	F
	TEI12, NDSAFTLS
	agreed

	S3-142070
	Correction of SEG Certificate Profile in TS 33.310
	Alcatel-Lucent
	33.310
	0077
	-
	Rel-12
	F
	TEI12
	revised

	S3-142341
	Correction of SEG Certificate Profile in TS 33.310
	Alcatel-Lucent
	33.310
	0077
	1
	Rel-12
	F
	TEI12
	agreed

	S3-142074
	Correction to 33.310 of TLS profile regarding NULL encryption
	Nokia Corporation, Nokia Networks
	33.310
	0078
	-
	Rel-12
	F
	TEI12, NDSAFTLS
	agreed

	S3-142076
	Correction to 33.310 of TLS profile regarding renegotiation
	Alcatel-Lucent, Nokia Corporation, Nokia Networks
	33.310
	0079
	-
	Rel-12
	F
	TEI12, NDSAFTLS
	agreed

	S3-142069
	Separate root CA certificates for H(e)NB and SeGW
	Alcatel-Lucent
	33.320
	0095
	-
	Rel-12
	F
	TEI12, NDSAFTLS
	revised

	S3-142346
	Separate root CA certificates for H(e)NB and SeGW
	Alcatel-Lucent
	33.320
	0095
	1
	Rel-12
	F
	TEI12, NDSAFTLS
	agreed

	S3-142067
	TS 33.328 TLS profile - resolution of Editor's Notes
	Alcatel-Lucent
	33.328
	0061
	-
	Rel-12
	D
	eMEDIASEC
	revised

	S3-142340
	TS 33.328 TLS profile - resolution of Editor's Notes
	Alcatel-Lucent
	33.328
	0061
	1
	Rel-12
	D
	eMEDIASEC
	agreed

	S3-142189
	Editorial correction of reference to non-existing Annex Y
	Nokia Corporation, Nokia Networks
	33.328
	0062
	-
	Rel-12
	D
	eMEDIASEC
	agreed

	S3-142042
	CR-Dual Connectivity ENs 33 401
	Alcatel-Lucent
	33.401
	0526
	-
	Rel-12
	F
	LTE_SC_enh_dualC-Core
	revised

	S3-142297
	Solving editor's note on SCC length
	Alcatel-Lucent, Ericsson, Nokia Networks, Samsung
	33.401
	0526
	1
	Rel-12
	F
	LTE_SC_enh_L1
	agreed

	S3-142102
	Modifying undetermined reference clauses in E.1 and E.2.3 and Correcting the description about SCC
	Huawei, HiSilicon
	33.401
	0527
	-
	Rel-12
	F
	LTE_SC_enh_L1
	revised

	S3-142103
	Definition of AS SC security context
	Huawei, HiSilicon
	33.401
	0528
	-
	Rel-12
	F
	LTE_SC_enh_L1
	revised

	S3-142104
	Clarification on X2-U interface
	Huawei, HiSilicon
	33.401
	0529
	-
	Rel-12
	F
	LTE_SC_enh_L1
	revised

	S3-142105
	Solving editor's note on SCC transfer
	Huawei, HiSilicon
	33.401
	0530
	-
	Rel-12
	F
	LTE_SC_enh_L1
	noted

	S3-142106
	Solving editor's note on SCC length
	Huawei, HiSilicon
	33.401
	0531
	-
	Rel-12
	F
	LTE_SC_enh_L1
	revised

	S3-142107
	Clarification on S-KeNB update
	Huawei, HiSilicon
	33.401
	0532
	-
	Rel-12
	F
	LTE_SC_enh_L1
	revised

	S3-142298
	Removal of Editor Notes from Sections and clean up related to Dual Connectivity
	Alcatel-Lucent, Ericsson, Nokia Networks, Samsung, Huawei, HiSilicon
	33.401
	0532
	1
	Rel-12
	F
	LTE_SC_enh_L1
	agreed

	S3-142108
	Clarification on S-KeNB update trigger condition
	Huawei, HiSilicon
	33.401
	0533
	-
	-
	-
	-
	revised

	S3-142109
	Some corrections to activation of encryption/decryption
	Huawei, HiSilicon
	33.401
	0534
	-
	Rel-12
	F
	LTE_SC_enh_L1
	revised

	S3-142110
	Add Dual Connectivity Acronyms
	Huawei, HiSilicon
	33.401
	0535
	-
	Rel-12
	F
	LTE_SC_enh_L1
	revised

	S3-142296
	Add Dual Connectivity Acronyms
	Huawei, HiSilicon
	33.401
	0535
	1
	Rel-12
	F
	LTE_SC_enh_L1
	agreed

	S3-142128
	Clarifications to maintenance of SCC in UE
	Ericsson
	33.401
	0536
	-
	Rel-12
	F
	LTE_SC_enh_L1
	revised

	S3-142129
	Selected encryption algorithm for SCE
	Ericsson
	33.401
	0537
	-
	Rel-12
	F
	LTE_SC_enh_L1
	revised

	S3-142130
	Editorial updates to Annex Dual Connectivity
	Ericsson
	33.401
	0538
	-
	Rel-12
	F
	LTE_SC_enh_L1
	revised

	S3-142131
	Clarifications to use of KUPenc keys
	Ericsson
	33.401
	0539
	-
	Rel-12
	F
	LTE_SC_enh_L1
	revised

	S3-142052
	WLCP Security CR
	Alcatel-Lucent
	33.402
	0118
	-
	Rel-12
	B
	eSAMOG
	noted

	S3-142144
	Introduction of WLCP security
	Ericsson, Qualcomm Incorporated
	33.402
	0119
	-
	Rel-12
	B
	eSAMOG
	revised

	S3-142343
	Introduction of WLCP security
	Ericsson, Qualcomm Incorporated, Nokia Networks, Nokia Corporation, Huawei, HiSilicon, Alcatel-Lucent
	33.402
	0119
	1
	Rel-12
	B
	eSAMOG
	agreed

	S3-142058
	CR-0001 TR 33.888 GCSE Clarification to key issue MB2 interface
	Nokia Corporation, Nokia Networks
	33.888
	0001
	-
	Rel-12
	-
	-
	revised

	S3-142299
	CR-0001 TR 33.888 GCSE Clarification to key issue MB2 interface
	Nokia Corporation, Nokia Networks
	33.888
	0001
	1
	Rel-12
	-
	GCSE_LTE
	agreed

	S3-142059
	CR-0002 TR 33.888 GCSE MB2-C solution clarification
	Nokia Corporation, Nokia Networks
	33.888
	0002
	-
	-
	-
	-
	withdrawn

	S3-142237
	Commenting on S3-142059
	Nokia Corporation, Nokia Networks
	33.888
	0002
	1
	Rel-12
	-
	-
	revised

	S3-142303
	Commenting on S3-142059
	Nokia Corporation, Nokia Networks
	33.888
	0002
	2
	Rel-12
	F
	GCSE_LTE
	agreed

	S3-142060
	CR-0003 TR 33.888 GCSE MB2-U requirement
	Nokia Corporation, Nokia Networks
	33.888
	0003
	-
	Rel-12
	-
	GCSE_LTE
	revised

	S3-142301
	CR-0003 TR 33.888 GCSE MB2-U requirement
	Nokia Corporation, Nokia Networks,Huawei
	33.888
	0003
	1
	Rel-12
	-
	GCSE_LTE
	agreed

	S3-142061
	CR-0004 TR 33.888 GCSE MB2-U interface solution
	Nokia Corporation, Nokia Networks
	33.888
	0004
	-
	Rel-12
	-
	-
	revised

	S3-142302
	CR-0004 TR 33.888 GCSE MB2-U interface solution
	Nokia Corporation, Nokia Networks
	33.888
	0004
	1
	Rel-12
	B
	GCSE_LTE
	agreed

	S3-142062
	CR-0005 TR 33.888 GCSE conclusion
	Nokia Corporation, Nokia Networks
	33.888
	0005
	-
	Rel-12
	-
	-
	revised

	S3-142304
	CR-0005 TR 33.888 GCSE conclusion
	Nokia Corporation, Nokia Networks
	33.888
	0005
	1
	Rel-12
	B
	GCSE_LTE
	agreed

	S3-142300
	PCR-Integrity protection on MB2-U interface
	Huawei,Nokia Corporation,Nokia Networks
	33.888
	0006
	-
	Rel-12
	F
	GCSE_LTE
	agreed


Annex C: Lists of liaisons

C1: Incoming liaison statements

	Document
	Original
	Title
	From
	Decision
	Reply in

	S3-142005
	
	LS on ProSe Functions reachability
	C1-142124
	noted
	

	S3-142006
	
	Reply LS on parameter synchronization
	C1-142971
	noted
	

	S3-142007
	
	Reply LS on Clarification for Sync Failure during initial IMS registration
	C1-143309
	noted
	

	S3-142008
	
	Reply LS on GCSE security
	C3-142350
	replied to
	S3-142273

	S3-142009
	
	Reply to LS on Maintenance of I-WLAN Solution (SP-140089 /C6-140255)
	C6-140294
	noted
	

	S3-142010
	
	Reply LS on Reply LS on ProSe Lawful Interception
	C6-140315
	replied to
	S3-142308

	S3-142011
	
	Reply LS on Maintenance of I-WLAN Solution
	CP-1400457
	noted
	

	S3-142012
	
	LS on Study Item for Low Throughput Internet of Things
	GP-140429
	noted
	

	S3-142013
	
	Reply to 3GPP SA3 on securing interface between Proximity Service UE and SLP server
	OMA ARC/SEC
	noted
	

	S3-142014
	
	Reply to 3GPP SA3 on securing interface between Proximity Service UE and SLP server
	OMA LOC
	noted
	

	S3-142015
	
	Reply LS on Provisioning of ProSe configuration information in a public safety ProSe enabled UE
	R2-142917
	noted
	

	S3-142016
	
	Response LS on parameter synchronization
	R2-142932
	noted
	S3-142355

	S3-142017
	
	Reply LS on Small Cell Counter (SCC) length and LS on SeNB Key Refresh and Counter Check procedures
	R2-142940
	noted
	

	S3-142018
	
	LS on SeNB Key Refresh and Counter Check procedures
	R3-141400
	replied to
	S3-142295

	S3-142019
	
	Reply LS on Clarification for Sync Failure during initial IMS registration
	R5-143217
	noted
	

	S3-142020
	
	Reply to 3GPP SA3 LS on Interactions with Underlying Networks
	OneM2M
	noted
	

	S3-142021
	
	Reply LS on MTC Device Identification for LI
	S1-141384
	noted
	

	S3-142022
	
	Reply LS on scope of ProSe in Rel-12
	S2-142087
	noted
	

	S3-142023
	
	Maintenance of I-WLAN specification
	S2-142202
	noted
	

	S3-142024
	
	Reply LS on impact of PC3 transport protocol on PC3 security
	S2-142275
	noted
	

	S3-142025
	
	Reply LS on Questions on ProSe
	S2-142897
	noted
	

	S3-142026
	
	Reply LS on ProSe Lawful Interception
	S5-143384
	noted
	

	S3-142027
	
	Reply LS on Maintenance of I-WLAN Solution
	S5-143431
	noted
	

	S3-142028
	
	Reply LS on Maintenance of I-WLAN Solution
	SP-140397
	noted
	

	S3-142029
	
	LS on ICT counterfeiting
	ITU-T SG11
	noted
	

	S3-142034
	
	Response on using the LTE confidentiality algorithms for proximity-based services
	ETSI SAGE
	noted
	

	S3-142035
	
	LS on TUAK design and evaluation report
	ETSI SAGE
	noted
	

	S3-142239
	
	LS on Re-name of SCC
	R2-143910
	noted
	

	S3-142245
	
	Reply LS on ProSe Lawful Interception
	S5-144353
	noted
	

	S3-142293
	
	Reply LS on Clarification for Sync Failure during initial IMS registration
	R5-144760
	noted
	

	S3-142348
	
	LS on Security Framework for Cellular IoT
	GP-140717
	postponed
	


C2: Outgoing liaison statements

	Document
	Title
	To
	Cc
	reply to i/c LS

	S3-142273
	Reply to: Reply LS on GCSE security
	CT3
	-
	S3-142008

	S3-142295
	Reply to: LS on SeNB Key Refresh and Counter Check procedures
	RAN3
	RAN2
	S3-142018

	S3-142308
	Reply LS on ProSe Lawful Interception
	SA5
	SA2,CT,SA1,CT1,CT4,CT6
	S3-142010

	S3-142351
	Ls on assumptions for out of network coverage discovery
	SA2
	-
	

	S3-142355
	Response LS on parameter synchronization for ProSe/D2D
	RAN2,  CT1, CT4, RAN1
	-
	S3-142016


Annex D: List of agreed/approved new and revised Work Items

	Document
	Title
	Source
	new/revised

	S3-142272
	New study on IMS call spoofing detection and prevention
	Sprint, AT&T, Bell Mobility
	new WID

	S3-142224
	Revised Rel-12 WID for Proximity-based Services
	Qualcomm Incorporated
	revised WID

	S3-142264
	Update SA2 WID on enhanced CSFB
	China Unicom, ZTE Corporation, CATR, CATT,Huawei, HiSilicon
	revised WID

	S3-142282
	Updated WID for WebRTC
	Ericsson
	revised WID

	S3-142306
	Revised Rel-12 WID for ProSe to create a dedicated SA3 Study on Security for Proximity-based Services
	Qualcomm Incorporated
	revised WID

	S3-142307
	Revised Rel-13 WID for Proximity-based Services
	Qualcomm Incorporated
	revised WID

	S3-142347
	Updated WID for SSO
	Ericsson,AT&T, Interdigital
	revised WID


Annex E: List of action items

	Meeting/Number
	Agenda item
	Document
	Details
	Responsible
	Due by

	76/1
	7.11
	S3-142034
	Draft a CR to address the LS response
	Qualcomm
	2014-11-15

	76/2
	7.14
	S3-142035
	Vodafone to follow discussions with MCC on the handling of the documents.
	Vodafone/MCC
	2014-11-16


Annex F: List of participants

	Name
	Representing
	Status-Partner
	Ctry
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	SE
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	BT Group Plc
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	GB
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Annex H: List of future meetings

	Title
	Start date
	End date (OP)
	Town
	Country
	Reference

	3GPPSA3#55-LI
	28/10/2014 09:00:00
	30/10/2014 17:30:00
	US
	US
	S3-ah-31152

	3GPPSA3#77
	17/11/2014 09:00:00
	21/11/2014 17:30:00
	San Francisco
	US
	S3-77

	3GPPSA3#56-LI
	20/01/2015 09:00:00
	22/01/2015 17:30:00
	Sophia Antipolis
	FR
	S3-56

	3GPPSA3#78
	26/01/2015 09:00:00
	30/01/2015 17:30:00
	Sorrento
	IT
	S3-78

	3GPPSA3#79
	20/04/2015 09:00:00
	24/04/2015 17:30:00
	TBD
	CN
	S3-79

	3GPPSA3#57-LI
	28/04/2015 09:00:00
	30/04/2015 17:30:00
	TBD
	US
	S3-57

	3GPPSA3#58-LI
	15/07/2015 09:00:00
	17/07/2015 17:30:00
	Sophia Antipolis
	FR
	S3-58

	3GPPSA3#80
	24/08/2015 09:00:00
	28/08/2015 17:30:00
	EU
	TBD
	S3-80

	3GPPSA3#59-LI
	27/10/2015 09:00:00
	29/10/2015 17:30:00
	TBD
	US
	S3-59

	3GPPSA3#81
	09/11/2015 09:00:00
	13/11/2015 17:30:00
	TBD
	US
	S3-81
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