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Rationale:
GERAN WG1 and WG2 have informed SA2 and SA3 in the Liaison statement in S3-142012 of a newly agreed Study Item to support ultra-low complexity and low throughput internet of things. Security challenges are mentioned in the justification and objectives of the GERAN work. The following contribution proposes to create a work item for the purpose of studying and evaluating security options for a cellular system serving ultra-low complexity and low throughput internet of things.
Proposal:

It is proposed to agree to:

·  start a study item on the security of cellular system for ultra low complexity and low throughput internet of things

*************************** NEW STUDY ITEM **********************************************
3GPP™ Work Item Description

For guidance, see 3GPP Working Procedures, article 39; and 3GPP TR 21.900.
Comprehensive instructions can be found at http://www.3gpp.org/Work-Items
Title: 
Study on Security aspect of cellular systems for ultra low complexity and low throughput Internet of Things
Acronym: FS_IoT_LC_Sec


Unique identifier: 
6500xy
1
3GPP Work Area

	x
	Radio Access

	X?
	Core Network

	X?
	Services


2
Classification of WI and linked work items

2.0
Primary classification

This work item is a …

	x
	Study Item (go to 2.1)

	
	Feature (go to 2.2)

	
	Building Block (go to 2.3)

	
	Work Task (go to 2.4)


2.1
Study Item

	Related Work Item(s) (if any]

	Unique ID
	Title
	Nature of relationship

	640001
	Study on Cellular system support for ultra Low Complexity and low throughput Internet of Things (FS_IoT_LC)
	Rel-13 GERAN draft TR 45.8xy


Go to §3.

2.2
Feature

	Related Study Item or Feature (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	


Go to §3.

2.3
Building Block

	Parent Feature (or Study Item)

	Unique ID
	Title
	TS

	
	
	


This work item is … 

	
	Stage 1 (go to 2.3.1)

	
	Stage 2 (go to 2.3.2)

	
	Stage 3 (go to 2.3.3)

	
	Test spec (go to 2.3.4)

	
	Other (go to 2.3.5)


2.3.1
Stage 1

	Source of external requirements (if any)

	Organization
	Document
	Remarks

	
	
	


Go to §3.

2.3.2
Stage 2

	Corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other source of stage 1 information

	TS or CR(s)
	Clause
	Remarks

	
	
	



If no identified source of stage 1 information, justify: 

Go to §3.

2.3.3
Stage 3

	Corresponding stage 2 work item (if any)

	Unique ID
	Title
	TS

	
	
	


	Else, corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other justification

	TS or CR(s) or external document
	Clause
	Remarks

	
	
	



If no identified source of stage 2 information, justify: 

Go to §3.

2.3.4
Test spec

	Related Work Item(s)

	Unique ID
	Title
	TS

	
	
	


Go to §3.

2.3.5
Other

	Related Work Item(s)

	Unique ID
	Title
	Nature of relationship
	TS / TR

	
	
	
	


Go to §3.

2.4
Work task

	Parent Building Block

	Unique ID
	Title
	TS

	
	
	


3
Justification

Machine to Machine (M2M) communication represents a significant growth opportunity for the 3GPP ecosystem. 
To support the so called ‘Internet of Things’ (IoT), 3GPP operators have to address usage scenarios with devices that are power efficient (with battery life of several years), can be reached in challenging coverage conditions e.g. indoor and basements and, more importantly, are cheap enough so that they can be deployed on a mass scale and even be disposable. 

It is no surprise that the M2M business of 3GPP operators currently rely on the use of legacy GPRS (i.e. non-EGPRS) devices that provide the most cost effective devices. However, there are competing technologies for supporting M2M communication that claim to provide devices at a much lower cost than GSM with better coverage and power efficiency than the cheapest GSM devices. 

In order to optimize the support of ‘Internet of Things’ in 3GPP cellular networks to compete with non-3GPP technologies  in the lower data rate end of the M2M market, it is necessary to study both the possibility of evolving the current GERAN system and the design of a new access system with regard to the following aspects:

· Improved  indoor coverage

A number of applications require deployment of Machine Type Communication (MTC) devices indoor, e.g. in an apartment basement, or on indoor equipment that may be close to the ground floor etc. This effectively means that indoor coverage should be readily available and reliable.
· Support for massive number of low throughput devices 

It is expected that the number of devices used for MTC will increase exponentially but the packet data size will remain small. Moreover, the support of MTC traffic should be possible either in existing GSM deployments or using small chunk(s) of licensed spectrum which may be available to operators by (re)using GSM carriers or using small parts of licensed spectrum coming from wideband systems like LTE (typically a substantially reduced number of 200 kHz RF channels compared to legacy GSM). A system that can support a large number of devices, each generating a small amount of data is required.
· Delay sensitivity 

Some devices may have relaxed delay characteristics (e.g. the reporting of a meter reading some time within the next 24 hours) and this may be taken into account when evaluating system capacity and design. 

In contrast, other devices (e.g. burglar alarms) have reasonably strict delay requirements and may be placed at the limit of coverage: for these it is suggested that a delay requirement of 4 seconds is appropriate for the uplink (measured from the ‘trigger event’ to the packet being ready for transmission from the base station towards the network).
· Ultra low cost 
M2M applications require devices that are very cheap (so that they can be deployed on a mass scale or in a disposable manner). The study should take into consideration that MTC devices have very limited throughput requirement and may not need to support circuit switched services to develop techniques that can significantly reduce cost.
· Low power consumption

Many M2M applications require devices to have up to ten years’ battery life. The study should determine whether the existing R12 Power Save Mode is sufficient, and if not, identify techniques to significantly cut down the power usage of MTC devices e.g. by optimising signalling exchanges in the system, in order to realise battery life of up to ten years.

· Network architecture

In Release ’99, 3GPP worked to enhance the security of the system and these enhancements were incorporated into the Iu mode architecture used for UTRAN. In Release 8, 3GPP provided further enhancements to security to support the S1 mode architecture used for E-UTRAN. When considering an access system for the Internet of Things that might need to remain in operation for another 20 years, it will be useful to consider whether a system based on Release ’97 Gb mode can be reused unmodified; or, needs evolution; or, whether the S1 mode architecture can be reused. However, it should be noted that the S1 interface is connection oriented and (based on SA WG 2’s Release 12 “Small Data and Device Triggering Enhancements” (SDDTE) work) might not be best optimised for small data transfers. In addition E-UTRAN is optimised for network controlled handover and optimised for use with the X2 inter-site interface. Hence the study should identify a Core Network architecture, security framework and Radio Access Network-Core Network interface (e.g. S1 or Gb), and associated protocol stacks for M2M which are suitable for the M2M market in the 2017 and onwards timeframe. 
4
Objective

The objective of this study is to define potential security requirements, potential security solutions and recommendations for a cellular system of ultra-low complexity and low throughput MTCs/”Internet of Things”.
With this study, SA3 will aim at providing to TSG GERAN and other interested working groups with security recommendations so that they may take it into account while carrying the GERAN Study to support low-throughput and low-complexity MTCs.
TSG GERAN does not intend to build an entirely new architecture, instead they will take the Gb mode or S1 as potential architectural foundations and adapt it to fulfil IoT ecosystem. Also TSG GERAN intends to specify an enhancement to the Um interface (MS-to-BSS) and which will have Gb interface as a base.
The following should be taken into account for the study:

· Focus on the “I” of IoT: The potential solutions should only address security aspects in the PS domain.
· Backward compatibility: The potential solutions do not need to be compatible with legacy GPRS networks. 
· Trusted communication for IoT service providers: The potential solutions should aim at removing the need for players in the IoT ecosystem to use additional security protocols e.g. TLS or DTLS.
· Energy savings: The potential solutions should aim at minimising the energy consumption of devices to help meet the objective of a ten year battery life and take into consideration the very low data rate capability of the radio interface
· Design principles: Unless necessary to achieve the points above, 3GPP SA3 should avoid designing potential solutions from scratch to facilitate the adoption and integration of the potential security solution in the future Cellular IoT. In addition, the study should consider Gb mode and S1 as potential foundation for the definition of the potential solutions.

5
Service Aspects

none
6
MMI-Aspects

none
7
Charging Aspects

none
8
Security Aspects

This is a security study
9
Impacts

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	x
	x
	X
	

	No
	
	
	
	
	x

	Don't know
	X
	
	
	
	


10
Expected Output and Time scale

	New specifications  [If Study Item, one TR is anticipated]

	Spec No.
	Title
	1st rsp. WG
	2nd rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary #
	Comments

	33.8xx
	Study on Security aspect of cellular systems with support for ultra low complexity and low throughput Internet of Things
	SA3
	-
	SA#67 Mar 2015
	SA#68 Jun 2015
	


	Affected existing specifications  [None in the case of Study Items]

	Spec No.
	CR
	Subject of the CR
	Approved at plenary#
	Comments
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Work item rapporteur(s)

SA3: Barry, Aguibou, VODAFONE Group Plc.
12
Work item leadership

SA3
13
Supporting Individual Members

	Supporting IM name



	Vodafone

	China Mobile

	ORANGE
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