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Abstract of the contribution: The following provides the performance evaluation of the Tuak algorithm set.
Please see attachment named “S3-142530 35.xxx Tuak performance evaluation.doc” which is a Technical Report made for the sole purpose of referring to “Tuak report V1.0.pdf” and “Tuak extension report V1.0.pdf” which are the independent performance evaluations of the Tuak algorithm set carried out by the Royal Holloway University of London.
In addition, the Royal Holloway University of London have provided an extension report which:

-
Confirms that, using older, more resource limited smart card platforms than were used in the study for the performance evaluation report, it is still possible to meet the Tuak speed and performance goals in native code, without the need for a crypto coprocessor.

-
Describes initial investigations into possible side channel data leakage from an implementation with no software protection.

-
Indicates (tentatively) that, with the possible exception of cards using certain chips that claim innovative hardware defences against side-channel and fault attacks, it is likely that smart card/chips will require some protection against side channel data leakage in the software implementation of Tuak.

-
Confirms that there should be a performance overhead available to accommodate such software protection measures, with an efficient implementation of Tuak.

Proposal:

It is proposed to adopt the Technical Report as well as the referenced performance evaluations.; the latter will be made available at http://www.3gpp.org/ftp/Specs/archive/ss_series/ss.nnn/SAGE_report/TuakPerformanceEvaluation_1.0.zip and at http://www.3gpp.org/ftp/Specs/archive/ss_series/ss.nnn/SAGE_report/TuakPerformanceEvaluationExtension_1.0.zip where:
· ss = series number of the TR which refers to this SAGE report
· ss.nnn = number of the TR which refers to this SAGE report [which MCC will assign when the WID is TSG-approved]
The TR number of the report will be given once the Revised WID is approved in the next SA Plenary.
It is proposed to send it for approval to SA PLENARY.
