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Abstract of the contribution: This contribution provides a security threat and requirement on password management.
1 Introduction
This contribution provides a security threat and requirement on password management. 

2 Analysis
The security threats on password management have been described in section 5.4.2.6 of TR 33.806. It was mentioned that the attacker may use brute force to get passwords. There has another way to get password, i.e. the attacker can directly get password when password in plain text has been displayed on screen. So the password should be hidden when password is displayed on screen.
3 Proposal
It is proposed to add the above security threat and requirement in TR33.806.
***********************************Start the First Change****************************************
5.4.2.6 
T6 Security threats on MME user account and password management
-
Threat name: Security threats on MME user account and password management
-
Threat Reference: to be done later 
-
Threat Category: Unauthorized access
-
Threat Description: 
One default user password may be provided on MME and may not be modified in time. The attacker can get this password for low clearance level user, even high clearance level user from document or other approach. With the default password, the attacker can access MME, modify configuration and interference the LTE network.
User password may have low level strength, with not enough character numbers, or composed of simple characters. The attacker can get such kind of passwords with fewer attempts by brute force.
The attacker may get a user password, and not be detected by a legal user. In the situation, security threats can be eliminated by modifying passwords. For convenience, the user may perform modification with historical password, known by the attacker, which would bring a security threat.
This means that user password storage is important. The storage should use encryption techniques to avoid information leaking.
The attacker may use brute force to get passwords, which is simply a matter of time.
 The attacker may also get password directly when password is displayed on screen.
-
Threatened Asset: User account data and credentials 
-
Threat relevance: mitigate
NOTE: This is a detailed threat and maps the security objective: SECURE STORAGE
*********************************End of the First change****************************************

********************************Start the Second Change****************************************

6.8 
Security requirements on MME user account and password management
-
Requirement name: Security requirements on MME user account and password management 
-
Requirement reference: to be done later
-
Requirement Description: 
1)
R 7-1: Consistent security policy should be adopted for user account and password management on MME. Consistent security policy includes password management policy, user account freeze policy and rejecting repeat login policy.
2)
R 7-2: Password management policy:
a)
Password modification shall be performed by force after initial login.
b)
Password strength shall be configurable. 
Passwords shall consist of uppercase, lowercase, numeric and special characters. 
The number of characters in the passwords shall be configurable. 

c)
Password shall be modified based on password management policy. 
Historical passwords shall not be allowed up to a certain number. 
The number of disallowed historical passwords shall be configurable.
d)
Password storage shall support one-way hash algorithm with salt value.
e)   Password shall be hidden when it is echoed on screen.
3)
R 7-3: User account lock-out policy:
a)
The maximum number of user account login attempts should be configurable.
b)
There shall be a delay in allowing a user attempt to login again when login attempt numbers exceeds the maximum number. This delay should be configurable.

4)
R7-4: 
The system shall enforce password expiry.
-
Security Objective references: SECURE STORAGE.
-
Test case: 
1) Test case 1 for R7-2 a):

· Pre-conditions: The MME is powered on and the tester has privileges to create new user account.
· Steps taken to perform the test:

a) The tester performs login action on MME.
b) The tester creates a new user account A, which should change the password at the initial login.
c) The tester performs logout action, and then performs login action with user account A.
d) The tester gets prompt that user shall change password at initial login, otherwise the login action will be terminated.
· Expected results:

a) If password change is canceled / failed, the tester cannot login.

b) If password change is successes, the test can login.
2) Test case 2 for R7-2 b):

· Pre-conditions: The MME is powered on and the tester has privileges to modify password management policy.
· Steps taken to perform the test:

a)       The tester uses user account A logins, and modifies password management policy on MME.

b)       The user account A can modify configuration for password strength, including password consistent and character numbers.

c)     The tester logins as user account B.
d)       The tester uses user account B changes current user account password according to policy.

e)      The tester uses user account B changes current user account password to not match password policy.
· Expected results:

a) If the tester modify password comply with password management policy, the modification will successes.

b) If the tester modify password not comply with password management policy, the modification will fail.
3) Test case 3 for R7-2 c):

· Pre-conditions: The MME is powered on and the tester has privileges to modify password management policy.
· Steps taken to perform the test:

a) The tester logins with original user account password A on MME.
b) The tester modifies the number of disallowed historical passwords to N.
c) The tester modifies user account password with different passwords for N-1 times.
d) The tester modifies user account password with A.
· Expected results:

The tester fails in modifying password with A at N, and gets prompt that historical password shall not be used.
4) Test case 4 for R7-2 e):

· Pre-conditions: The MME is powered on and the tester has privileges to input password and the screen can display the input.
· Steps taken to perform the test:

a) The tester inputs the user account and password on MME.
b) The screen displays the input.
· Expected results:

The echoed password is shown as “*”.
5) Test case 5 for R7-3 a) & b):

· Pre-conditions: The MME is powered on and the tester has privileges to modify account lock-out policy.
· Steps taken to perform the test:

a) The tester logs in MME.
b) The tester modified user account lock-out policy with attempt numbers to N and delay time to T.
c) The tester logs out.
d) The tester performs login action with wrong password for N times.

· Expected results:

a) After the tester attempts N times with wrong password, the user account will be lock out, and can be attempted after T delay time.
b) After T delay time, the tester can login with proper password.
6) Test case 6 for R7-3 c):

· Pre-conditions: The MME is powered on and the tester has privilege to config user account password expiry time.
· Steps taken to perform the test:

a) The tester logs in MME.

b) The tester modifies the user account password expiry time to T.

c) After expiry time T, the tester logs in MME, and shall be forced to modify password.
· Expected results:

a) The tester can login after modify password successfully.

b) The tester cannot login if fail to modify password.
*******************************End of the Second change****************************************
