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Abstract of the contribution: This contribution proposes to add a solution for UE-to-Network Relay discovery Model B.
1. Introduction 
In discovery procedure for UE-to-Network Relay scenario, both Remote UE and UE-to-Network Relay should perform authorization on each other. 

UE-to-Nework Relay is in network coverage and can obtain sufficient network support. UE-to-Network Relay can request ProSe Function to perform Remote UE authorization.
However, the Remote UE is out of network coverage, it cannot directly contact ProSe Function to obtain information to verify whether the UE-to-Network Relay is an authorized UE supporting relay function. If a Remote UE connects to an unauthorized UE-to-Network Relay, all the data packets may be intercepted by the unauthorized UE-to-Network Relay.

We provide a solution for Remote UE and UE-Network Relay authorizaiton in relay discovery, with the assumption that Remote UE had registered to ProSe Function previously and shares a key with Prose Function. The solution is an optimization of “Solution #2.5 Security for discovery response”.
2. Discussion

We kindly propose that SA3 agrees the following change and agrees it to current Rel-13 SA3 TR 33.833.
*************************** Start of CHANGE ***************************
X.x.x
Solution #x.x UE-to-Network relay discovery
X.x.x.1
Solution description
This is an optimization of 6.2.5, “Solution #2.5: Security for discovery response” in current TR, to adopt it for UE-Network Relay Model B discovery.
Assumption: The Remote UE has previously registered to ProSe Function and shares a ProSe key with Prose Function.
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Figure x.1. UE-to-Network relay discovery
0. Remote UE had registered to ProSe Function and shares a key with ProSe Function. 

     UE-Network Relay had registered to ProSe Function and shares a key with ProSe Function.

1. Remote UE announces a message for relay discovery, with integrity protection that can be verified by ProSe Function.

2. Upon receiving the message for relay discovery from Remote UE, UE-Network Relay sends a Match request to Prose Function for verification, forwarding the message from Remote UE.

3. ProSe Function verifies 1) if the relay discovery message is from the Remote UE, 2) whether Remote UE is authorized to use relay. 

4. The ProSe Function sends a Match response to UE-Network Relay, including an indication of the verification result, a message of relay discovery response to Remote UE with integrity protection that can be verified by Remote UE.

5. UE-Network Relay forwards the message of relay discovery response to Remote UE.

6. Remote UE verifies the message of relay discovery response that 1) if the message is from ProSe Function, 2) if UE-Network Relay is authorized to serve as relay.
Editor’s Note: The details of verification is FFS.
*************************** End of CHANGE ***************************
