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Abstract of the contribution: The contribution proposes to add a requirement for packet filtering to mitigate threats on management interfaces. Test cases are also proposed.
1 Introduction 
TR 33.806 has threats related to network protection (5.4.2.4 and 5.4.2.9) and one way to mitigate them is to use packet filtering functionality on the MME. Requirement is originating from RFC 3871.
2 Discussion
The three threats:

5.4.2.4

T4 Threats from the compromised UE or misbehaving UE
5.4.2.9

T9 Denial of Service
can be mitigated by using packet filtering, with correct filtering configuration on the MME.

3 Proposals
Ericsson proposes to change TR 33.806 according to clause 4 in this pCR based on discussion above.
4 pCR 
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***
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***
6.x 

Security requirements on Packet filtering
-
Requirement Name: Packet filtering of incoming and outgoing packets on any MME interface. See RFC 3871 [9] for further information.
-
Requirement reference: to be done later
-
Requirement Description: 
1) RX-1: The MME shall provide a means to filter IP packets on any interface implementing IP. The MME shall provide a mechanism to allow the specification of the action to be taken when a filter rule matches.
2) RX-2: The filtering mechanism shall support filtering based on the value(s) of any portion of the protocol headers for IP, TCP, UDP, and ICMP.
3) RX-3: It shall be possible to filter both incoming and outgoing traffic on any IP interface.
4) RX-4: It shall be possible to log all filter actions. The logging capability must be able to capture at least the following data: permit/reject/drop status, source and destination ports, source and destination IP address, which network element forwarded the packet (interface, MAC address or other layer 2 information that identifies the previous hop source of the packet), and time-stamp to millisecond accuracy.
-
Security Objective references: PROTECTED COMMUNICATIONS, HARDENING
-
Threat References:  T4 Threats from the compromised UE or misbehaving UE, T9 Denial of Service
-
Test Case: 
1) Test Case :

· Pre-conditions: The MME is powered on and have packet filtering enabled. Two other hosts on the network needed for testing
· Steps taken to perform the test: 

a) The tester configures MME to only allow ICMP traffic from host 1.
b) The tester initiates ping traffic from host 1
c) The tester initiate2 ping traffic from host 2
· Expected results:

Only host 1 will get ping answers.
2) Test Case :

· Pre-conditions: The MME is powered on and have packet filtering enabled. The MME must have 2 different physical Ethernet ports connected to a network with a second host connected
· Steps taken to perform the test: 

a) The tester configures MME Ethernet port one with IP-address 1, and Ethernet port two with IP-address 2.
b) The tester configured packet filtering so only traffic is allowed from IP-address 2
c) The tester initiates ping traffic to IP-address 1 from second host
d) The tester initiates ping traffic to IP-address 2 from second host

· Expected results:

Ping answers are only sent from IP-address 1.
3) Test Case :

· Pre-conditions: Test case one and 2 have been executed
· Steps taken to perform the test: 

a) The tester reads the log including log entries from packet filtering.

· Expected results:

The log shall include log entries from test case 1, where ping from host 2 shall have been logged. The log shall include log entries for test case 2, where ping traffic coming to Ethernet 2 shall have been logged.
***
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