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Abstract of the contribution: The SA1 TS 22.101 has a requirement for SSO which has not been analysed. This contribution provides an analysis and proposes a possible solution.
1 Introduction 
The SA1 TS 22.101 has a requirement for SSO which has not been analysed. This contribution provides an analysis and proposes a possible solution.
It is proposed to add the pCR to TS 33.895.

2 pCR 

***
BEGIN CHANGES
***
7.Y
3rd party SSO identity mapping

7.Y.1
Rationale for solution 


SA1 TS 22.101 [11] has the following requirement:

"The user shall be able to configure which 3rd party SSO identities are used with the 3GPP SSO Service."

It is assumed that "3rd party SSO identities" mean web user identities used with the 3GPP SSO Service, which were not assigned by the 3GPP operator, but a 3rd party. For example, when web service, like a social network site uses a 3GPP SSO Service provided by a 3GPP operator, an example of a 3rd party SSO identity could be user-x@socialnetwork.com. For simplicity we will use the term web user identity in the following.

GBA provides the possibility to use different user identities, including 3rd party SSO identities, for user authentication. This is facilitated by the User Security Settings (USS), which can include a list of user identities, which the NAF can use to authenticate the user with the NAF specific key. 

The USS is stored in the HSS as part of the user specific GBA USS (GUSS). It is not defined in GBA specifications how the user identities are allocated to the USS, i.e. mapped to the 3GPP subscription, but this is left for configuration and thus out of scope of 3GPP specifications. Consequently, also the security measures for the identity mapping are left out of scope. If adequate security measures are not in place to verify that a person is authorized to request a mapping, it could be possible that an attacker could be able to map a victim's web user identity to the 3GPP subscription of the attacker. This could make the attacker able to access the victim's web service account. 

7.Y.2
Solution description

A solution is described which allows only authorized entities to map a web user identity to a 3GPP subscription. 
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Figure 7.Y.2-1 Identity mapping 
The procedure works as follows:

- 
User logs in to a web service using the credentials of the web service (e.g. username (web user identity) and password). The UE indicates capability to use GBA for SSO. 

- 
The web service asks the user whether she would like map her web user identity to her 3GPP subscription and use GBA and SSO when authenticating to the web service in the future.

-
The user replies yes in an appropriate HTTP message.

-
The web service sends 401 digest challenge with the web user identity included.

-
If valid Ks is not available, GBA bootstrapping is performed.

-
The UE calculates the digest response with NAF specific key. The UE also generates a Token, which includes the web user identity signed by a key derived from the Ks.

-
The UE sends the digest response including the Token to the web service.

-
The web service checks that the web user identity in the Token matches the web user identity sent in 401 challenge.

-
The web service requests NAF specific key and USS over Zn and includes the Token.

-
Upon receiving the request, the BSF looks up the Ks and USS using the B-TID and generates the NAF specific key. The BSF verifies the Token using a key derived from the Ks. If the verification is successful, the web user identity in the Token is stored in the USS. Since the Token was signed by the UE and the Token came from trusted node (i.e. NAF), the BSF can be sure that identity mapping was legitimate.
-
The BSF sends Zn response to the web service including the NAF specific key and the USS. The USS includes the newly mapped web user identity.

-
The web service checks if the web user identity is in the USS. If yes, mapping was successful. If not, the procedure is aborted. The web service verifies the digest response with NAF specific key. 

- 
Web service sends 200 OK to the UE. User is now authenticated with web user identity and GBA to the web service. In the future, the user can be authenticated to the web service using GBA.
7.Y.3
Evaluation against SA1 requirements

***
END OF CHANGES
***
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