Page 1



3GPP TSG-SA3 Meeting #77
S3-142492
San Francisco, US 17-21 November 2014









revision of S3-14xabc
	CR-Form-v11

	CHANGE REQUEST

	

	
	33.303
	CR
	0046
	rev
	-
	Current version:
	12.1.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	


	

	Title:

	Security information in PDCP Header

	
	

	Source to WG:
	Samsung

	Source to TSG:
	S3

	
	

	Work item code:
	ProSe
	
	Date:
	2014-11-05

	
	
	
	
	

	Category:
	C
	
	Release:
	Rel-12

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)

	
	

	Reason for change:
	When the network configuration is not to apply confidentiality protection for one-to-many communications, then the security information in the PDCP header for user plane data is not included to reduce the header overhead.  

	
	

	Summary of change:
	If the network configuration is not to use confidentiality protection, then the UE shall not transfer the security information (PGK Identity, PTK Identity and Counter)  in the header of the PDCP packet.

	
	

	Consequences if not approved:
	Unnecessary information is exchanged between the UEs, which leads to PDCP header overhead.

	
	

	Clauses affected:
	6.2.3.6.2

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


* * * * Start of Change * * * *
6.2.3.6.2
Key derivation data in PDCP header

In terms of signalling between the UEs to transfer the relevant security information, e.g. to indicate the correct PTK to use to calculate PEK, the  header of the PDCP packet for user plane data shall contain the PGK Identity, PTK Identity and Counter. This is illustrated in figure 6.2.3.6.2-1.

[image: image1.emf]5 LSBs of 

PGK Id

PTK Id Counter Encrypted Payload


Figure 6.2.3.6.2-1: Security aspects of the PDCP packet for user plane data

Note that the Group Identity and Group Member Identity are parameters present in the MAC header.

If the network configuration is not to use confidentiality protection, then the UE shall not transfer the security information (PGK Identity, PTK Identity and Counter)  in the header of the PDCP packet.
* * * * End of Change * * * *

