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This PCR adds Section 7.4.Y which proposes functional architecture, based on GAA for local user authentication, described in detail in Section 7.4.3.

1. Background
GAA (3GPP TR 33.919, "Generic Authentication Architecture (GAA); System description") provides a framework for achieving Device Authentication (authentication of USIM), User Authentication and Application Authentication and asserting the results to a Service Provider. The authentication mechanisms selected may be based upon policies at the service provider and/or IdP, device and service characteristics, user capabilities and preference etc.

The solution in Section 7.4.2  is based on users giving their consent, or authorization, for the GAA server in terminal to derive NAF keys for a specific GAA client. The consent is achieved by a local user authentication (e.g. a PIN) between the user and the User Equipment (i.e., UICC in the context of the proposed solution).

The intention of such local user authentication is to confirm the presence of the authorized user according to SA1 requirements in TS 22. 101 [11] and to ensure that only authorized users are able to utilize subscription authentication (i.e., GBA-based authentication) in the context of the proposed solution and to prevent risk of unauthorized background usage of the GBA authentication.

Such approach may be highly beneficial in some cases when such local user authentication is warranted. This PCR utilises Figure 4-1 from Section 4.1.1 of TR 33.905,
Recommendations for Trusted Open Platforms [XX], to abstract a functional architecture for such local user authorization.
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Figure 4-1 from [XX]. GAA related modules in terminal
The functionality builds on the existing GAA architecture with modifications to the authorization function and internal UE interfaces.
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In this modified Figure 4-1 from Section 4.1.1 of TR 33.905,
Recommendations for Trusted Open Platforms , we added Authorization Function which receives credentials or assertions of matched credentials (i.e., matching PIN supplied by user with expected PIN stored on UICC). 

Note that when a PIN is the only authentication factor, the proposed architecture collapses into the existing solution described in Section 7.4.2.
2. PCR

***********  Begin First Change  *******************
7.4.Y
Functional Architecture
An example of the functional architecture of the solution with local user authentication is depicted in Figure 7.4.Y-1.

The Authorization Function on the UE works as a proxy to the multi-factor authentication server (e.g., OP/NAF) and carries out authentication on behalf of the server. The role of the proxy is to carry out policies as specified by the server and to provide an authorization to use the GBA authentication. The server may delegate more than one factor of authentication (this may be based on knowledge of the capability of the UE and on the server policy) to the local proxy and provision the proxy with policies on how the authentications are to be carried out, how often, under what circumstances, and a minimum level of confidence in the user identity that should be achieved based on Service Provider (SP) requirements. It is assumed that the proxy operations are protected by a secure environment on the UE.

The operation of a solution implementing such functional architecture is as follows:

· A user requests service from an SP.

· The SP wishes to authenticate the user with a minimum level of confidence in the user identity to allow access to use the GBA authentication for the requested service, leveraging the availability of a diverse set of authentication capabilities becoming available on user devices.

· The user provides input of credentials over the UE user interface.

· User credentials are matched and assertions generated.
Note: The mechanism for matching user credentials as well as specifying types of credentials are outside of the scope of this document. 

· The assertions are analysed by the Authorization Function.

· The Authorization Function on the UE confirms the assertions and provides the authorization to use the GBA authentication.

· Upon successful conclusion of a GBA authentication, the SP receives implicit confirmation of the local user authentication and then allows access to the service requested by the user.
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Figure 7.4.Y-1 Functional Architecture of a GAA Solution with Local User Authentication.

Note : Device drivers, Authorization Function, GAA Server, GAA Client, and user interface have to operate in a secure environment (e.g., UICC, external Smart Card, or Secure Environment on ME)

The benefits of the local user authentication approach used as either the only method of authentication or in combination with the more traditional server-based authentication (e.g., AKA, GBA, etc.) include the following:

· A high level of assurance that the rightful subscriber has provided consent and authorization for the use of GBA authentication on the UE.

· Users’ credentials never leave the UE, and may reside in the Secure Environment on the UE. This can be potentially very useful with credentials that are difficult to revoke and re-issue (e.g., biometric credentials). Such approach may alleviate privacy concerns of potential users and help to accelerate adoption of the service.

· Autonomous local user authentication becomes achievable, allowing user authentication when network  connectivity is not possible (e.g. to unlock the phone after first power on).

Editor’s Note: Means of provisioning authentication policies of SP into UE are TBD.
***********    End First Change   *******************

***********  Begin Second Change  *******************

2
References
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-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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[XX]

     3GPP TR 33.919, "Generic Authentication Architecture (GAA);

     System description".

[YY]
TR 33.905, "Recommendations for Trusted Open Platforms".
***********    End Second Change   *******************
3. Conclusion

It is proposed to agree on the above PCR to TR 33.895.
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