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Abstract of the contribution: The contribution analyses the applicability of ProSe security in providing a basis for IOPS security.
1. Introduction

Isolated E-UTRAN Operation for Public Safety (IOPS) is now finalised as a Stage 1 Release 13 Work Item. The SA1 study report in TR 22.897 [1] was completed at SA#64 (June 2014), while the technical specification containing the service requirements in TS 22.346 [2] was completed at SA#65 (September 2014).
With IOPS Stage 1 work concluded planning for Stage 2 activities targeting Release 13 has begun; this work being driven by General Dynamics who to date have been the Rapporteur for the IOPS activity. It has been anticipated that there will be work proposed for both SA2 and SA3. From the perspective of SA3 a contribution introducing IOPS to SA3 was presented at SA3#76 (August 2014) [3]. This document provided an overview of IOPS and the perceived security challenges that would need to be addressed. SA2 saw initial discussion of a WID at SA2#105 (October 2014). Discussion will continue at SA2#106 (November 2014) with the intention of agreeing IOPS activities.
Following presentation of [3] at SA3#76 one aspect of discussion centred on the notion that IOPS security could draw on the ProSe security solution currently being developed by SA3. This idea forms the basis for the discussion in this paper.
It is perhaps important to recap that presented in [3]. The contribution presented the concept of two possible modes for Isolated E-UTRAN operation:

Mode 1: A signaling backhaul connection to the EPC, and therefore connection to the AuC (Authentication Centre);

Mode 2: No signaling backhaul connection to the EPC and therefore no connection to the AuC.

For the case of Mode 1 then normal 3GPP security operation would be possible. For the case of Mode 2, the Isolated E-UTRAN is required by the Stage 1 specification [2] to ensure that both user data and network signalling security is to a level comparable with that provided by Mode 1. Specifically the provision of these security features is required for eNB and NeNB (Nomadic eNB) operation, namely:

· UE to (N)eNB communication;
· (N)eNB to (N)eNB communication;

· UE to UE communication, i.e. for the case of ProSe [4] operation within the Isolated E-UTRAN.
2. Analysis
The security solution for ProSe one-to-many communication promises some commonality with an IOPS security solution. The following analysis explores these common elements to investigate any possible reuse when defining a security solution for IOPS. The analysis initially reviews the security specification work undertaken for ProSe in Release 12 and then discusses the work which has been deferred to Release 13 and beyond.
ProSe security aspects have been studied in TR 33.833 [5] and specified in TS 33.303 [6] – the discussion in this section is summarised from these documents. In Release 12 the security specification considers:

· ProSe direct discovery (in coverage).
· Security for one-to-many ProSe direct communications for Public Safety only:
· Bearer-level security.
· Media-level security.
· EPC-level discovery.
Focusing on one-to-many ProSe direct communication:

Bearer-level security for one-to-many ProSe communication provides encryption (but not integrity protection) of PDCP (Packet Data Convergence Protocol) traffic between UEs in ProSe communication. This is for the Public Safety in-coverage case, with an implicit assumption that the UEs performing ProSe communication are authenticated in the E-UTRAN.
The media-level security for one-to-many communication provides secure transmission of RTP (Real-time Transport Protocol). The security mechanism is termed the ‘IDENTITY solution’ and is based on the MIKEY-SAKKE protocol intended to secure multi-media content provided by identity-based key exchange [7].
The solution for media security is similar to the security of 3GPP MBMS (Multimedia Broadcast Multicast Services) [8]; where the MIKEY protocol is used for key distribution. However for the case of MBMS, key derivation is provided by the permanent key K and specifically CK (Ciphering Key) and IK (Integrity Key). The basis of MBMS security is that the multicast data is protected by a symmetric key (the MTK), which is a secret key shared by both the BM-SC and MBMS subscribers.

The ‘IDENTITY solution’ provides a solution for Public Safety addressing the following ProSe Stage 1 key requirements:
· UEs are able to start communication without first discovering the receiving UE(s).
· Support for large user groups, perhaps hundreds of UEs.

· Both in-coverage and out-of-coverage operation.

For one-to-many ProSe direct communication a UE is provisioned by a KMS (Key Management Server) with key material associated with its identity. The KMS also provisions the Group Manager with keying material for the identities of groups which it manages. The Group Manager distributes Group Master Keys (GMKs) to UEs within the group; the GMK is encrypted to the identity associated with the receiving UE and signed with the identity of the group. Once a GMK has been distributed within the group, UEs are able to set up group communication. The initiating UE generates, encrypts and transmits a Group Session Key (GSK) to group members. This transmission is encrypted using the GMK and may be authenticated, allowing the origin of the transmission to be verified. The GSK is used as the Secure RTP master key to provide media security of the one-to-many communication.

A consequence of this solution is that large groups require pre-configuration. It is anticipated that the majority of groups will be pre-configured, however, pre-configured groups cannot:

· Be managed without network connectivity to the KMS.
· Support dynamic setup of groups.
· Support 'out-of-the-box' group communications.
The IDENTITY solution can be used in such a way that pre-configuration is not required and supports the creation of highly flexible ad-hoc groups. For ad-hoc groups the IDENTITY solution is used in such a way that:

· The ad-hoc group is created by a single UE without a central distribution function. There is no prior arrangement of group members by a Group Manager and no GMK. Use of identity-based encryption replaces GMK with the receiving UE ID.
· A separate message is created by the initiating UE for each UE (up to about 20) that will be part of the group session. Not possessing GMK (and the idea of a group association) means that multiple MIKEY-SAKKE I_MESSAGEs (Public key encrypted message containing GSK) are required for each UE in the ad-hoc group - this mechanism does not scale to groups with many tens of UEs.
· Key distribution cases:

· Out-of-coverage operation: It is assumed that all the public safety UEs within the group have been provisioned by an IDENTITY KMS while in network coverage.
· Out-of-the-box operation: Each UE is pre-configured with a unique IDENTITY UID per UE (e.g. public safety IMEI) and related private keys.
Tables 1 and 2 provide a summary respectively of the ProSe Discovery and ProSe Communication features specified in Release 12 and those deferred to (at least) Release 13.
Table 1: Summary of the status of ProSe Discovery security specification in TS33.303.
	ProSe Discovery

	In-coverage
	Out-of-coverage

	(
Open direct and EPC-level Discovery specified in Release 12
---
(
Restricted direct Discovery deferred to Release 13
	(
Deferred to Release 13 (for Public Safety only) i.e. Restricted and Open Discovery to be considered in Release 13

	
	

	
	


Table 2: Summary of the status of ProSe Communications (one-to-many) security specification in TS33.303.
	ProSe Communications (one-to-many)

	In-coverage
	Out-of-coverage

	Bearer security
	Media security
	Bearer security
	Media security

	(
Specified in Release 12 for Public Safety
	Pre-configured
	Ad-hoc
	(
Deferred to Release 13
(for Public Safety only)
including authentication
	Pre-configured
	Ad-hoc

	
	(
Specified in Release 12 for Public Safety
	(
Deferred to Release 13
	
	(
Specified in Release 12 for Public Safety
	(
Deferred to Release 13
(for Public Safety only)
including authentication


3. Observations
Table 3 provides an indication of which ProSe Communication security attributes apply to pre-configured and ad-hoc operation; furthermore the perceived desirability of that particular attribute to IOPS operation is included. It is observed from Table 3 that both pre-configured and ad-hoc operation have individual behaviours that would benefit IOPS operation, while both pre-configured and ad-hoc operation solutions also have their shortcomings. In light of this analysis it may be the case that an IOPS security solution for one-to-many communications could be based on aspects of both pre-configured and ad-hoc operation.
Both pre-configured and ad-hoc operation may be used for Isolated E-UTRAN operation by means of utilising the GSK. Instead of performing a one-to-many communication transmission, as would be the case for ProSe security, the GSK’s modified use would mean it would encrypt all individual eNB to UE transmission in the downlink. A similar approach would be taken for uplink communications between the UEs and eNB. The approach is aligned with the potential security requirement in the Stage 1 technical report [1] namely concerning security parameters may be common for all members of an organisation (or the network) rather than individual.
Furthermore the following observations relate to IOPS’ future support for existing ProSe security features:

· Security for pre-configured ProSe operation could be supported within an Isolated E-UTRAN since all the required UE configuration is performed by the KMS prior to the start of Isolated operation while connected to the E-UTRAN.
· Security for ad-hoc ProSe operation could be supported within an Isolated E-UTRAN either: out-of-the-box (where UEs begin ProSe operation during Isolated operation) or after receiving configuration information from the KMS while connected to the E-UTRAN.

Table 3: Summary of the ProSe Communications security attributes.
	ProSe Communications security attribute
	Pre-configured
	Ad-hoc
	Desirability for IOPS

	‘Out-of-the-box’ operation
	(
	(
	Required – it is conceivable that during a disaster and Isolated E-UTRAN operation then new out-of-the-box UEs could be used

	Requires KMS connection for setup
	(
	(
	Local IOPS key management would be desirable

	Supports dynamic configuration of groups
	(
	(
	It is questionable as to whether this is required for IOPS since all UEs in coverage of the Isolated E-UTRAN could logically be regarded as being in the same group

	Scalable support for large groups
	(
	(
	Required – it may be necessary to support a large number of UEs within an Isolated E-UTRAN

	Communication without Discovery
	(
	(
	Required for Public Safety

	Already standardised
	( (Rel-12)
	(
	Required in Release 13

	Out-of-coverage operation
	(
	(
	Not required within the scope of IOPS because IOPS is considering in-coverage operation of an Isolated E-UTRAN. Out-of-coverage operation is considered elsewhere
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