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Abstract of the contribution: A number of comments and questions were received when Isolated E-UTRAN Operation for Public Safety (IOPS) was introduced at SA3#76. The intention of this document is to address these comments.
1. Introduction

Isolated E-UTRAN Operation for Public Safety (IOPS) is now finalised as a Stage 1 Release 13 Work Item. The SA1 study report in TR 22.897 [1] was completed at SA#64 (June 2014), while the technical specification containing the service requirements in TS 22.346 [2] was completed at SA#65 (September 2014).

With IOPS Stage 1 work concluded planning for Stage 2 activities targeting Release 13 has begun; this work being driven by General Dynamics who to date have been the Rapporteur for the IOPS activity. It has been anticipated that there will be work proposed for both SA2 and SA3. From the perspective of SA3 a contribution introducing IOPS to SA3 was presented at SA3#76 (August 2014) [3]. This document provided an overview of IOPS and the perceived security challenges that would need to be addressed. SA2 saw initial discussion of a WID at SA2#105 (October 2014). Discussion will continue at SA2#106 (November 2014) with the intention of agreeing IOPS activities.
The intention of this document is to address a number of comments and questions that were received following presentation of [3] at SA3#76.
2. Further discussion of IOPS security
As previously stated in [3] there are two possible modes for Isolated E-UTRAN operation:

Mode 1: A signaling backhaul connection to the EPC, and therefore connection to the AuC (Authentication Centre);

Mode 2: No signaling backhaul connection to the EPC and therefore no connection to the AuC.

For the case of Mode 1 normal 3GPP security operation would be possible. For the case of Mode 2, the Isolated E-UTRAN is required by the Stage 1 specification [2] to ensure that both user data and network signalling security is to a level comparable with that provided by Mode 1. Specifically the provision of these security features is required for eNB and NeNB (Nomadic eNB) operation, namely:

· UE to (N)eNB communication;
· (N)eNB to (N)eNB communication;

· UE to UE communication, i.e. for the case of ProSe [4] operation within the Isolated E-UTRAN.
(N)eNB to (N)eNB communication security is not specifically addressed in this contribution. UE to UE communication security is discussed in [5]. UE to (N)eNB communication security is the main focus for discussion in this document. In providing structure for this discussion the comments received on IOPS during SA3#76 have been grouped under the following topic areas:
· Creating a security profile for IOPS from existing features.
· Developing a solution without impacting specification.

· Modification to existing features in order to provide an IOPS security solution.

· Clarifying what constitutes a ‘limited backhaul’ and how this affects IOPS security.
· The length of time an IOPS network is expected to be Isolated.
2.1 Creating a security profile for IOPS from existing features

The creation of a security profile for IOPS could be regarded as a short term solution where specification work is limited to providing a profile of a set of existing features. Possible candidate features are discussed in this section.
2.1.1 Access control
For the case of an Isolated E-UTRAN with no backhaul connection, mutual authentication of UEs and Isolated E-UTRAN cannot be achieved using the standardised AKA procedure by virtue of the fact that there is no connection to the AuC. Identities unique to UEs and Isolated E-UTRAN, and shared securely during normal E-UTRAN connected operation, may be used to provide a means for mutual authentication during Isolated operation (or at least provide some access control). A set of UE and Isolated E-UTRAN identities would need to be provisioned (and kept current) in the network in anticipation of use in the event an eNB became Isolated. Possible UE identities are discussed below.
IMEI
The IMEI is a permanent unique identifier of the ME. It is important to keep the IMEI secure to prevent cloning of other UEs with the same IMEI. The IMEI is sent by the UE to the MME, following a request from the MME, when NAS security has been activated. Using the IMEI as an authenticator to the network is likely to be problematic from the perspective of provisioning: Isolated E-UTRAN operation is expected to be user or group centric and to provide access to users or user groups rather than a specific set of physical devices.
IMSI

The IMSI is a permanent unique identifier of the user. The IMSI is sent in clear text, in response to a request from the MME, in order to initiate the authentication procedure for the UE for the case where the MME has no identity for the UE. Using the IMSI alone as a means of authentication in an Isolated network (without the key exchange procedure that would normally follow) and recognising the relative ease with which the IMSI can be intercepted means that spoofing of the IMSI becomes a possibility resulting in unauthorised users gaining access to the Isolated E-UTRAN. Access by this means (and also for the case of IMEI) should only be permitted when the E-UTRAN is not connected to the AuC. It would be required to revert to the AKA procedure when the backhaul is reinstated and connection restored to the AuC.
GUTI and TMSI

These identifiers are temporary and assigned by the MME once a secure NAS signalling connection exists. In light of this understanding it’s clear that identifiers such as these are not suitable for use as an access control mechanism to an Isolated E-UTRAN.
2.1.2 Null ciphering and null integrity protection
This approach provides the option for authentication-only operation. If the Isolated E-UTRAN has no connection to the AuC then null ciphering (i.e. EEA0) and null integrity protection (i.e. EIA0) provides a means of by-passing security protection. If null ciphering and integrity protection is used then traffic is sent in the clear without replay protection.

2.1.3 Emergency access class

Access class 10 is used for emergency access while access classes 0 to 9 are used for public access and access classes 11 to 15 reserved for specific uses [6]. Emergency access is possible in the absence of an established security context since no ciphering or integrity protection is used and UEs in this state are only permitted a limited service state. It seems reasonable therefore to conclude that the emergency access class is a candidate for use in Isolated E-UTRAN operation. Furthermore IMEI or IMSI identifiers may be used as a basis to derive an authentication scheme when used in combination with emergency access.
Observations:
· Creating a security profile for IOPS from existing features and in the absence of a connection to the AuC is inherently insecure. The use of existing features should be regarded, at best, as an interim step to specification of a security solution for IOPS, and at worst a solution that has sufficient security vulnerabilities to make it unviable.

· Successful IOPS operation of this form would rely on responsible user behaviour in a disaster scenario; similar to that of emergency calling.

· Both the IMEI and IMSI present vulnerabilities when considered as access authenticators.

2.2 Developing a solution without impacting specification
It is possible to enlist existing security features and vary the policies as to how they are used in order to provide security within the Isolated E-UTRAN. A non-exhaustive discussion of possible solutions is presented in this section.
2.2.1 Replication of the MME/AuC function and subscriber information in the Isolated E-UTRAN
It is possible to replicate the MME/AuC function together with subscriber information and locate them at the eNB in preparation for Isolated E-UTRAN operation. It is a widely held view that operators would be reluctant to duplicate subscription information, particularly in a deployable unit; if subscriber data (specifically keys) are compromised (for example stolen) then an operator is faced with a major and wholly undesirable security breach. However, steps can be taken to avoid this situation from arising, namely encryption of the media on which subscriber information is stored, so if the media is stolen the subscriber information is unusable.
This approach can be used as a basis to support the following two approaches which both aim to offer a higher level of security than the simple replicate of functions and subscriber information.

2.2.2 A dual SIM approach
A dual SIM approach can provide Isolated E-UTRAN security from:

· A hardware-based SIM present in the UE for ‘normal’ AuC-connected operation – as is the case for operation today.

· A second hardware-based SIM present in the UE and designated for use only in Isolated E-UTRAN operation.

The first SIM is used for ‘normal’ operation where the E-UTRAN has a connection the EPC and AuC. In the event of an outage and the eNB becomes isolated then AKA is performed between the second SIM and an MME/AuC entity, together with subscriber information, that resides locally at the eNB. Once the backhaul is restored then the policy would require all UEs to re-authenticate using their first SIM. This means that compromise of the local MME/AuC entity, and subscriber information, at the eNB would be contained and would not introduce any vulnerability in the event the backhaul is restored.
2.2.3 Using a virtualised SIM

A variation on the dual SIM approach can provide Isolated E-UTRAN security from:

· A hardware-based SIM present in the UE for ‘normal’ AuC-connected operation – as is the case for operation today.

· A virtualised SIM (also known as a ‘soft SIM’) present in the UE and designated for use only in Isolated E-UTRAN operation.

There are documented security concerns regarding the ability of a software realisation of a SIM to resist hacking attacks; whereas a hardware-based SIM approach is a trusted implementation. As a way of addressing the security concerns of a virtualised SIM the security policy would require the virtualised SIM to be used within the Isolated E-UTRAN only, so any potential damage due to security breaches is contained within Isolated E-UTRAN operation. Once the backhaul is restored then the policy would require all UEs to re-authenticate using their hardware-based SIM. Management of virtualised SIM operation would take place during ‘normal’ E-UTRAN operation and within the native security context. In a similar way to the dual SIM approach AKA for Isolated operation is performed between the virtualised SIM and an MME/AuC entity with subscriber information that resides locally in the eNB.
The advantage of the hardware-based/virtualised SIM approach compared with a dual SIM approach is that the former may conform more readily to the form factor of a single SIM card UE and therefore potentially be a more palatable approach for operators. Furthermore provisioning of a virtualised SIM is something that could be potentially achieved over-the-air and so would ease the administrative burden compared with the dual SIM approach.
2.2.4 Authentication Vector download
As part of the AKA procedure the MME requests an EPS Authentication Vectors (AV) from the HSS. Multiple AVs may be sent from the HSS to the MME. Each AV contains RAND, XRES, KASME, and AUTN. KASME is the local master key in the MME. KASME is used indirectly to encrypt and integrity protect NAS signalling traffic. KASME is used to derive KeNB. KeNB is the local master key in the eNB and is used indirectly to encrypt and integrity protect AS signalling and encrypt UP traffic.
The proposal for AV download is one that requires initial backhaul connectivity to ensure AV(s) are stored at the eNB in the event of an Isolated E-UTRAN event. In the event the E-UTRAN becomes Isolated, these AVs can be used during Isolated operation for both AS and NAS traffic without the need to contact the HSS (which is now no longer contactable). AKA for UEs in the newly formed Isolated E-UTRAN can then be achieved with the AVs. However this approach assumes the UE has already been authenticated by the network; for newly connecting UEs this approach would not work.
Observation: Security solutions that do not rely of changes to specification are inherently easier to achieve but in themselves present some significant challenges. In particular, while AV download appears to be promising the approach requires all UEs to be pre-authenticated with the network. Furthermore both approaches discussing different SIM configurations, together with MME/AuC and subscriber information replication, require an up-to-date database of all UEs that might possibly want to connect to the Isolated E-UTRAN. This presents a number of challenges when it comes to the task of provisioning up-to-date subscriber information.
2.3 Modification to existing features in order to provide an IOPS security solution
The creation of a security profile for IOPS could be regarded as a longer term solution with the ability to specify new features. A non-exhaustive discussion of possible new features or development of existing ones is presented in this section.

2.3.1 Modifications to the key derivation
A possible IOPS security solution is one which deviates from the use of symmetric cryptography and the use of the permanent key K for AKA and security of traffic. An obvious suggestion is to use asymmetric cryptography where a public key is used for encryption (and signature verification) and a private key used for decryption (and signing). Possibly ID-based cryptography, as used for ProSe security, may provide some insight to this approach.
It is noted however that asymmetric algorithm keys must be longer for equivalent resistance to attack than symmetric algorithm keys; however this fact may be offset with the understanding that an asymmetric algorithm may provide sufficient security when being used for Isolated operation when there is no connection to the EPC and so presents less of a security vulnerability. It is also noted that the Stage 1 requirements [2] require that security within an Isolated E-UTRAN is comparable with that provided within an existing 3GPP system.
2.3.2 Development of the ProSe-based security solution for IOPS
Given their similarity, IOPS and ProSe one-to-many communication promises some commonality when considering a security solution for IOPS. The possible development of the ProSe-based security solution for IOPS is discussed in more detail in [5].
Observations: It may be possible to develop a security solution for IOPS based on ProSe security.
2.4 Clarification of ‘limited backhaul’ and how this affects IOPS security
TS 22.897 [1] defines a limited backhaul as:
“Isolated E-UTRAN operation supports operation where the Isolated E-UTRAN has no backhaul capability to the EPC. Furthermore Isolated E-UTRAN operation may have limited backhaul capability to the EPC. For the case of limited backhaul capability to the EPC only the signalling of public safety UEs can reliably be communicated to the EPC; in addition users may have the possibility to transmit a limited amount of user data with no guarantee of service.”
A ‘limited backhaul’ is a backhaul connection between the eNB and EPC supporting only reliable S1-MME with best effort S1-U. The realisation of this is exemplified by the fact that signalling messages traversing the S1 interface require a low bandwidth and have long default timeouts, meaning that a low bandwidth backhaul with increased latency is able to adequately support signalling, for example that of AKA. Furthermore, policies can be applied to individual S1 interface traffic flows to mitigate problems on a limited backhaul – however this would be outside the scope of 3GPP specifications.
TCP-based user traffic coexists well with signalling on the S1 interface with the user traffic occupying unused bandwidth with a corresponding slight increase in signalling latency. On the other hand UDP-based traffic does not coexist as well; if the application traffic level is higher than the capacity of the S1, then UDP-based traffic will attempt to consume the entire bandwidth of the S1. This will significantly increase the latency of signalling on the S1 and likely result in packet loss.

Observations: IOPS security signalling is intended to be unaffected by backhaul limitation. Signalling carried on a limited backhaul can be sensitive to the user traffic carried on the same medium. Mitigation of this impact can be achieved with traffic management schemes on the S1 interface.
2.5 Expected duration of Isolated operation
The time a network would expect to be Isolated is likely to depend on the type of IOPS network being considered. These network types are discussed in turn together with the expected time a network would remain Isolated.

Infrastructure eNB(s)
For the case of infrastructure eNB(s) forming an Isolated E-UTRAN then Isolated operation is expected to have a duration in the range of a few minutes to several days. The occurrence of isolated operation results from an interruption to the backhaul as a result of, for instance, a natural disaster. In this case the purpose of IOPS is to provide limited service until the network operator is able to restore the network to full operation.
Nomadic eNB(s) (NeNB)
For the case of NeNB(s) forming an Isolated E-UTRAN then Isolated operation is expected to be indefinite during the lifetime of a deployment or operational event. This may extend to several weeks. Isolated operation results from a deployment of NeNB(s) to provide short-term coverage in an area that, for example during a natural disaster, is now in outage of the infrastructure network or, when in a remote area, is not normally within the coverage of the infrastructure network.
Mix of infrastructure eNB(s) and NeNB(s)

For the case of a mix of infrastructure eNB(s) and NeNB(s) forming an Isolated E-UTRAN then Isolated operation is expected to be influenced by the duration of Isolated operation for infrastructure eNB(s) and likely to be in the range of a few days to several weeks. The occurrence of a mixed deployment would be to provide additional capacity or coverage in response to infrastructure interruption or an extraordinary event.
Observations: The length of time an IOPS network is expected to be Isolated is expected to vary based on the type of IOPS network being considered. The time duration is expected to range from a few minutes to several weeks.
3. Conclusions

This document has addressed a number of comments and questions that were received following presentation of [3] at SA3#76. It has been observed that:
· Creating a security profile for IOPS from existing features and in the absence of a connection to the AuC is inherently insecure. The use of existing features should be regarded, at best, as an interim step to specification of a security solution for IOPS, and at worst a solution that has sufficient security vulnerabilities to make it unviable.

· Successful IOPS operation of this form would rely on responsible user behaviour in a disaster scenario; similar to that of emergency calling.

· Both the IMEI and IMSI present vulnerabilities when considered as access authenticators.

· Security solutions that do not rely of changes to specification are inherently easier to achieve but in themselves present some significant challenges. In particular, while AV download appears to be promising the approach requires all UEs to be pre-authenticated with the network. Furthermore both approaches discussing different SIM configurations, together with MME/AuC and subscriber information replication, require an up-to-date database of all UEs that might possibly want to connect to the Isolated E-UTRAN. This presents a number of challenges when it comes to the task of provisioning up-to-date subscriber information.
· It may be possible to develop a security solution for IOPS based on ProSe security.
· IOPS security signalling is intended to be unaffected by backhaul limitation. Signalling carried on a limited backhaul can be sensitive to the user traffic carried on the same medium. Mitigation of this impact can be achieved with traffic management schemes on the S1 interface.
· The length of time an IOPS network is expected to be Isolated is expected to vary based on the type of IOPS network being considered. The time duration is expected to range from a few minutes to several weeks.
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