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Abstract of the contribution: The paper proposes some restructuring of the key issues to get a better overview of the work and to ensure that nothing is missed.
1 Introduction 
This contribution proposes a re-arrangement of the key-issues to order them in larger groups. This provides a better overview of what is actually covered by the TR and will aid identification of missing parts. The contribution further proposes to move key issues that are out of scope of 3GPP to a more appropriate organization, and also to remove the SECAM implementation-level requirements related to privacy from the privacy SID. 

2 Grouping of key issues
In the last meeting, key issues have been grouped together because several very different aspects that are covered by the so-called key issues belong together. However, there is still a significant overlap between key issues. Furthermore, the aspects range from very detailed things to very broad and general recommendations. While the TR version 0.4.0 already improved with regard to these aspects, the following proposal continues to improve the grouping. 
In the following we provide an overview of what the TR covers, grouping them in the way that we would suggest, and also indicating (1) where we see overlap and (2) what we would like to remove (or alternatively shift to an informal annex with the appropriate note) from the TR:
· Personal data
· Clause 5.2  “Privacy category related” is dealing with requirements to “Personal data” 

· Sub-clause 5.2.1 (with the requirement of performing a privacy analysis right at the beginning of the design of a system) is proposed to be moved, since this is a design guideline, while the other clauses under 5.2 are directly related to personal data as follows.
· Sub-clause 5.2.2 lists general privacy sensitive information and actions/attitudes related to privacy. It is unclear what the requirement in sub-clause 5.2.2.3 is, and on whom it is imposed.
· Sub-clause 5.2.3 highlights that subscriber identifiers and terminal identifiers are privacy sensitive and puts a requirements on how they should be handled. This clause provides details on a specific piece of personal data.
· Design guidelines for SA3 when designing new systems
· Clause 5.3 groups key issues that are related to the privacy lifecycle. We propose to rather call them “Design guidelines”. Sub-clauses 5.3.1 and 5.3.2 are discussed under operational/contractual requirements below.
· Sub-clause 5.4.1 provides the guideline that overly restrictive privacy/security controls should not be used. However, a NOTE related to regulatory policies is also included in the end. It is unclear if the note refers to the system design process of 3GPP, operational policies how the operator apply protection on running systems, or whether it refers to that vendors should build in privacy protection applicable to local regulation in which the node is deployed. The note states "NOTE: Privacy protection should be applied according to local regulation requirements". 

· Sub-clause 5.2.1 provides a requirement that SA3 should make an explicit privacy analysis (at least identifying personal data) from the beginning of the system design. 

· Sub-clause 5.4.2 states that the roles involved in the system descriptions must be clear from a privacy perspective. Although this is a necessary principle it is unclear whether the intention is to covers roles that are often not explicitly present in 3GPP specifications today, e.g., a 3rd party service provider.
· Operational/contractual requirements 
· Sub-clause 5.3.1 contains statements that are of operational and/or contractual nature, e.g., "it should be clarified… which personal information is being shared, with whom and for what purposes.". While such requirements are good, they do not fall within the scope of 3GPP. This is because 3GPP do not mandate how operators shall configure their networks or what documentation they should provide that could show with whom they share data. 
· Sub-clause 5.3.4 also discusses personal information that is to be shared in business collaborations. That is another operational and contractual aspect.
· SECAM-like requirements 
· Sub-clause 5.3.2 requires secure storage and access control to privacy related data. Clause 5.3.3 requires that data in nodes should be deleted when no longer needed. These requirements are good from privacy point of view. However, since they relate to the implementation of nodes rather than to the specification of 3GPP functions, the same/similar requirements also appear in the SECAM discussions, c.f., clauses 6.9 and 6.14 of TS 33.806. 
· Further, clause 6.3 of TR 33.849 mentions a threat mitigation that is providing access control to personal data. This is also an implementation aspect in the same spirit as SECAM and is at least overlapping with the requirement in clause 6.9 of TS 33.806.
· While these requirements are important to capture, it is not fruitful to have overlapping discussions in two separate study items. It is therefore proposed that SECAM works on these implementation-level requirements for privacy by itself. Input requirements for SECAM can refer to general privacy analysis performed under the SPI SID for rationale why objectives and requirements are added.
3 Proposals
It is suggested that the proposals below are discussed by SA3 and that the decision on whether the proposals are accepted or not are documented in the meeting report. Should the proposals be accepted pCRs will be provided for the next meeting.
Proposal 1: Operational and contractual requirements should not be included in the guidelines. The requirements are still important, and 3GPP may turn to GSMA for assistance in setting up a document with recommendations on operational and contractual requirements. To keep the analysis already done, it is proposed to move text related to operational and contractual requirements into an informative annex. 
Proposal 2: To avoid overlapping and potentially contradicting work, SECAM works on the implementation-level requirements. For example: 

3GPP requirement in SECAM: on stored personal data: e.g. like in clause 6.4 of 33.806, on transferred personal data: confidentiality and integrity requirements on interfaces, either 3GPP-defined interfaces (covered by clause 6.2 of 33.806) or management interfaces (covered e.g. by clause 6.7 of 33.806)
Proposal 3: The level of detail is very different in the key issues. It is proposed that SA3 instead use the groups above as key issues, and that what is currently called key issues are included under the corresponding category heading. For example, clause 5.2 is just a more detailed analysis of one of the items from clause 5.1, and both of them are personal data. 
Proposal 4: It is unclear how the solutions/threat mitigations relate to the key issues. Each threat mitigation and solution should provide a reference to which key issue it resolves.

Proposal 5: It is unclear what the difference between a solution and a threat-mitigation is. It is proposed to either name all clauses using the same terminology, or add an editor's note that the difference needs to be clarified before the TR can be considered for approval.

