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***** START OF CHANGES *****
X.3.3
Solution 2.2  
X.3.3.1
General

In the present registration scenario it is assumed that the user has a subscription with an individual IMPU, but uses a web identity and authentication scheme to authenticate with the WWSF or the WAF. (Whether it is the WWSF or the WAF depends on the deployment.)
In the OAuth 2.0 framework, Implicit-grant based authorization is used when the client application is not capable of keeping the client’s own credentials secret. The application runs in a less-trusted environment which makes it vulnerable for attacks that could leak the access token. In scenarios like this, the client application just maintains its Client ID and doesn’t need to know or store its Client secret (a.k.a password). A Javascript based WebRTC IMS Client running in the context of a browser is an example of such an application that cannot keep its credentials secret. It can therefore use Implicit-grant to authenticate and obtain authorization from the resource owner. 
This section provides an example realization of using Implicit-grant based authorization to authenticate the resource owner (aka IMS subscriber), and obtain authorization from the resource owner for the WIC to access IMS services on behalf of the IMS subscriber.
X.3.3.2
Requirements
All requirements for solution 2.2 are covered in clause X.3.1.
X.3.3.3
Procedures
The procedure provided in this clause is split into a normative part and non-normative part: Steps 0 to 7 is non-normative and is only by way of example. Step 8 and beyond is normative and common with Solution 2.1 in X.3.2.

An example signalling flow using OAuth 2.0 Implicit grant based authorization is shown in Figure X.3.3.3-1. 
[image: image1.emf]
Figure X.3.3.3-1: Trusted Node Authentication using OAuth 2.0 Implicit Grant

The details of the signalling flows are as follows:

0. Client is registered with the Authorization server

Before a client application can request access to the protected resources of IMS subscriber, the client application must first register with the Authorization server associated with the resource server (IMS operator). The field client_type is set as public. A redirect URI is also registered with the server. This is the client’s redirection point used by the Authorization server to redirect the browser (user-agent) once the IMS subscriber is authenticated successfully.

In response, the Authorization server will assign a unique client ID to the registered client.

Step 0 is completed independently in advance of the following steps. 

Note: It is assumed that the user has a web-based account with the Authorization Server.

1. Web page downloaded from WWSF

The user accesses a URI to the WWSF to initiate an HTTPS connection to the WWSF. The browser downloads and initializes WIC from the WWSF. WIC learns its client ID at this point.

Note: There may be a login step required in this step. This authenticates the resource owner with the WWSF.

2. User selects an IMS action from the web page

This redirects the IMS subscriber to the Authorization server. The client issues HTTP GET to request access token from the Authorization server. It includes its previously registered client ID and the redirect_uri in this request. It also includes response_type along with the scope (optional) and local state (optional) in this request. The fields response_type is set to ‘token’ as an indicator to the Authorization server that it should respond directly with the access token.
The user authenticates with the Authorization server and authorizes the WIC to access IMS communication services.

3. WIC gets the access token

The Authorization server generates an access token.

The Authorization server then redirects the user-agent back to the client web application using the redirection URI provided earlier. The redirection URI includes the access token in the URI fragment. The user-agent (browser) will follow the redirect. The resulting HTML page will have the JavaScript code to parse the access token from the redirect URI. The user-agent passes the access token to the client.

The access token is associated with the authenticated user and client, and has a certain lifetime and scope. The associated authorization information such as the user IMPU/IMPI, WAF Id etc. can either be encoded into the token itself and verified through a signature or MAC (so called self-contained token), or retrieved as part of the validation response if the validation of the access token ( so called handle) is performed against the WAF (Step 7 below).
4. Establishment of secure connection between WIC and eP-CSCF

The WIC opens a wss (secure web socket) connection to the eP-CSCF. 

5. REGISTER request

The WIC sends a REGISTER request. This includes the access token which the WIC has previously obtained in step 3. The access token is included in the Authorization header in the REGISTER request.

The access token is of the bearer token type [RFC 6750].

6. Validation of access token at eP-CSCF

This step and the subsequent step 7 are executed in scenarios when bearer token of type “handle” is used. In such a scenario, the eP-CSCF extracts the access token from the incoming W2 message and validates it over the W5 reference point with the Authorization server.

7. IMS subscriber information retrieved from the Authorization server

If the access token is valid, the eP-CSCF obtains the associated IMS subscriber information including the IMPU and IMPI, the token expiry time token scope etc. 

At this point the IMS subscriber is authenticated and WIC has the authorization from the IMS subscriber to access IMS services on its behalf.
8. Execute Step 5 and beyond as specified in Section X.3.2.2 of Solution 2.1 for IMS WebRTC Scenario 2.
***** END OF CHANGES ****
