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1. Introduction
This contribution discusses the possible solutions for provisioning the TURN credential in WIC and TURN serve.
2. Analysis 
The ICE/TURN protocol uses the long-term credential mechanism to authenticate and authorize the client, which requires the client and TURN server sharing the pre-provisioned username and password, but the TURN credential provisioning mechanism has been not yet defined for the IMS_WebRTC, so the TURN credential provisioning mechanism should be defined before the ICE/TURN solution can be used in IMS_WebRTC. 
Here, we discuss the possible ways of the credential provisioning for the IMS_WebRTC scenario.
2.1 long-term credential provisioning  
When the user subscribes to the WebRTC service, a long-term credential is delivered to both WIC and TURN authorization server, this credential will be stored in WIC for a long time until the user is no longer a subscriber of this service. The credential can be delivered to TURN server by service provisioning system or manual input, but unlike the RCS terminal, there is no device management (DM) server to deliver the credential to the WIC, so it is not the easy thing to securely manage the credential for the WIC if not impact on the user experience. And more over, this long-term credential will bring some security challenges, which is describe in RFC7376 ( “Problems with Session Traversal Utilities for NAT (STUN) Long-Term Authentication for Traversal Using Relays around NAT (TURN)”), one of them is that  it is difficult for the WebRTC client to ensure the credential secrecy if the credential is stored in client, since its credential should expose to the Javascript which could be malicious and leaks credential. The other security problems include that password is susceptible to offline dictionary attacks and the invariable username may result in user privacy leakage.
 So in the IMS_WebRTC system, a dynamical credential provisioning mechanism needs to define for TURN authorization and authentication.
2.2 The way of dynamical provisioning TURN credential.
The companion p-CR (S3-142464) lists two methods of credential provisioning dynamically. One is that the credential is dynamically provisioned by eP-CSCF and does not impact on the current STUN/TURN protocol, which will be described in the section 6.x.2 in the companion p-CR contribution. The other is that a new TURN authentication and authorization mechanism will be defined to replace the long-term credential, and it will obviously impact on the STUN/TURN protocol, so far, this solution is still in studied by IETF TRAM, the section 6.x.3 in P-CR contribution also describes this solution ,aims at it could be assessed  by SA3 in the future.
2. Proposal 
The companion p-CR in S3-142464, proposes two candidate TURN credential solutions, and we kindly ask SA3 to agree it, so that these solutions can be further assessed and find a suitable solution for IMS_WebRTC scenario.
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