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/*********************Begin First Changes**************************************/

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

ALUID
Application Layer User ID

AS
Application Server

BSF
Bootstrapping Server Function

CA
Certificate Authority

DSA
Digital Signature Algorithm

ECDSA
Elliptic Curve DSA

EPUID
EPC Level User ID

GBA
Generic Bootstrapping Architecture

GMK
Group Master Key

GPS
Global Positioning System
GSK
Group Session Key

ID
Identity

KMS
Key Management System

LCID
Logical Channel Identifier

MIC
Message Integrity Code

MIKEY
Multimedia Internet Keying

NAF
Network Application Function

NITZ
Network Identity and Time Zone
NTP
Network Time Protocol
OTA
Over The Air

PEK
ProSe Encryption Key

PFID
ProSe Function ID

PGK
ProSe Group Key

ProSe
Proximity-based Services 
PTK
ProSe Traffic Key

RTP
Real-Time Transport Protocol

RTCP
RTP Control Protocol

SDP
Session Description Protocol

SEG
Security Gateway

SRTP
Secure Real-Time Transport Protocol

UID
User ID

UTC
Universal Time Coordinated

/*********************End of First Changes****************************************/

/*********************Begin of Second Changes************************************/

6.2.3.2
Identities

The PGKs are specific to a particular group and hence have a Group Identity associated with  that group. This Group Identity is referred to as "ProSe Layer-2 Group ID" in TS 23.303 [2]. In addition each PGK associated with a group has 8-bit PGK Identity to identify it. This allows several PGKs for a group to be held simultaneously as each can be uniquely identified. When allocating PGK ID, the ProSe Key Management Function shall ensure that all allocated PGKs that have not expired shall be uniquely identifiable by the 5 least significant bits of the PGK ID. This means that the combination of Group Identity and PGK Identity uniquely identifies a PGK. The Group Identity is the destination Layer 2 identity of the group.

Each member of a group has a unique Group Members Identity, identifying a UE within a group and referred to as "ProSe UE ID" in TS 23.303 [2].. This is used a part of the PTK derivation to ensure each user generates unique PTKs for protecting the data that they send. The Group Members Identity is the source Layer 2 identity when the UE sends data.

The PTK identity shall be set to a unique value in the sending UE that has not been previously used together with the same PGK and PGK identity in the UE. A 16-bit counter in association with the Group Identity, PGK identity and the Group Member Identity may be used as the PTK identity. Every time a new PTK needs to be derived, the PTK Identity counter is incremented.
A PTK is uniquely identified by the combination of Group Identity, PGK Identity, Group Member Identity of the sending UE and a 16-bit PTK identity. The PTK Identity is used as part of the derivation of PTK to ensure that all PTKs are unique.  
A Logical Channel ID (LCID) associated with the PDCP/RLC entity is used as an input for ciphering in order to avoid key stream repetition (i.e., to avoid counter being re-used with the same PEK by one or more PDCP entities corresponding to a group).   
A 16 bit counter is maintained per PDCP entity. Counter and LCID ensures key stream freshness across the transmission by multiple PDCP entities of the same group. The counter is same as the PDCP SN in regular LTE. If the Counter associated with a PDCP entity is about to wrap around in the sending UE then a new PTK Identity shall be used (which has not been previously used together with the same PGK and PGK identity in the UE), and a new PTK key shall be derived from the PGK key taking the new PTK Identity into use. A new PEK shall be derived from the new PTK key as well. The old PTK key shall be deleted together with the corresponding old PEK derived from the old PTK key.

If the receiving UE receives a PDCP packet with a new PTK Identity that has not been previously used with the same PGK and PGK identity in the receiving UE, then the receiving UE shall delete any old PTK key kept for the same PGK and PGK identity and also delete the corresponding old PEK derived from the old PTK key.

Editor's note: Its FFS whether the sending UE at UE power off needs to store the PTK Identities that has been used with a specific PGK and PGK Identity in order to avoid key-stream reuse at UE power on.

/*********************End of SecondChanges**************************************/

