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Abstract of the contribution: This contribution discusses security issues related to one-to-one communication.
1 Introduction
One-to-one communication over PC5 interface may be established between two UEs via UE-UE relay or UE-Network relay. Some key issues, threats and requirements are captured in this contribution. It is proposed to accept this pCR into TR.
3 Proposal
It is kindly proposed to add the following PCR into the TR33.833.
********************************Start the First Change****************************************

5.X
Key Issue #X: One-to-one ProSe Direct Communication
5.X.1
General Description

ProSe direct communication between two UEs is realized over the PC5 interface, with or without the help of a UE-Network relay or UE-UE relay. The UEs need to be authenticated and need to establish secure communication between them. Establish the secure communication between the two UEs is with the help of the relay node (either UE-Network or UE-UE relay). This can be done by UEs authenticating with the relay node respectively. The relay can generate and send the key materials for the two UEs. Using relay node as key generator for the communication between UEs would also mean that the relay needs to take on additional functionalities. Another way is to have some pre-provisioned secret between the two UEs, but this is not scalable and may require priori relation between the two UEs. 

The solution for key distribution between the two need to be robust and preferably does not need prior knowledge between the two UEs.
The solution should also take into accout for key update between the two UEs if the communication session is reasonably long or network coverage remains absent.

Editor’s Note 1: Whether LI is required when both UEs are out of network coverage is FFS

Editor’s Note 2: If required, how LI can be supported when both UEs are out of the network coverage is FFS. 

5.X.2
Security threats

If the relay node generates the key for secure communication between the UEs, a misbehaving relay would be able to eavesdrop and/or modify the communication data between the UEs.

For a session that is reasonably long, if the session keys are not updated, there could be keystream reuse and attacker can take advantage to try to recover the communication data.
5.X.3
Security requirements

UEs engaged in one-to-one communication should be mutually authenticated. Mutual authentication may be transitive between UE1 and UE2 through a UE-Network or UE-UE relay.

Communication between UEs engaged in one-to-one communication should be confidentiality and integrity protected

UEs should support key update or key refresh to avoid keystream reuse.
*********************************End of the First change****************************************

