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Abstract of the contribution: This contribution provides justification for using TLS with certificates as an alternative solution for securing the UE to ProSe Function and UE to ProSe Key Management Function for ProSe one-to-many communications
Discussion 
At the last SA3 meeting, no conclusion was made on the security for the PC3 interface. A knock on effect of this lack of progress on PC3 security meant that there is also no security for the UE to ProSe Key Management Function as well. 
One of the stated reasons for not agreeing the solution proposed was that Public Safety operators may not want to use GBA. For example, the Public Safety operators wants the group keys used by the UEs to be protected by credentials not owned by the network operator, i.e. not protected by keys generating from an AKA run.
If there is to be an alternative solution then, it makes more sense to base the alternate solution not on AKA credentials, i.e. don’t have two ways to use the same credentials. This is particularly true given the above arguments.
For these reasons, we propose that optional support for TLS with mutual certificate based authentication is added as an alternative solution for UE to ProSe Function and UE to ProSe Key Management Function for the one-to-many use case. It is left optional as not all Public Safety operators will want to go to the effort and expenses of deploying private keys and the associated necessary certificates on the Public Safety UEs. We also propose not specifying the certificate format or the exact ciphersuites to use as these will vary from Public Safety operator to Public Safety operator. 
Proposal

It is proposed that SA3 agree the CR in the companion contribution (S3-142422).
