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***** NEXT CHANGE *****
5.3.3.Y 
 PC3 Security using HTTPDigestAKAv2 and TLS PSK

This subclause describes a procedure for protecting messages on PC3 with TLS PSK protocol, based on the pre-shared key generated by executing HTTPDigestAKAv2 between the UE and the ProSe Function.
When the procedure defined in this clause is executed, following steps shall be performed between the UE and the ProSe Function, as shown in the Fig. 5.3.3.Y-1

 [image: image1.emf]
Figure 5.3.3.Y-1: Establishing TLS PSK session using pre-shared key derived from HTTPDigestAKAv2
1. Execute HTTPDigestAKAv2 on PC3 to setup shared secret keys

a. The UE shall initiate conection to the ProSe Fn by sending an HTTP request containing its private user identity or EPC ProSe UID to the ProSe Function.

b. The ProSe Function shall resolve the received user identity to the IMSI of associated UE subscription. If ProSe Fn cannot identify associated IMSI, it may choose to abort the sequence and reject the request for connection. Otherwise, the ProSe Fn shall retrieve the Authentication Vector (AV = RAND||AUTN||XRES||CK||IK) for the received user identity over the reference point PC4a from the HSS and compute new session keys CK’ and IK’ from the original session keys. 

c. The ProSe Function shall initiate the HTTPDigestAKAv2 authentication procedure by forwarding the RAND and AUTN as the nonce of the HTTPDigest Challenge in the HTTP 401 message to the UE.

d. The UE shall authenticate the ProSe Function by checking the AUTN, and generate the HTTP Digest password and new session keys CK’ and IK’.

e. The UE shall respond to the ProSe Function with the HTTP Digest AKA response (containing HTTP Digest password) in a new HTTP Request. The ProSe Functon shall authenticate the UE by verifying that received response matches the XRES retrieved earlier.

f.    The ProSe Function shall send the HTTP 200 OK to indicate to the UE a success of HTTPDigestAKAv2 authentication procedure.

At this point, mutual authentication between the UE and the ProSe Function is complete and shared secret keys (CK’/IK’) are present on both of them.

2. Setup TLS on PC3 using pre-shared secret keys (TLS-PSK)

a. The UE initiates establishement of a TLS session by sending TLS message “ClientHello”. This shall contain PSK based cipher suites supported by the UE.

b. The ProSe Function shall select a cipher suite and reply with a “ServerHello” message.

c. Both the UE and the ProSe Function shall compute pre-master key (PMK), master secret key (MSK) and session keys from the shared secret keys (CK’/IK’ generated in step 1)
d. The UE and the ProSe Function shall complete the TLS handshake by sending encrypted “Finished” message.

At this point TLS setup is complete on PC3 and all the subsequent messages are protected.

NOTE: Same TLS connection is used for both UE-initiated and ProSe Function initiated messages. Whenever there is a drop in the TLS connection, UE detects and re-estalishes it again using the TLS session resumption feature, whenever possible.
***** NEXT CHANGE *****
6.1.3.1
Interface between the UE and ProSe Function


For ProSe Direct Discovery, the UE shall support both procedures described in clause in 5.3.3.X and 5.3.3.Y. For the ProSe Direct Discovery, the ProSe Function shall support either of the procedures described in clause 5.3.3.X or 5.3.3.Y. 

***** NEXT CHANGE *****
6.2.3.4
Protection of traffic between UE and ProSe Function


For one-to-many communications, the UE shall support both procedures described in clause 5.3.3.X and 5.3.3.Y. For one-to-many communications, the ProSe Function shall support either of the procedures described in clause 5.3.3.X or 5.3.3.Y. 
***** NEXT CHANGE *****
6.3.W           Protection of traffic between UE and ProSe Function
For EPC-level discovery, the ProSe UE shall support procedures described in clause 5.3.3.X and 5.3.3.Y. For EPC-level discovery, the ProSe Function shall support either of the procedures described in clause 5.3.3.X or 5.3.3.Y.
***** END OF CHANGES ****
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