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1. Overall Description:

ETSI TC SCP is currently developing the standard for an Embedded UICC (eUICC), which is a smart card platform that can allow mobile network operators to remotely provision subscription credentials to a device without the need to physically access the UICC. In order to provide 3GPP or 3GPP2 telecommunication services, however, the card would need to have native support for an appropriate AKA algorithm, such as MILENAGE for example.  We say “native support” because several smart card manufacturers in our committee have informed us that implementation of these algorithms is closely dependent on the card hardware and operating system and therefore the code for these algorithms cannot be provisioned remotely in an interoperable way while maintaining current security levels.
With the eUICC, if a user has a subscription with one MNO and wishes to later change to a new subscription with a different MNO, the second MNO would remotely provision its subscription credentials onto the user’s eUICC. In order for the new subscription to work, however, the second MNO would also need to use whatever AKA algorithm is supported by the card.  Thus, to ensure interoperability there is a need for the eUICC to support at least one AKA algorithm that is common to all MNOs.  MILENAGE is an algorithm that is believed to be suitable for 3GPP and 3GPP2 network access. 
A further consideration is the matter of ensuring that the eUICC is robust to future compromise of the AKA algorithm.  With today’s removable UICC, if an algorithm is compromised an MNO has the option of issuing new UICCs to its subscribers.  With the Embedded UICC this is not possible.  If deployed eUICCs host an algorithm that has been compromised it will expose MNOs to fraud without any standard way to rectify the situation.  A solution for this potential problem could be that the eUICC hosts a second algorithm to mitigate potential future compromise of the primary algorithm. TUAK has been identified as one such algorithm.

Since the standards developed by ETSI TC SCP are intended to be application-neutral, ETSI TC SCP cannot mandate support for application-specific features such as 3GPP/3GPP2 AKA algorithms.  Thus we wish to make the addressed committees aware of this topic so that they may consider whether and/or how to address this issue.
2. Actions for 3GPP SA3, 3GPP2 TSG-SX WG4 and the GSMA Security Working Group: 
1. To consider whether Embedded UICCs that are intended for use on 3GPP or 3GPP2 networks should support a standardised network access algorithm, and if so, which one
2. To consider whether Embedded UICCs that are intended for use on 3GPP or 3GPP2 networks should support a second network access algorithm, and if so, which one

3. To consider how best to formalize any decisions related to items 1) and 2), such as (for example) changes to 3GPP and 3GPP2 specifications or industry recommendations

4. Advise ETSI TC SCP of any progress on these topics
ETSI TC SCP thanks the addressed committees for their time and consideration and we look forward to future interactions on this topic.
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