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ITU-T Study Group 17, Security, at its current meeting, has started a new work item in draft Recommendation ITU-T X.websec-6 concerning open capabilities of telecommunication services (see attachment).
The intent of this Recommendation is to study the challenges brought forward by open capabilities of telecommunication services, and hence to specific security requirements for the operators’ as well as the security framework.
We appreciate review of this draft in 3GPP SA3, and welcome suggestions, including identification of possible related work.
Attachment: 1
· Template of new work item (X.websec-6), Security framework and requirements for open capabilities of telecommunication services.


Attachment 1 - Template of new work item (X.websec-6), Security framework and requirements for open capabilities of telecommunication services
	Question:
	7/17
	Proposed new ITU-T Recommendation
	Geneva, 17 – 26 September 2014

	Reference and title:
	X.websec-6, Security framework and requirements for open capabilities of telecommunication services

	Base text:
	C 0276
	Timing:
	September 2016

	Editors:
	Feng Gao, China Unicom, gaofeng149@chinaunicom.cn;
Jae Hoon Nah, ETRI, jhnah@etri.re.kr;
Junjie Xia, China Unicom, xiajj2@chinaunicom.cn;
	Approval process:
	AAP

	Scope
This Recommendation provides a security framework and requirements for open capabilities of telecommunication services. The intent of the Recommendation is to study the challenges brought forward by open capabilities of telecommunication services, and hence to specify security requirements for the operators as well as the security framework. The scope of this Recommendation focuses on security requirements analysis, and security framework. The purpose is to safeguard operators’ capabilities of telecommunication services and the business paradigm of open capabilities of telecommunication services, to protect operators’ telecommunication systems, and enhance user experience.

	Summary
Currently, due to the OTT (over the top) booming in the ICT domain, the operators want to explore the innovative cooperation way with the 3rd party service providers especially with IT service providers to avoid their traffic growth without income increase. Open capabilities of telecommunication services can bridge the operators’ telecommunication services capabilities and the 3rd party service providers’ customized service requirements, thus it becomes a win-win cooperation paradigm.
As the core asset for the operators, capabilities of telecommunication services should be opened in a secure way and be protected full-scale, not only because it involves operators’ business security but also relates to users’ information security. Without comprehensive security mechanism, the unsecure/spiteful application/service from the 3rd party service provider by using capabilities of telecommunication services will harm to operators’ transport network, business system and even user’s privacy. Consequently, to offer secure telecommunication service capabilities to cooperative service providers, the security requirements for open capabilities of telecommunication services need to be analysed exhaustively and the overall security framework need to be established.
This Recommendation mainly analyses the security requirements of open capabilities of telecommunication services, and provides a security framework.

	Relations to ITU-T Recommendations or to other standards (approved or under development):
[bookmark: OLE_LINK9][bookmark: OLE_LINK10]ITU-T Y.2232, Open service environment capabilities for NGN
ITU-T Y.2020, Open service environment functional architecture for next generation networks

	[bookmark: _Hlk398824169]Liaisons with other study groups or with other standards bodies:

	3GPP

	Supporting members that are committing to contributing actively to the work item:

	China Unicom, ETRI, ZTE Corporation.
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