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*******************BEGINNING OF CHANGE******************************

6.2.4.3.4
Provisioning request

This procedure registers a Public Safety UE within a specific domain. The Public Safety UE shall send a provisioning request to the KMS. Upon successful request, the KMS shall return indication of success and provisioning material. 

It is assumed that this request is made and responded to over an established secure connection as described in clause 6.2.4.3.3. Figure 6.2.4.3.4-1 describes the procedure.


[image: image1]Figure 6.2.4.3.4-1: KMS provisioning process

The provisioning shown in Figure 6.2.4.3.4-1 is as follows:

1)
The Public Safety UE shall send a provisioning request to the KMS. 

2)
The KMS shall check that the request is valid and shall ensure the Public Safety UE's identity is verified and apply the domain policy on assigning user identities to the UE. 

3)
After successful processing, the KMS returns a provisioning response to the Public Safety UE. The KMS populates the response with all information required to provision the UE. The contents of response may be signed by the KMS. The response includes key material corresponding to the user identity associated with UE. It may also include information relating to KMS domains, cross-domain communications and groups.

Details of provisioning requests may be found in Annex B.
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KMS





1. Provisioning Request   





3. Provisioning Response





Response may contain:


Key material corresponding to UE’s UIDs.


KMS public certificate.


KMS public certificates of other domains.


Domain Policies.


Key material corresponding to UIDs of any groups the UE can create.





UE





2. Verification of user’s identity and provision User IDs according to domain policy








