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Abstract of the contribution:

The following contribution reinstates the Key Issues relating to one-to-one communications from the appendix to the body of the ProSe TR
The following contribution reinstates the Key Issues relating to one-to-one communications from the appendix to the body of the ProSe TR
The first change copies the text (verbatim) from the appendix.

The second change removes the copied text from the appendix.

*******************Beginning of 1st Change********************
7
Key Issues for Rel-13

7.A
Key Issues on One-to-one Communications
7.A.1
Key Issue #7.A.1: Security analysis for ProSe communication

7.A.1.1
Issue Detail

Based on SA1's requirement, the system shall ensure the confidentiality of user data and network signalling over the direct link to a level comparable with that provided by the existing 3GPP system. Now the security context is separate for different UE in existing 3GPP system. So it requires that the separate security context usage in ProSe system. 

7.A.1.2
Security Threats

When the user plane ciphering is applied, a security issue would be raised that a ProSe-enabled UE can decrypt the communication between two other ProSe-enabled UEs if the same security contexts are used. The attack details are shown in the following scenario. 

There are three ProSe-enabled UEs, e.g. Mary's UE, Peter's UE, John's UE. 

When Mary, Peter, and John are communicating through the 3GPP network, there is no common security context between them. Peter's UE can't get any plain information between Mary's UE and John's UE. If the security context for the communication between Mary's UE and Peter's UE was the same as for Mary's UE and John's UE, Peter's UE would be able to decipher the communication between Mary's UE and John's UE when the encrypted data is eavesdropped by Peter's UE. Peter's UE could get the information between Mary's and John's UE.

But in existing 3GPP, Peter's UE can't get the information between Mary's and John's UE, specifically, when Mary's UE communicates with Peter's and John's UE in LTE network. Based on LTE security architecture, Peter's UE and John's UE will use different security context to protect the communication with eNBs, and eNB will forward the decrypted UP data to core network and finally send to Mary's UE with the protection by using other security context between Mary's UE and eNB. So in this case, it doesn't followSA1's requirement. Therefore, the SA1 requirements can be fulfilled only when Mary's UE use separate contexts communicating with different UEs. 

7.A.1.3
Security requirements

A ProSe-enabled UE should use different security contexts for ProSe one-to-one communication with different ProSe-enabled UEs.

7.A.2
Key Issue #7.A.2: One-to-One Direct Communications using E-UTRA

7.A.2.1
Key issue details

A key capability of ProSe-enabled UEs is to engage in one-to-one communications with another UE directly over the air interface. 

7.A.2.2
Security threats 

There are the following threats to the data as it is exchanged between the UEs;

A passive attacker may intercept the data packets exchanged by the two UEs and is able to obtain their true/original content.

An active attacker may modify the data packets exchanged by the two UEs without detection by either UE.

7.A.2.3
Security requirements

Direct link signalling ciphering may be provided. Direct link signalling ciphering is a configuration option.

Direct link user plane ciphering may be provided.

Direct link signalling integrity protection and replay protection shall be provided.

Direct link user plane packets between UEs shall not be integrity protected.

Establishment of the security between the UEs shall be protected from man-in-the-middle attacks.

Editor's note: Whether there is a split between user plane and signalling is FFS

7.A.3
Key Issue #7.A.3: Mutual authentication of ProSe enabled devices for public safety in out of coverage scenario

7.A.3.1
Key issue details

In network coverage scenarios UEs are mutually authenticated to the network. Currently UE to UE authentication is not standardized. Mutual authentication of public safety UEs without network coverage cannot be performed with AKA. Authentication credentials have to be securely stored in the UE in order to be available in the UE even without network coverage. It is beneficial to use an authentication method that is suitable to generate and distribute session keys for a secure direct link in order to provide confidentiality and integrity protection for the communication after the authentication procedure succeeded. Depending on the sensitiveness of the credentials secure storage e.g. in the UICC could be required. Also for maintenance it could be beneficial to store the configuration data inclusive credentials on a removable UICC.

Editor's Note: The scenario when the configuration data is provided by a provisioning server controlled by a different entity than the 3GPP operator, needs to be considered as well. For example, the credentials may need to be managed by an NSPS organization, and storage of the configuration data in the UE needs to be considered also in this scenario.

7.A.3.2
Security threats 

Device theft is a security threat; especially if there is an extensive effort needed to exclude a single device. This was the case if e.g. the same pre-shared secret for multiple devices is used. Such an authentication mechanism is not scalable. If one device is compromised all communication of other devices with the same shared secret is compromised with it. Since entropy from network initiated challenge response procedure is not available sufficient entropy is needed for session key generation. Session keys can't be distributed via network. 

7.A.3.3
Security requirements

The system should support mutual authentication of public safety UEs out of network coverage.

Compromise of a single UE should not affect the security of the others. 

Authentication credentials should be securely stored in UE.

It should be possible to establish session keys securely between the UEs.
*******************End of 1st Change********************
*******************Beginning of 2nd Change********************
Annex A:
Possible post-Rel-12 Key Issues

A.1
Key Issues on Discovery

A.1.1
Key Issue #A1.1: Security analysis for restricted ProSe discovery

A.1.1.1
Issue Detail

In TR 22.803 [31] clause 5.1.1 restricted ProSe discovery use case, 3 users with proximity-enabled UEs are involved. Mary has authorized John's UE to discover her UE and vice versa. At the same time, John has authorized Peter's UE to discover his UE and vice versa. But Mary's UE is not authorized to discover that Peter's UE is in its proximity. 

In other words, a UE shall be not able to discover other UEs which are not authorized to be discovered. 

A.1.1.2
Security Threats

Based on SA1's description, the discovery could be either using direct radio signals or EPC based. Mary's UE does not detect Peter's UE because there is no authorization given by Peter's to Mary's discovering him. However, if Mary's UE is compromised, it could try to discover all Proximity-enabled UE near her, including the UEs not authorized to be detected, e.g. Peter's UE. If there is no mechanism in the ProSe system (either on network side or on UE side) to prevent unauthorized discovery, Mary's UE may be able to discover Peter's UE. It will break the principle of restricted discovery.

A.1.1.3
Security requirements

The following security requirement fits for non-public safety use cases only:

· the network should allow a UE to discover only other proximity-enabled UEs which it is currently authorized to discover in case of EPC-level ProSe discovery.

· the ProSe system should allow a UE to discover only other proximity-enabled UEs which it is currently authorized to be discover in case of ProSe direct discovery.

Editor's note: These cases are not considered for public safety UE in Rel-12

A.1.2
Key Issue #A1.2: Restricted ProSe Direct Discovery

A.1.2.1
Key issue details

One of the key capabilities of a ProSe-enabled UE is to be able to discover other ProSe-enabled UEs in its vicinity by using direct (UE-to-UE) signalling with E-UTRA technology. As part of the normative requirements in TS 22.278 [3] there are two types of discovery: open and restricted. Open applies where there is no explicit permission that is needed from the UE being discovered, while restricted discovery only takes place with explicit permission from the UE that is being discovered. 

A.1.2.2
Security threats 

In direct discovery, a ProSe-enabled UE broadcasts an identity that can be received by other Pro-enabled UEs that are in range to hear these broadcast identities. The receiving UE can analyze received identities in order to decide if any UEs it is wanting to discover are in its proximity.

As noted above there are two types of discovery, open and restricted. With open discovery, there is no requirement for the one UE to be authorized to discover the other UE. This means that the identity that is broadcast for this type of discovery is assumed to be knowable to all UEs (this is true whether the actual identity is broadcast or some well known mapping of the identity is broadcast). 

With restricted discovery, a UE needs to be authorized to be able to discover a particular UE. In particular the broadcast identities should prevent the discovery of a UE without their explicit permission. This threat also extends to the ability to track such a broadcasting UE even if it is not known who the UE belongs to by the broadcast identity. Clearly anyone with the permission to discover the UE would be able to track them, as this is effectively part of the permission to discover in the first place. 

A final security threat is that of unauthorized announcements (e.g., impersonation and replay threats). This may cause a receiver to believe that the other UE is in proximity when it currently isn't, and hence take whatever action discovering that UE would involve. For restricted discovery case, only a UE authorized to discover that UE should know the identity that will be broadcast. 

A.1.2.3
Security requirements

The system shall prevent impersonation attacks.

The identities announced on the air interface shall be able to be protected from being understood by a currently unauthorized UEs, in order to support restricted discovery. Furthermore, the tracking of UEs based on their announced identities over time should be minimized.

The opportunity for replay attacks on identities announced over the air interface should be prevented.

A.2
Key Issues on One-to-many communications

A.2.1
Key Issue #A2.1: Mutual authentication of ProSe enabled devices in group owner mode

A.2.1.1
Key issue details

In network coverage scenarios UEs are mutually authenticated to the network. Currently UE to UE authentication is not standardized. Mutual authentication of public safety UEs in group owner mode without network coverage cannot be performed with AKA. Authentication credentials have to be securely stored in the UE in order to be available in the UE even without network coverage. Depending on the sensitiveness of the credentials secure storage e.g. in the UICC could be required. Also for maintenance it could be beneficial to store the configuration data inclusive credentials on a removable UICC.

Editor's Note: The scenario when the configuration data is provided by a provisioning server controlled by a different entity than the 3GPP operator, needs to be considered as well. For example, the credentials may need to be managed by an NSPS organization, and storage of the configuration data in the UE needs to be considered also in this scenario.

A.2.1.2
Security threats 

Device theft is a security threat; especially if there is an extensive effort needed to exclude a single device. This was the case if e.g. the same pre-shared secret for multiple devices is used. Such an authentication mechanism is not scalable. If one device is compromised all communication of other devices with the same shared secret is compromised with it. 

A.2.1.3
Security requirements

The system should support mutual authentication of public safety UEs out of network coverage.

Compromise of a single UE should not affect the security of the others. 

Authentication credentials should be securely stored in UE.

A.2.2
Key Issue #A2.2: ProSe Communications in Group Owner Mode

A.2.2.1
Key issue details
A key capability of ProSe-enabled UEs is to engage in one-to-one communications with another UE directly over the air interface or in one-to-many communication with other UEs over the Group Owner . 

A.2.2.2
Security threats
All security threats in subclause A.3.2.2 apply to ProSe Communications in Group Mode. Additionally the following threats also exist;

The man-in-the-middle attack may exist if the communication is not protected between the first UE to the GO and between the GO and the second UE.

Though the traffic sent by an ordinary ProSe Group member is delivered in unicast mode to the GO, which subsequently distributes it to one or all ProSe Group members, the distribution from the GO can be in either unicast or multicast mode. A passive attacker may eavesdrop the data packets exchanged between the two UEs. If the GO communicates to group members in multicast mode without applying protection to the original content, other group members in proximity may obtain the original content broadcast by GO..
A.2.2.3
Security requirements
All security requirements in subclause 5.4.2.3 apply to ProSe Communications in Group Mode. Following security requirements are for Group Mode ProSe communication.

ProSe UEs should be authenticated by GO;

The communication data between ProSe UEs should be protected. 

The data distributed by GO to all members in the same group in multicast mode should be protected from eavesdropping by other UEs who are do not belong to the same group as the GO.




































*******************End of 2nd Change********************
