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	Reason for change:
	The bearer level solution in clause 6.1.3.4 has left FFS the security procedure for the PC3 interface and the UE to ProSe Key Management Function interface. The media security solution has an UE to KMS (which is similar to the ProSe Key Management Function) states in 6.2.4.3.3 that GBA bootstrapping procedure shall be used to establish a TLS-PSK connection between the UE and KMS unless a suitable security association already exists. There is however no other agreed alternative to GBA for this interface.
At the previous meeting, it was pointed out that PC4b interface will make use of OMA SULP which provides GBA as one of the option. OMA has replied to S3-140567 the following: “OMA LOC would like to inform 3GPP SA WG3 that a potential decision to mandate GBA support in ProSe UE will have no impact on OMA SUPL.”
We believe that re-usage of GBA solution should be encouraged as much as possible. This will allow the network operator to optimize the processes around configuration/provisioning of the network elements (in particular the ProSe Function and the KMS) for ProSe and the ProSe UEs.
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5.Y
Security of UE to ProSe-related network elements communication.
5.Y.1
General

The ProSe-enabled UEs have many interactions with several ProSe-related network elements, in particular the ProSe function, the ProSe Key Management Function of clause 6.2.3, the KMS of clause 6.2.4.3 and the SLP server used in the PC4b interface.

5.Y.2
General Security requirements

Only the ProSe Function may provide configuration data impacting the ProSe-related network operations to the ProSe-enabled UE. 3rd parties shall not be allowed to provide such parameters.

The ProSe-enabled UE and the ProSe Function shall mutually authenticate each other.

The transmission of configuration data between the ProSe Function and the ProSe-enabled UE shall be integrity protected. 

The transmission of configuration data between the ProSe Function and the ProSe-enabled UE shall be confidentiality protected. 

The transmission of configuration data between the ProSe Function and the ProSe-enabled UE shall be protected from replays. 

The configuration data shall be stored in the UE in a protected way to prevent modification.

Some configuration data may require to be stored in the UE in a protected way to prevent eavesdropping.

The transmission of UE identity should be confidentiality protected on PC3 interface.

At minimum, ProSe UEs shall support PSK-TLS with GBA as specified in [5]. 
The ProSe function shall support the NAF function as specified in [5].

The KMS of clause 6.2.4.3 and the ProSe Key Management Function of clause 6.2.3 shall support the NAF function as specified in [5].

5.Y.3
Security procedures

Editor's note: The security procedures for PC3 interface are FFS.

5.Y.3.1
Security configuration for data transfer

After deployment of the ProSe-enabled UE the configuration parameters stored in the UICC may need to be updated to reflect the changes in the configuration applied. 

In case that configuration data of ProSe-enabled UE are stored in the UICC, the UICC OTA mechanism (as specified in ETSI TS 102 225 [6] / TS 102 226 [7] and 3GPP TS 31.115 [8] / TS 31.116 [9]) shall be used to secure the transfer of the configuration data to be updated in the UICC.

